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Out-of-Distribution (OOD) Detection
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Out-of-Distribution (OOD) Detection
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Test sample: bird
(unseen category)

Previous solutions:

For example, in Outlier
Exposure (OE)[1]:
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Cat: 0.51
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predictions.
_— Dog: 0.49

In-distribution Out-of-distribution
classification loss detection loss

L = Eznp, [Lin(2)] + ABgnpy, [Lou ()]
Low(z) = KL(f(z)[u)

N

Softmax probability Uniform distribution

[1] Deep anomaly detection with outlier exposure. In ICLR, 2019.



Categories excluded in the training set
(out-of-distribution data)

Categories included in the training set
(in-distribution data)

Head-classes:
Well-represented in training set;
high prediction confidence.
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g Tail-classes: OOD samples:
< Underrepresented in training set; Expected to have low prediction

low prediction confidence. confidence.
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Results on a head-class in CIFAR100-LT.
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Results on a tail-class in CIFAR100-LT.
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Tail-class samples have lower
prediction confidence and tend to be
misclassified as OOD samples.
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Head classes are Tail classes heavily
well-separated from  overlap with OOD
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Outlier Exposure (OE) on CIFAR10-LT
(long-tailed version of CIFAR10)
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Existing OOD detection methods suffer significant performance drop when trained on long-tailed datasets.

Method Dataset AUROC (1) AUPR (1) FPR95 () ACC (1)
NT CIFAR10 85.86 84.37 52.52 93.45
(MSP) | CIFAR10-LT | 72.28 (-13.58) 70.27 (-14.10) 66.07 (+13.55) 72.34 (-21.11)
OF CIFAR10 96.68 96.29 14.59 92.81
CIFARIO-LT | 89.92 (-6.75) 87.71 (-8.58) 34.80 (+20.21) 73.30 (-19.51)
Ererevop | CIFARIO 96.59 96.37 14.80 93.07
NEIEYVE CIFARI0-LT | 89.31 (-7.27) 88.92 (-7.45) 40.88 (+26.08) 74.68 (-18.39)
sopr. | CIFARIO 96.74 96.60 14.57 89.13
CIFARIO-LT| 91.13 (-5.61) 90.49 (-6.10) 34.98 (+20.41) 54.42 (-34.71)
orce | CIFARIO 96.27 95.41 14.77 91.95
CIFARIO-LT | 87.28 (-8.99) 86.29 (-9.12) 45.24 (+30.47) 60.16 (-31.79)
wtom | CIFARIO 96.92 96.95 14.95 91.44
CIFARI0-LT | 92.89 (-4.03) 92.31 (-4.65) 29.03 (+14.09) 66.41 (-25.03)
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OOD Detection on Long-Tailed Dataset

Head-classes

Tail-classes OOD samples
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The challenge: DNNs get confused between tail-class
in-distribution samples and OOD samples.




Naively combining OOD detection methods with long-tail recognition (LTR) methods doesn’t bring significant gains.
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D, |Detection Mlglﬁ 4 |AUROC() AUPR(1) FPR9S(l)  ACC (1)
Method
None 89.92 87.71 34.80 73.30
Re-weighting 89.34 86.39 37.09 70.35
%F‘Ef OF  + om 89.58 85.88 33.80 7333
- LA 89.46 $6.39 34.94 73.93
Our method 90.9910.19 89241034 33361079 77.08L1.01
None 72.62 66.73 68.69 39.33
Re-weighting 72.07 66.05 70.62 39.42
%gﬁ OF  + orm 72.71 66.59 68.04 40.87
- LA 72.56 66.48 68.24 42.06
Our method 7332+ 032 67.18 £ 0.10 67.44 = 0.58 43.10 £ 047




OOD detection methods: LTR methods:
Discourage over-confident Encourage confident
predictions on rare samples. predictions on rare samples.

Our solution:

1. Explicitly distinguish tail-class in-distribution samples from OOD samples.

2. Disentangle the model to two branches (sharing most parameters): One for
OOD detection, and the other for in-distribution classification (LTR).



Partial and Asymmetric Supervised
Contrastive Learning (PASCL)
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(a) The original SCL [1] (b) Our PASCL

[2] Khosla, P., Teterwak, P., Wang, C., Sarna, A., Tian, Y., Isola, P., Maschinot, A., Liu, C., and
’;[;EMS a\ma;on Krishnan, D. Supervised contrastive learning. In NeurlPS, 2020.



Partiality

* We apply contrastive learning only on tail-class in-distribution and OOD data, not head-
class in-distribution data.

* Intuition: As shown previously, head-class in-distribution samples can be easily separated

from the OOD samples, so we do not use an extra contrastive learning loss to explicitly
push them away.
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Asymmetry

* We pull in-distribution samples within the same class together, but do not
pull OOD samples together.

* Intuition: OOD training set typically has huge diversity in order to be
representative for the open visual world, and thus the OOD training samples
are not necessarily from the same class.
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Auxiliary Branch Finetuning (ABF)

Stage 1: Training main branch
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ﬁm-bg-» z -bg]-b z -»g & ™ Eq. (4)

Stage 2: Finetuning auxiliary branch
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(b) Testing

Intuition:

1. In-distribution and out-of-distribution samples
have different underlying distributions.

2. ltis challenging to achieve anomaly detection
and long-tailed in-distribution classification
using a shared classification head.

[3] Intriguing properties of adversarial training at scale. In ICLR, 2020.



Auxiliary Branch Finetuning (ABF)

Stage 1: Training main branch Reduce prediction confidence

Di, o o o ) on OOD training samples.
R I
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Stage 2: Finetuning auxiliary branch
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IEXAS amazon [4] Long-tail learning via logit adjustment. In /CLR, 2021.



Algorithm 1 Partial and Asymmetric Supervised Con-
trastive Learning (PASCL)

Input: in-distribution training set D;,, OOD training set
Doy, main branch training iteration 7, auxiliary branch
finetuning iteration 7.
#Stage 1: Train main branch.
for : = 1 to n; do
Sample a batch of in-distribution and OOD training
samples.
Update the main branch model by minimizing Eq. (4)
end for
#Stage 2: Finetune auxiliary branch.
Fix all layers except the auxiliary BN and classification
layers in the model.
for : = 1 to no do
Sample a batch of in-distribution training samples.
Update the auxiliary BN and classification layers by
minimizing Eq. (5).
end for

'
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(a) OOD detection results and

in-distribution classification results in terms of ACC95.

Results on CIFAR10-LT

(b) In-distribution classification results in terms of ACC@FPRn.

ACC@FPRn (1)
Method 0 0.001 0.01 0.1
OE 73.84 4077 73904077 7446+ 0.81 78.88 4+ 0.66
Ours | 77.08 +1.01 77.13+1.02 77.64+099 8196+ 0.85
(c) Comparison with other methods.
Dt | Method | AUROC (1)  AUPR(1) FPR95(}) | ACC(D
ST (MSP) 72.28 70.27 66.07 72.34
OECC 87.28 86.29 45.24 60.16
Averace | EN€rgyOE 89.31 88.92 40.88 74.68
a OE 89.77 £ 027 87.25+0.61 34.65+046 | 73.84 £0.77
Ours 90.99 + 0.19 89.24 +0.34 33.36 +0.79 | 77.08 &+ 1.01

Dl | Method | AUROC (1) AUPR (1) FPRY95()) | ACC95(1)
Texture OE 02,50 + 042 8332+ 1.67 25.10+ 1.08 | 84.52+0.76
Ours | 93.16 £ 037 84.80 £ 1.50 23.26 + 091 | 85.86 = 0.72

SVHN OE 05.10+ 1.01 97.14 £ 0.81 16.15+ 1.52 | 81.33 £ 0.81
Ours | 96.63 + 090 98.06 +0.56 12.18+ 3.33 | 82.72 + 1.51
CIFAR100 OE 83.40 £0.30 8093 +0.57 56.96 +0.91 | 94.56 + 0.57
Ours | 84.43+023 8299+048 57.27 +0.88 | 94.48 £ 0.31
Tiny OE 86.14 £0.29 79.33+0.65 4778 +£0.72 | 91.19 £ 0.33
ImageNet Ours | 87.14 +0.18 81.54 £0.38 47.69 + 0.59 | 91.20 = 0.35
[ SUN OE 01.35+ 023 87.62+0.82 27.86+ 0.68 | 85.49 + 0.69
Ours | 93.17+0.15 9176 £0.53 26.40 + 1.00 | 86.67 = 0.90
Places36S OE 00.07 + 026 95.15+0.24 34.04 + 091 | 87.07 = 0.53
‘ Ours | 91.43+0.17 9628 +£0.14 33.40 + 0.88 | 87.87 £ 0.71
— OE 89.77 £0.27 87.25+0.61 34.65+ 046 | 87.36 +0.51
g Ours | 90.99 +0.19 8924 +£0.34 33.36 + 0.79 | 88.13 = 0.56
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Results on CIFAR100-LT

(a) OOD detection results and
in-distribution classification results in terms of ACC95.

(b) in-distribution classification results in terms of ACC@FPRn.

Method ACC@FPRn (1)
D't | Method | AUROC (1)  AUPR()  FPRY5(]) | ACCY95(1) Sy 0 0.001 0.01 0.1
Texture OE 76.71 £ 1.20 58.79+ 139 6828 £1.53 | 71.43 + 1.58 OE 3904 +0.37 3907 038 3938 +038 4240+ 0.44
Ours | 76011066 358.12+106 6743+1.93 | 7311+ 155 Ours | 43.10 047 43.12+047 4339+ 048 46.14 +0.38
SVHN OE | 77.61 £326 86.82+250 58.04+482 | 64.27+3.26 ' _
Ours | 80.19 £2.19 8849+ 159 53.45+3.60 | 64.50 + 1.87 (c) Comparison with other methods.
crArlo | OF | 6223£030 57.57£034 80.64 £0.98 | 8267+ 099 Dii | Method | AUROC(T) AUPR()  FPR95()) | ACC(D)
Ours | 6233 £0.38 57.14+020 79.55+0.84 | 82.30 + 1.07 ST (MSP) 61.00 5754 2201 1097
Tiny OE | 68.04 +£037 51.66+0.51 76.66+047 | 76.22 + 0.61 OECC 70.38 66.87 73.15 32.93
ImageNet | Ours | 68.20£0.37 51.53+£0.42 76.11£0.80 | 77.56 + 1.15 Average | En€T8YOE 71.10 67.23 71.78 39.05
OE 7291 £ 0.68 67.16 £0.57 68.89 + 1.07 | 39.04 + 0.37
LSUN OE | 77.10+£0.64 61.42+0.99 63.98 +1.38 | 65.64 + 1.03 Ours 73324032 67.18 £0.10 67.44 £ 0.58 | 43.10 £ 0.47
Ours | 77.19£044 6127 +0.72 63.31 +0.87 | 68.05 + 1.24
Placeszgs | O | 7580045 86.68£038 6572=0.92 | 67.04+ 049
‘ Ours | 76.02+0.21 86.52+029 64.81+0.27 | 69.04 + 0.90
Averase OE | 7291+068 67.16+0.57 6889+ 1.07 | 71.21 +0.84
& Ours | 73.32+£032 67.18+0.10 67.44 +0.58 | 72.43 + 0.66
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Results on ImageNet-LT

. FPR@TPR#~ (]) ACC@TPRn (1) ACC@FPRn (1)
Dot Method | AUROC(T) AUPR(M) | (o o5 090 080 0.98 0.95 0.90 0.80 0 0.001 001 0.1

ST (MSP) 53.81 51.63 9538  90.15 8352 7297 | 96.67 92.61 8743 7752 | 39.65 39.68  40.00  43.18

OECC 63.07 63.05 93.15 8690 7879 6523 | 9425 8823 80.12 6836 | 3825 3828 3856 4147

ImageNet | EnergyOE 64.76 64.77 0415 87.72 71836 63.71 | 80.18 7438 6765 59.68 | 3850 3852 38.72 40099
-1k-O0D OE 66.33 68.29 05.11  88.22 78.68 6528 | 9546 8822  78.68 6528 | 37.60 3762 37.79  40.00
Oure 68.00 70.15 0438 8753 7812 6248 | 95.60 89.55 8088 69.60 | 45.49 4551 45.62 47.49
(+1.67) (+1.86) | (-0.73) (-0.69) (-0.56) (-2.80) | (+0.23) (+1.33) (+2.20) (+4.32) | (47.89) (47.89) (+7.83) (+7.49)
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Ablation study on each component in PASCL

D, Asymmetry Partiality ABF | AUROC (f) AUPR(?)  FPR95(]) | ACC95(1) 0 0 &?C@FPR” gg” o1

No contrastive loss (OE) 95.10 £ 1.01 97.14 4+ 081 16.15+152 | 81334081 | 73.84+ 077 7390+ 077 7446+ 081 78.88 + 0.66

X X X |9534+158 97304120 15124307 | 81944128 | 75.03 £ 146 7509+ 145 75.60 + 144 80.02 + 1.10

CIFARIO.LT X v/ X | 9501 +125 96744078 15314435 |82.34+156| 7446+1.80 7452+1.80 75.04+1.76 80.21 +0.99
v X X | 0491 +143 09686+147 1557 +1.19 | 82.08 £ 047 | 7524 +0.99 7529 +0.98 75.77 +0.98 79.85 + 0.77

v v X | 96.63+090 98.06+056 12.18+3.33 | 81.70+ 1.21 | 7620+ 0.79 76.26 +0.79 76.85+0.81 81.07 + 0.58

v v /| 96.63+090 98.06+056 12184333 | 82724151 | 7708 +1.01 7713+ 1.02 77.64+ 099 81.96 + 0.85

No contrastive loss (OE) 77.61 £326 86824250 58.04-+482 | 64274326 | 39.04 +£0.37 3907+ 038 3938+ 038 42.40 + 0.44

X X X | 7805+2.12 87.18+087 59.10+5.03 | 66.44 +3.90 | 4021 +0.43 4025+ 043 4056+ 045 4371 + 042

CIFAR100.LT X v/ X | 7946+183 88.01+190 5450+334 | 63.86+252 | 40.24 +£0.53 4028 +0.53 40.60 +0.55 43.93+ 057
v X X | 79544238 8768+1.51 5427 +3.69 | 6333 +£2.87 | 40.00 +£0.42 40.04 £ 041 4036+042 43.60 + 0.42

v v X | 80194219 88494159 53.45+3.60 | 63.10+ 1.87 | 4033 +£0.20 4036+ 020 40.66+0.18 43.79 + 0.22

v v /| 8019219 8849+ 159 53.45-+3.60 | 64.50 + 1.87 | 43.10 £ 047 4312+ 047 4339+ 048 46.14 + 0.38

TEXAS amaZon
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Thank youl!

* Code and pre-trained models are available at
https://github.com/amazon-research/long-tailed-ood-detection



https://github.com/amazon-research/long-tailed-ood-detection

