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Previous Attacks and Our Contributions

Previous Attacks:

e require settings with very small batch sizes
e require unrealistic and conspicuous architecture modifications

Our Attack:

e works in large batch settings
e only needs modifications of model parameters
e s scalable to both cross-device and cross-silo settings



Motivation
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Motivation
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Class Fishing Strategy
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Cross-Device

Estimating

®

collect features and estimate the feature distributions
of the target class with class fishing strategy

Fishing

you got me!

‘.\m

set a proper feature cutoff and fish out a single
data point with feature fishing strategy



Cross-Silo

Query 1 Query i Final Query
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get average features of all fish with class filter out non-target fish with feature fishing get single fish with feature fishing strategy
fishing strategy strategy
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Thanks!

https://qithub.com/JonasGeiping/breaching

Breaching - A Framework for Attacks against Privacy in
Federated Learning

This PyTorch framework implements a number of gradient inversion attacks that breach privacy in federated
learning scenarios, covering examples with small and large aggregation sizes and examples both vision and text
domains.
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https://github.com/JonasGeiping/breaching

