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Figure 1. LDP has the promising potential to be adopted in complex
scenarios (e.g., health care, I0T) that feature rich user data attributes.

e Task-aware privacy preservation problem: How to improve the
ultimate task performance with multi-dimensional user data?
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e To release a function g : X — R? sit. e-LDP of x is preserved,
Laplace mechanism is a widely used noise-adding mechanism:

A
Miap(,9,€) = g(x) + Lap” (u = 0,b = =), 2)

€

where A1g = max, ey [|g(z) — g(2')|1.



Problem Formulation
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e Mild assumption. Covariance matrix has Cholesky decomposition
Sz £ E[(z — pz)(z — ,Ux)T] =LL". (6)

For convenience we consider h = L~!(z — p1,.), which has ), = I.

e The problem with linear model and MSE task loss:

min £ =Eaullf) ~ £ ™

st. h=D(Eh+w),D e R EeR?*" (8)
A\Eh
). (9)

where f(h) = Ph € R™ with task matrix P € R™*".

h ~ Dy, w ~ Lap?(0,
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e Use S to denote the convex hull of domain H.

e When the boundary 0S is a centered hypersphere with radius
r > 0: {h € R"|||h||3 = r2}, the optimal L* is
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where \1.,, are eigen-values of PTPin descending order, and Z' < n
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e Suppose S C {h e R*: 72 < ||h|j3 < 2.} Then

ﬁ(rmim A, 6) <LF< £<Tmax; A, 6)‘ (12)
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Gradient-based Algorithm for General Settings

Encoding function g., decoding function g4 and task function f are
parameterized by differentiable neural networks.

Require: Privacy budget € and Z
1: Initialize encoder/decoder parameters 6., 6, and noise vector w
2: for 7 € {0, 1,--- ;Nepochs — 1} do
3. Update 0, and 0, with =V (L+7]|0.]|%)/V0. and =V L/V,,
respectively, by one or multiple steps (w fixed)
Recompute Ag,, and re-sample w from LapZ (0, A1g./e€)
. Return 6., 0y

AN

Penalizing ||0.||%: avoid the growth of the scale of ¢.



Evaluations
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Figure 2: Evaluation results for hourly household power consumption
(left), real estate valuation (middle), and breast cancer detection (right).



