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Motivation

® (OOD detection is critical for safe deployment of ML models in real-world settings

® ML models deployed in the wild may naturally encounter large quantities of unlabeled data
consisting of both ID and OOD examples

e Our work shows that using constrained optimization techniques, this unlabeled “wild” data can
be used to train a state-of-the-art OOD detector without sacrificing performance on ID
classification
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Pyia := (1 — 7)Piy + 7Pout
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Augmented Lagrangian Methods (ALM)

e Solve constrained optimization problems of the form:
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Implementing ALM with neural networks

Algorithm 1 wWOODS (Wild OOD detection sans-
Supervision)

1: Input: 08;, )\8% B1, B2, epoch length T, batch size B,
learning rate p1, learning rate o, penalty multiplier v,
tol

2: forepoch=1,2,...do

3 fort=1,2,...,7—1do

4: Sample a batch of data, calculate LF'" (6, \)

, (t+1) (t) atc
5 e(epoch) — a(epoch) - ,ulVg,C%t h(0’ )‘)
6: end for )
7. \(epoch+1) 3 (epoch) + NQVOE,B (o(epoch)7 )\(Cpoch))
8 if Y7 Lood(gym (xi),0ut) > a+tol then
(epoch)

9 B1+—H

10: end if

11: if % v ﬁcls(fam (xi),¥:) > T+ tol then
(epoch)

12: B2 — B2

13: er(l()l if -

) 1
14: 0(ep0ch+1) — 6(ep0ch)
15: end for

Overview of our training procedure.
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1 and J are mini-batches of size B sampled
randomly from the wild and ID data, respectively.

Because y is convex in u, the function £}'" is an

upper bound on £p at each epoch (via Jensen’s
inequality).



Experimental setup

e [D datasets: CIFAR-10 and CIFAR-100

e (OOD datasets: SVHN, Textures, Places, LSUN-Crop, LSUN-Resize, and 300K Random Images
(cleaned subset of 80 Million TinyImages)

e Models are initialized using a WideResNet architecture pre-trained on CIFAR-10/100 and
trained for 100 epochs

o Architecture: 40 layers, widen factor = 2, weight decay = 0.0005, momentum = 0.09
o  Optimization: SGD with Nesterov momentum

e Metrics: FPR@95, AUROC, accuracy (on ID classification)



Main results (CIFAR-100)

OOD Dataset Average
Method SVHN LSUN-R LSUN-C Textures Places365 Acc.
FPR| AUROCt FPR| AUROCtT FPR| AUROCt FPR| AUROCtT FPR| AUROCtT FPR| AUROC?T
With P;, only
MSP 84.59 71.44 82.42 75.38 66.54 83.79 83.29 73.34 82.84 73.78 79.94 75.55 75.96
ODIN 84.66 67.26 71.96 81.82 55.55 87.73 79.27 73.45 87.88 71.63 75.86 76.38 75.96
Energy 85.82 73.99 79.47 79.23 35.32 93.53 79.41 76.28 80.56 75.44 72.12 79.69 75.96
Mahalanobis 57.52 86.01 21.23 96.00 91.18 69.69 39.39 90.57 88.83 67.87 59.63 82.03 75.96
GODIN 83.38 84.05 62.24 88.22 72.86 83.84 83.83 78.91 80.56 76.14 76.57 82.23 75.33
CSI 64.70 84.97 91.55 63.42 38.10 92.52 74.70 92.66 82.25 73.63 70.26 81.44 69.90
With Pin and ]Pwijd
OE 157501 99.63%0.0 09302 99 79+0.0 383+04 g9 pgE0.1 2789405 9335802 604406 g3 4306 g g9+04 950902 7] 65+04

Energy (W/OE)  147%03 99.68+00 268+19 0950%0.3 250404 g9 44+0.1 3796%91 9126425 546710 8609104 1972425 951907  7346%08
WOODS (ours) ~ 0.52%0:1  99.88+0.0 (38+01 99 p+00 (93+0:2 9977400 1790405 9644402 3790%0:6 9122403 1] 53403 9745401 7479+0.2
WOODS-alt (ours)  0.12500  99.96+0:0 (0701 999600 (.11£00 9996400 912%03  9665+0.1 2958404 906003 78005 9743405 7522402

Table 1. Main results when Py = P,y. Comparison with competitive OOD detection methods on CIFAR-100. For methods
using Py, we train under the same dataset and same m = 0.1. For each dataset, we create corresponding wild mixture distribution
Pyia := (1 — 7)Pin + 7Poy for training and test on the corresponding OOD dataset. 1 indicates larger values are better and vice versa.
+z denotes the standard error, rounded to the first decimal point.
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Method SVHN LSUN-R LSUN-C Textures Places365 Acc.
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WOODS-alt (ours)  0.12500  99.96+0:0 (0701 999600 (.11£00 9996400 912%03  9665+0.1 2958404 906003 780700 974305 7522402

Table 1. Main results when Py = P,y. Comparison with competitive OOD detection methods on CIFAR-100. For methods
using Py, we train under the same dataset and same m = 0.1. For each dataset, we create corresponding wild mixture distribution
Pyia := (1 — 7)Pin + 7Poy for training and test on the corresponding OOD dataset. 1 indicates larger values are better and vice versa.
+z denotes the standard error, rounded to the first decimal point.
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Table 1. Main results when P!
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using Py, we train under the same dataset and same m = 0.1. For each dataset, we create corresponding wild mixture distribution
Pyia := (1 — 7)Pin + 7Poy for training and test on the corresponding OOD dataset. 1 indicates larger values are better and vice versa.
+z denotes the standard error, rounded to the first decimal point.
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ODIN 84.66 67.26 71.96 81.82 55.55 87.73 79.27 73.45 87.88 71.63 75.86 76.38 75.96

Energy 85.82 73.99 79.47 79.23 35.32 93.53 79.41 76.28 80.56 75.44 72.12 79.69 75.96
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OE 157501 99.63%0.0 09302 99 79+0.0 383+04 g9 GE0.1 2789405 9335802 60 440.6 83 43+06 | 1§ 89+04} 9509+0-2| 71 65+04 C:l

Energy (w/ OE) 147503 99 68+0-0 2 68+19 99 50403 2 53+04 9 gq+01 372691 91 26+25  5467E10 8609104 19.72+25  95.190-7| 73.46%08
—>-WOODS (ours) 05201 99.88+0-0 (38+0.1 9992+0.0 (0 93+02 9977400 1792+05 944402 379006 91 22+03 974501 74.79+0-2 C:I

WOODS-alt (ours) 0.12%0-0 99,9600 0,07+0-1 99,9600  0,11+0-0 99,9600 912403  96,65+0-1 2958104 90 003 780100  9743+05| 7522402

Table 1. Main results when P!

= Pout. Comparison with competitive OOD detection methods on CIFAR-100. For methods

using Py, we train under the same dataset and same m = 0.1. For each dataset, we create corresponding wild mixture distribution
Pyia := (1 — 7)Pin + 7Poy for training and test on the corresponding OOD dataset. 1 indicates larger values are better and vice versa.
+z denotes the standard error, rounded to the first decimal point.



Ablation on

OOD Dataset
Method SVHN LSUN-R LSUN-C Textures Places365 300K Rand. Img. Acc.
FPR| AUROCt FPR| AUROCT FPR| AUROCt FPR| AUROCt FPR| AUROCt FPR| AUROCH

™ =0.05
OE 8021%LT F7a7El8  J797H23  ggegFLT 612714  ge7E04 '77.15H12 779408  g024+08 Jaget02 7533308 7716%08 73,6303
Energy (w/ OE) 77.47%20 80.48*12 708331 8286%20 2042%43 9461408 7205408 80 73%0-5 7469106 7860+04 66.91%07 80.44+05 7577%01
WOODS (ours) 74.54+17  82.01%13 6629539 84.46+23 19.07%16 9648103 6575506 83.71%0-2 69,97+l §0.82+0° 62.48+11 §2.92%05 7592+01

T=0.1
OE 79.56%16  77.00%12  76.86+%1 78.75%12 5853%28  86.92+08 7463+12 79,1305 7852403 7568401 73 18402 7848403 73 53+04
Energy (w/ OE) 77.45%21 80.94*14 67.13%36 8368+24 2708%21 09497%04 70,15+1.0 g1.59+06 7171+11 7989+06 6424423 g og+ll 7527+02
WOODS (ours)  71.67+19 841114 5927+39 86.80+'° 15.03+11 97.24*03 61.38+07 8557%02 64.19F10 831205 5551%13 8572404  75.64+03

=02
OE 72.59%39  81.38*19  65.04%38 82,6518 48.62+31 89.52%08 6595+12 8243%0:3 7120407 7871+04 6540108 8199401  72,89%03
Energy (w/ OE) 727625 83.48%12 62.53%5%7 84.46%28 2249%12 9584+02 6493405 838704 6462102 8272%02 560712 8550%04 7500%03
WOODS (ours)  71.61%23  84.99+1:2  51.66%2% 89.68+!2 12.63*0C 9767401 59.77+05 86.74+01 58.29+04 8522401 4987+18 8825402 7526402

=05
OE 68.8028  82.89%11  47.64+47 88.84*18 3086+ 939104  5618+16  86.11F04 62,2405 82.53+0:3  5370+16 8658402  73,00%03
Energy (w/ OE) 69.81%24 8559+1.0 5611#31 8741+15  1623*06 9702401  58.41+09 8670+01 5831+0:5 8536+04 48.12+13 88.76%03  74.87+0-4
WOODS (ours)  69.4127  86.76%0% 44.60+>6 91.72*07 12.70%04 97.71*01  5760%06 87.74+*0:1 5503103 86.82+01 4500107 8985402 7572%00
=10
OE 46.45F27  91.82%05  5126%36 884712 2008%07 96.42%01 5131408 888102 5566104 8728401  44.20%06 9044401 74,99+0-1
Energy (w/ OE) 56.40+40 89.48+12 5441425 8877408 17.14%09 0691%0-1 523613 893803 5411409 8835502 4342410 90 88+01 7485402
WOODS (ours)  62.13%44  88.89+14  4587+11 9164402 13.48*11 9758402 568307 88.19+0-3 545703  8743+03 4561430 g9 78+10  75,60+0-2

Table 2. Effect of 7. ID dataset is CIFAR-100, and the auxiliary outlier training data is 300K Random Images. 71 indicates larger
values are better and vice versa. ==z denotes the standard error, rounded to the first decimal point.



Ablation on

Method SVHN

FPR| AUROC} FPR)

LSUN-R

AUROCH

OOD Dataset

LSUN-C

FPR)

AUROCYT

Textures

FPR|

AUROCH

Places365

FPR|

AUROCH

300K Rand. Img. Acc.

FPR| AUROCH

7797423
70A83i3’1
66.29+39

77.47%18
80.48+12
82.01%13

OE 80.21+17
Energy (w/ OE) 77.47%%0
WOODS (ours)  74.54+17

78l68i1 % 4
82l86i2.0
84.46+23

612714
29.42%43
19.07%16

86.27%0-4
94.61+0-8
96.48+03

™ =0.05
77,1512
72.05+0-8
65.75%0-6

77.94+0-5
80.73%0:5
83.71%0:2

80‘24}:0'3
74.69%0-6
69.97+11

74,8602
78,6004
80.82%0

77160
80.44%05
8292405

75.330:3
66.91+0-7
62.48+11

76.86%21
67.13%36
59.27+3:9

77.00+12
80.94%1-4
84.11+14

OE 79.56%1:6
Energy (w/ OE)  77.45%21
WOODS (ours)  71.67+1

78.75%12
83.68+24
86.80+19

58.53+28
27.08+21
15.03%14

86.92+0:8
94.97+0-4
97'2410.3

=01
74.63+1:2
70.15210
61.38+07

79.13+0:5
81.59+0:6
85.57+0:2

78.52+0-3
71.71%11
“.lgilvﬂ

75.68+0-1
79.89+0-6
83.12+0-5

73.53%04
752702
75.64+03

72.18+0-2

65.04%38
62.53+57
51.66+28

81.38+19
83.48+12
84.99+1:2

OE 72.59%3:9
Energy (w/ OE)  72.76+%5
WOODS (ours)  71.61%2:3

82.65113
84.46+2%
89.68+1

48.62%31
22.49%1:2
12.63+06

89,5208
95.84+0-2
97.67+0-1

=02
65.95%1:2
64.93+0-5
59.77+0-5

82.43+0:3
83.87+0-4
86.74+0-1

71.29%0-7
64.62%0:2
58.29+0-4

7871404
82.72%02
85.22%01

72.89%0:3
75.00%0-3

49.87+18 75.26+0-2

47,6447
56.11%531
44.60%26

82.89%1:1
85.59+1.0
86.76+0-8

OE 68.80+28
Energy (w/ OE)  69.81+24
WOODS (ours)  69.41%27

88.84+1:8
87.41%15
91.72+0-7

30.86+19
16.23%0-6
12.70*04

93.91+0-4
97.02+0-1
97.71+0-1

=05
56.18+1:6
5841409
57.60+0-6

86.11+0-4
86.70+0-1
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62.24%0-5
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537016
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45.00+°7  89.85+02

51,2636
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45.87+11
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Energy (w/ OE)  56.40%%0
WOODS (ours) ~ 62.13%%44

88.47i1.2
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4429406
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45.61%50

Table 2. Effect of 7. ID dataset is CIFAR-100, and the auxiliary outlier training data is 300K Random
values are better and vice versa. ==z denotes the standard error, rounded to the first decimal point.
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Conclusion

We propose a novel framework for OOD detection using unlabeled “wild” data,
which occurs abundantly in the open world and can be easily collected by deployed
systems

Augmented Lagrangian methods for constrained optimization problems can be
incorporated into the training process of a neural network, achieving state-of-the-art
OOD detection performance and without sacrificing ID classification accuracy

This framework may dramatically improve real-world OOD detection, enhancing the
reliability of deployed ML systems
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