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FAIR

Bounding Training Data Reconstruction 
in Private (Deep) Learning



Motivation

Differential privacy has been the de facto standard for data privacy


What it says:


In general this difference can be measured using any statistical divergence
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P (A(x [D) 2 S)

P (A(x0 [D) 2 S)
 e✏ for all x,x0,D and S ✓ H

<latexit sha1_base64="6qpAekMY4Uq8wyWMuoWvPVlqcG0="></latexit>

P (A(x [D) 2 S)| {z } ⇡ P (A(x0 [D) 2 S)| {z }

<latexit sha1_base64="2vK6juygAGmlvN53i2RizClWiew="></latexit>

x [D

<latexit sha1_base64="dncd0yeWte3LhMTbfEzJiryW7Ns=">AAACEnicbVC7TsMwFHXKq5RXgJHFokKCpUpQEYwVMDAWiT6kJqocx2mtOg/ZDqKy8g0s/AoLAwixMrHxNzhpBmi5kqXjc+69Pj5ewqiQlvVtVJaWV1bXquu1jc2t7R1zd68r4pRj0sExi3nfQ4IwGpGOpJKRfsIJCj1Get7kKtd794QLGkd3cpoQN0SjiAYUI6mpoXminGKJ4sTPoBMiOfYC9aAhTpPZHSOmrrNsaNathlUUXAR2CeqgrPbQ/HL8GKchiSRmSIiBbSXSVYhLihnJak4qSILwBI3IQMMIhUS4qnCTwSPN+DCIuT6RhAX7e0KhUIhp6OnO3KOY13LyP22QyuDCVTRKUkkiPHsoSBmUMczzgT7lBEs21QBhTrVXiMeIIyx1ijUdgj3/5UXQPW3YzcbZbbPeuizjqIIDcAiOgQ3OQQvcgDboAAwewTN4BW/Gk/FivBsfs9aKUc7sgz9lfP4Ai0Oepw==</latexit>

Likelihood of observing model trained on Likelihood of observing model trained on x0 [D

<latexit sha1_base64="UPRsktyo4OKdO4ktAu2XcrBl2GU=">AAACFHicbVDNS8MwHE39nPOr6tFLcIiCMFqZ6HGoB48T3AesZaRZuoWlaUlScYT+EV78V7x4UMSrB2/+N2ZdD7r5IPB47/dLXl6QMCqV43xbC4tLyyurpbXy+sbm1ra9s9uScSowaeKYxaITIEkY5aSpqGKkkwiCooCRdjC6mvjteyIkjfmdGifEj9CA05BipIzUs0+0l1+iA5aSDHoRUsMg1A/ZEfRwmkwFjJi+zrKeXXGqTg44T9yCVECBRs/+8voxTiPCFWZIyq7rJMrXSCiKGcnKXipJgvAIDUjXUI4iIn2d58ngoVH6MIyFOVzBXP29oVEk5TgKzOQko5z1JuJ/XjdV4YWvKU9SRTiePhSmDKoYThqCfSoIVmxsCMKCmqwQD5FAWJkey6YEd/bL86R1WnVr1bPbWqV+WdRRAvvgABwDF5yDOrgBDdAEGDyCZ/AK3qwn68V6tz6mowtWsbMH/sD6/AHUXZ9P</latexit>

D(P (A(x [D) 2 S)||P (A(x0 [D) 2 S))

<latexit sha1_base64="JJmudkB7rGZZVo0yFQJMonW70Ms="></latexit>
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Semantic guarantee: An observer can’t tell whether your data is      or


• This is captured formally by a membership inference attack game


• If       is    -DP then advantage                                            [Humphries et al., 2020]


x0

<latexit sha1_base64="ZsejZd68XJrUoYIccBthDfZPDg0=">AAACA3icbVDLSsNAFJ3UV62vqDvdDBbRVUmkosuiG5cV7AOaUibTm3bo5MHMRCwh4MZfceNCEbf+hDv/xkmahbYeGDicc19z3IgzqSzr2ygtLa+srpXXKxubW9s75u5eW4axoNCiIQ9F1yUSOAugpZji0I0EEN/l0HEn15nfuQchWRjcqWkEfZ+MAuYxSpSWBuZB4uRDEpfHkGLHJ2rseslDepIOzKpVs3LgRWIXpIoKNAfmlzMMaexDoCgnUvZsK1L9hAjFKIe04sQSIkInZAQ9TQPig+wn+foUH2tliL1Q6BconKu/OxLiSzn1XV2Z3SjnvUz8z+vFyrvsJyyIYgUBnS3yYo5ViLNA8JAJoIpPNSFUMH0rpmMiCFU6tooOwZ7/8iJpn9Xseu38tl5tXBVxlNEhOkKnyEYXqIFuUBO1EEWP6Bm9ojfjyXgx3o2PWWnJKHr20R8Ynz/eK5hP</latexit>

x

<latexit sha1_base64="5mWeJIvPDyGDMwU4b5DeWxF+A/8=">AAACAXicbVDLSsNAFJ34rPUVdSO4GSyCq5JIRZdFNy4r2Ae0oUwmN+3QyYOZiVhC3Pgrblwo4ta/cOffOEmz0NYDA4dz7muOG3MmlWV9G0vLK6tr65WN6ubW9s6uubffkVEiKLRpxCPRc4kEzkJoK6Y49GIBJHA5dN3Jde5370FIFoV3ahqDE5BRyHxGidLS0DxMB8WQVICX4UFA1Nj104csG5o1q24VwIvELkkNlWgNza+BF9EkgFBRTqTs21asnJQIxSiHrDpIJMSETsgI+pqGJADppMXyDJ9oxcN+JPQLFS7U3x0pCaScBq6uzE+U814u/uf1E+VfOikL40RBSGeL/IRjFeE8DuwxAVTxqSaECqZvxXRMBKFKh1bVIdjzX14knbO63aif3zZqzasyjgo6QsfoFNnoAjXRDWqhNqLoET2jV/RmPBkvxrvxMStdMsqeA/QHxucPnymXpw==</latexit>

Private Learner Adversary

h A(Dtrain)

<latexit sha1_base64="NEesfK0Y/CvB3R7l+Qjn0wis7L4=">AAACG3icbZBNixNBEIZ71l2NWdeNevTSGBbiJcyELOsxfhw8Rth8QCaEmk5N0qSnZ+iu2TUM8z+8+Fe8eNhFPAke/Dfb+UDWxBcaHt6qoqveKFPSku//8Q4eHB49fFR5XD1+cvL0tPbsed+muRHYE6lKzTACi0pq7JEkhcPMICSRwkG0eL+qD67QWJnqS1pmOE5gpmUsBZCzJrXWnIcKYwJj0mseJkBzAap4Wzb+8odyEhJ+poIMSF2+ntTqftNfi+9DsIU626o7qf0Kp6nIE9QkFFg7CvyMxgUYkkJhWQ1zixmIBcxw5FBDgnZcrG8r+ZlzpjxOjXua+Nq9P1FAYu0yiVznamG7W1uZ/6uNcorfjAups5xQi81Hca44pXwVFJ9Kg4LU0gEII92uXMzBgCAXZ9WFEOyevA/9VjNoN88/teudd9s4Kuwle8UaLGAXrMM+si7rMcG+sG/sht16X73v3g/v56b1wNvOvGD/yPt9B2Nrokk=</latexit>

b ⇠ Bernoulli(1/2)

<latexit sha1_base64="jF1O6mszTVgTQyHKE95OZ9O2r6I=">AAACB3icbVDLSsNAFJ3UV62vqEtBBotQNzUpFV2WunFZwT6gCWUynbRDZyZhZiKU0J0bf8WNC0Xc+gvu/BsnbRZaPXDhcM693HtPEDOqtON8WYWV1bX1jeJmaWt7Z3fP3j/oqCiRmLRxxCLZC5AijArS1lQz0oslQTxgpBtMrjO/e0+kopG409OY+ByNBA0pRtpIA/s4gJ6iHHoc6bHkaZNIESWM0VnFPa+dDeyyU3XmgH+Jm5MyyNEa2J/eMMIJJ0JjhpTqu06s/RRJTTEjs5KXKBIjPEEj0jdUIE6Un87/mMFTowxhGElTQsO5+nMiRVypKQ9MZ3auWvYy8T+vn+jwyk+piBNNBF4sChMGdQSzUOCQSoI1mxqCsKTmVojHSCKsTXQlE4K7/PJf0qlV3Xr14rZebjTzOIrgCJyACnDBJWiAG9ACbYDBA3gCL+DVerSerTfrfdFasPKZQ/AL1sc3t4OYkg==</latexit>

Dtrain  D [ {zb}

<latexit sha1_base64="G5dLYVZ+NtHxd4vjnazap/VdUsM="></latexit>

Adv = P(b̂ = 0 | b = 0)� P(b̂ = 1 | b = 0)

<latexit sha1_base64="RSvgEP/hrV2eZk+jw3YFzOq6KsY="></latexit>

h,D, z0, z1

<latexit sha1_base64="emWzJ4APl64OGRHEbWv/0R+V+/w=">AAACE3icbVDLSsNAFL2pr1pfUZduBosgIiWRii6LunBZwT6gDWUynbRDJw9mJkIN+Qc3/oobF4q4dePOv3HSZmFbDwyce869zL3HjTiTyrJ+jMLS8srqWnG9tLG5tb1j7u41ZRgLQhsk5KFou1hSzgLaUExx2o4Exb7LacsdXWd+64EKycLgXo0j6vh4EDCPEay01DNPhqeo62M1JJgnN2leuF7ymPasmcrumWWrYk2AFomdkzLkqPfM724/JLFPA0U4lrJjW5FyEiwUI5ympW4saYTJCA9oR9MA+1Q6yeSmFB1ppY+8UOgXKDRR/04k2Jdy7Lu6M9tRznuZ+J/XiZV36SQsiGJFAzL9yIs5UiHKAkJ9JihRfKwJJoLpXREZYoGJ0jGWdAj2/MmLpHlWsauV87tquXaVx1GEAziEY7DhAmpwC3VoAIEneIE3eDeejVfjw/icthaMfGYfZmB8/QIbmJ20</latexit>

b̂ Att(h,D, z0, z1)

<latexit sha1_base64="9Ou9BootvzNMZdqTu+pJq5NOG+0="></latexit>

D 2 Zn�1, z0, z1 2 Z

<latexit sha1_base64="oNwvLRi8oXLOWJq4DOgZYvzRifM=">AAACOXicbVDLSsNAFJ34rPUVdelmsAguakmkorgq6sJlBfvAJpbJdNIOnUzCzESoIb/lxr9wJ7hxoYhbf8BJW6S2Hhg499x7mHuPFzEqlWW9GHPzC4tLy7mV/Ora+samubVdl2EsMKnhkIWi6SFJGOWkpqhipBkJggKPkYbXv8j6jXsiJA35jRpExA1Ql1OfYqS01DarToBUDyOWXKbQoRz+1rfpXcIP7bQInbOR6vnJQ9q2ipOVPW1qmwWrZA0BZ4k9JgUwRrVtPjudEMcB4QozJGXLtiLlJkgoihlJ804sSYRwH3VJS1OOAiLdZHh5Cve10oF+KPTjCg7VSUeCAikHgacnsxXldC8T/+u1YuWfugnlUawIx6OP/JhBFcIsRtihgmDFBpogLKjeFeIeEggrHXZeh2BPnzxL6kclu1w6vi4XKufjOHJgF+yBA2CDE1ABV6AKagCDR/AK3sGH8WS8GZ/G12h0zhh7dsAfGN8/YmCtSg==</latexit>

A

<latexit sha1_base64="gaM4iiFTMGUtOWO9l6CK+2nUjpc=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxIRZdVNy4r2AdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaTu9zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs5vZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJ56LuNeqXD41a87aoowwncArn4MEVNOEeWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPcuaRXw==</latexit>

✏

<latexit sha1_base64="t9crvzoG65g98NZIVz8LGCR91JM=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2k3bpZhN3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHssHM0nQj+hQ8pAzaqzU6WGiuYhlv1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7vlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMTXvsZl0lqULLFojAVxMRk9jwZcIXMiIkllClubyVsRBVlxkZUsiF4yy+vktZF1atVL+9rlfpNHkcRTuAUzsGDK6jDHTSgCQwEPMMrvDmPzovz7nwsWgtOPnMMf+B8/gBPaZAo</latexit>

 (e✏ � 1)/(e✏ + 1)

<latexit sha1_base64="5KQ5r6vC2Ai012jGSx0Ce0eSU7o=">AAACEXicbZDLSgMxFIYzXmu9jbp0EyxCRawzUtFl0Y3LCvYCnbFk0tM2NJMZk4xQSl/Bja/ixoUibt25821M21nY1h8CP985h5PzBzFnSjvOj7WwuLS8sppZy65vbG5t2zu7VRUlkkKFRjyS9YAo4ExARTPNoR5LIGHAoRb0rkf12iNIxSJxp/sx+CHpCNZmlGiDmnbe4/CA83DvQawYjwQ+we4RPp1CxwY17ZxTcMbC88ZNTQ6lKjftb68V0SQEoSknSjVcJ9b+gEjNKIdh1ksUxIT2SAcaxgoSgvIH44uG+NCQFm5H0jyh8Zj+nRiQUKl+GJjOkOiumq2N4H+1RqLbl/6AiTjRIOhkUTvhWEd4FA9uMQlU874xhEpm/oppl0hCtQkxa0JwZ0+eN9WzglssnN8Wc6WrNI4M2kcHKI9cdIFK6AaVUQVR9IRe0Bt6t56tV+vD+py0LljpzB6akvX1C9lEmn4=</latexit>

Motivation
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Membership privacy is not enough


• Membership status is not always sensitive


[Andrés et al., 2014]

Motivation
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Membership privacy is not enough


• Data reconstruction attack is much more concerning


[Carlini et al., 2020]

[Zhang et al., 2019]

Motivation
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Can we give semantic guarantees in terms of data reconstruction privacy?

Data Reconstruction Privacy
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Can we give semantic guarantees in terms of data reconstruction privacy?


Membership inference attack (MIA) game


• Goal: Test        vs.


• Success metric: Advantage


• Analogous to hypothesis testing

Data Reconstruction Privacy

Private Learner Adversary

h A(Dtrain)

<latexit sha1_base64="NEesfK0Y/CvB3R7l+Qjn0wis7L4=">AAACG3icbZBNixNBEIZ71l2NWdeNevTSGBbiJcyELOsxfhw8Rth8QCaEmk5N0qSnZ+iu2TUM8z+8+Fe8eNhFPAke/Dfb+UDWxBcaHt6qoqveKFPSku//8Q4eHB49fFR5XD1+cvL0tPbsed+muRHYE6lKzTACi0pq7JEkhcPMICSRwkG0eL+qD67QWJnqS1pmOE5gpmUsBZCzJrXWnIcKYwJj0mseJkBzAap4Wzb+8odyEhJ+poIMSF2+ntTqftNfi+9DsIU626o7qf0Kp6nIE9QkFFg7CvyMxgUYkkJhWQ1zixmIBcxw5FBDgnZcrG8r+ZlzpjxOjXua+Nq9P1FAYu0yiVznamG7W1uZ/6uNcorfjAups5xQi81Hca44pXwVFJ9Kg4LU0gEII92uXMzBgCAXZ9WFEOyevA/9VjNoN88/teudd9s4Kuwle8UaLGAXrMM+si7rMcG+sG/sht16X73v3g/v56b1wNvOvGD/yPt9B2Nrokk=</latexit>

b ⇠ Bernoulli(1/2)

<latexit sha1_base64="jF1O6mszTVgTQyHKE95OZ9O2r6I=">AAACB3icbVDLSsNAFJ3UV62vqEtBBotQNzUpFV2WunFZwT6gCWUynbRDZyZhZiKU0J0bf8WNC0Xc+gvu/BsnbRZaPXDhcM693HtPEDOqtON8WYWV1bX1jeJmaWt7Z3fP3j/oqCiRmLRxxCLZC5AijArS1lQz0oslQTxgpBtMrjO/e0+kopG409OY+ByNBA0pRtpIA/s4gJ6iHHoc6bHkaZNIESWM0VnFPa+dDeyyU3XmgH+Jm5MyyNEa2J/eMMIJJ0JjhpTqu06s/RRJTTEjs5KXKBIjPEEj0jdUIE6Un87/mMFTowxhGElTQsO5+nMiRVypKQ9MZ3auWvYy8T+vn+jwyk+piBNNBF4sChMGdQSzUOCQSoI1mxqCsKTmVojHSCKsTXQlE4K7/PJf0qlV3Xr14rZebjTzOIrgCJyACnDBJWiAG9ACbYDBA3gCL+DVerSerTfrfdFasPKZQ/AL1sc3t4OYkg==</latexit>

Dtrain  D [ {zb}

<latexit sha1_base64="G5dLYVZ+NtHxd4vjnazap/VdUsM="></latexit>

Adv = P(b̂ = 0 | b = 0)� P(b̂ = 1 | b = 0)

<latexit sha1_base64="RSvgEP/hrV2eZk+jw3YFzOq6KsY="></latexit>

h,D, z0, z1

<latexit sha1_base64="emWzJ4APl64OGRHEbWv/0R+V+/w=">AAACE3icbVDLSsNAFL2pr1pfUZduBosgIiWRii6LunBZwT6gDWUynbRDJw9mJkIN+Qc3/oobF4q4dePOv3HSZmFbDwyce869zL3HjTiTyrJ+jMLS8srqWnG9tLG5tb1j7u41ZRgLQhsk5KFou1hSzgLaUExx2o4Exb7LacsdXWd+64EKycLgXo0j6vh4EDCPEay01DNPhqeo62M1JJgnN2leuF7ymPasmcrumWWrYk2AFomdkzLkqPfM724/JLFPA0U4lrJjW5FyEiwUI5ympW4saYTJCA9oR9MA+1Q6yeSmFB1ppY+8UOgXKDRR/04k2Jdy7Lu6M9tRznuZ+J/XiZV36SQsiGJFAzL9yIs5UiHKAkJ9JihRfKwJJoLpXREZYoGJ0jGWdAj2/MmLpHlWsauV87tquXaVx1GEAziEY7DhAmpwC3VoAIEneIE3eDeejVfjw/icthaMfGYfZmB8/QIbmJ20</latexit>

b̂ Att(h,D, z0, z1)

<latexit sha1_base64="9Ou9BootvzNMZdqTu+pJq5NOG+0="></latexit>

D 2 Zn�1, z0, z1 2 Z

<latexit sha1_base64="oNwvLRi8oXLOWJq4DOgZYvzRifM=">AAACOXicbVDLSsNAFJ34rPUVdelmsAguakmkorgq6sJlBfvAJpbJdNIOnUzCzESoIb/lxr9wJ7hxoYhbf8BJW6S2Hhg499x7mHuPFzEqlWW9GHPzC4tLy7mV/Ora+samubVdl2EsMKnhkIWi6SFJGOWkpqhipBkJggKPkYbXv8j6jXsiJA35jRpExA1Ql1OfYqS01DarToBUDyOWXKbQoRz+1rfpXcIP7bQInbOR6vnJQ9q2ipOVPW1qmwWrZA0BZ4k9JgUwRrVtPjudEMcB4QozJGXLtiLlJkgoihlJ804sSYRwH3VJS1OOAiLdZHh5Cve10oF+KPTjCg7VSUeCAikHgacnsxXldC8T/+u1YuWfugnlUawIx6OP/JhBFcIsRtihgmDFBpogLKjeFeIeEggrHXZeh2BPnzxL6kclu1w6vi4XKufjOHJgF+yBA2CDE1ABV6AKagCDR/AK3sGH8WS8GZ/G12h0zhh7dsAfGN8/YmCtSg==</latexit>

z0

<latexit sha1_base64="l4RWzBazPhP9c2EyPwnIhBueK4k=">AAAB83icbVDLSgMxFL2pr1pfVZdugkVwVWakosuiG5cV7AM6Q8mkmTY0kxmSjFCH/oYbF4q49Wfc+Tdm2llo64HA4Zx7uScnSATXxnG+UWltfWNzq7xd2dnd2z+oHh51dJwqyto0FrHqBUQzwSVrG24E6yWKkSgQrBtMbnO/+8iU5rF8MNOE+REZSR5ySoyVPC8iZhyE2dNs4AyqNafuzIFXiVuQGhRoDapf3jCmacSkoYJo3XedxPgZUYZTwWYVL9UsIXRCRqxvqSQR0342zzzDZ1YZ4jBW9kmD5+rvjYxEWk+jwE7mGfWyl4v/ef3UhNd+xmWSGibp4lCYCmxinBeAh1wxasTUEkIVt1kxHRNFqLE1VWwJ7vKXV0nnou426pf3jVrzpqijDCdwCufgwhU04Q5a0AYKCTzDK7yhFL2gd/SxGC2hYucY/gB9/gAugpHJ</latexit>

z1

<latexit sha1_base64="rsrIbBqe7P/IYed9Hkk5YtdzPdU=">AAAB83icbVDLSgMxFL2pr1pfVZdugkVwVWakosuiG5cV7AM6Q8mkmTY0kxmSjFCH/oYbF4q49Wfc+Tdm2llo64HA4Zx7uScnSATXxnG+UWltfWNzq7xd2dnd2z+oHh51dJwqyto0FrHqBUQzwSVrG24E6yWKkSgQrBtMbnO/+8iU5rF8MNOE+REZSR5ySoyVPC8iZhyE2dNs4A6qNafuzIFXiVuQGhRoDapf3jCmacSkoYJo3XedxPgZUYZTwWYVL9UsIXRCRqxvqSQR0342zzzDZ1YZ4jBW9kmD5+rvjYxEWk+jwE7mGfWyl4v/ef3UhNd+xmWSGibp4lCYCmxinBeAh1wxasTUEkIVt1kxHRNFqLE1VWwJ7vKXV0nnou426pf3jVrzpqijDCdwCufgwhU04Q5a0AYKCTzDK7yhFL2gd/SxGC2hYucY/gB9/gAwBpHK</latexit>
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Can we give semantic guarantees in terms of data reconstruction privacy?


Data reconstruction attack (DRA) game


• Goal: Infer


• Success metric: MSE


• Analogous to parameter estimation

Data Reconstruction Privacy

Private Learner Adversary

h A(Dtrain)

<latexit sha1_base64="NEesfK0Y/CvB3R7l+Qjn0wis7L4=">AAACG3icbZBNixNBEIZ71l2NWdeNevTSGBbiJcyELOsxfhw8Rth8QCaEmk5N0qSnZ+iu2TUM8z+8+Fe8eNhFPAke/Dfb+UDWxBcaHt6qoqveKFPSku//8Q4eHB49fFR5XD1+cvL0tPbsed+muRHYE6lKzTACi0pq7JEkhcPMICSRwkG0eL+qD67QWJnqS1pmOE5gpmUsBZCzJrXWnIcKYwJj0mseJkBzAap4Wzb+8odyEhJ+poIMSF2+ntTqftNfi+9DsIU626o7qf0Kp6nIE9QkFFg7CvyMxgUYkkJhWQ1zixmIBcxw5FBDgnZcrG8r+ZlzpjxOjXua+Nq9P1FAYu0yiVznamG7W1uZ/6uNcorfjAups5xQi81Hca44pXwVFJ9Kg4LU0gEII92uXMzBgCAXZ9WFEOyevA/9VjNoN88/teudd9s4Kuwle8UaLGAXrMM+si7rMcG+sG/sht16X73v3g/v56b1wNvOvGD/yPt9B2Nrokk=</latexit>

Dtrain  D [ {z}

<latexit sha1_base64="jdm9EWlpZO99g5zh0szVMEWTiFw="></latexit>

h,D

<latexit sha1_base64="W7Jv6cWvr2itTq0wCWOcXmM8yKw=">AAAB9XicbVDLSgMxFL3xWeur6tJNsAgupMxIRZdFXbisYB/QjiWTZtrQTGZIMkoZ+h9uXCji1n9x59+YaWehrQcCh3Pu5Z4cPxZcG8f5RkvLK6tr64WN4ubW9s5uaW+/qaNEUdagkYhU2yeaCS5Zw3AjWDtWjIS+YC1/dJ35rUemNI/kvRnHzAvJQPKAU2Ks9DA8xd2QmCElIr2Z9Eplp+JMgReJm5My5Kj3Sl/dfkSTkElDBdG64zqx8VKiDKeCTYrdRLOY0BEZsI6lkoRMe+k09QQfW6WPg0jZJw2eqr83UhJqPQ59O5lF1PNeJv7ndRITXHopl3FimKSzQ0EisIlwVgHuc8WoEWNLCFXcZsV0SBShxhZVtCW4819eJM2zilutnN9Vy7WrvI4CHMIRnIALF1CDW6hDAygoeIZXeENP6AW9o4/Z6BLKdw7gD9DnDwAJkjQ=</latexit>

ẑ Att(h,D)

<latexit sha1_base64="nkvAJKow+Y6DqsWLMH1j/SILRts=">AAACIXicbVDLSgNBEJz1bXxFPXoZDIKChF1R9Ojr4DGCUSEbQu+k1wzOPpjpVeOyv+LFX/HiQZHcxJ9xEnPwVTBQVFUz3RWkShpy3XdnZHRsfGJyaro0Mzs3v1BeXDo3SaYF1kWiEn0ZgEElY6yTJIWXqUaIAoUXwfVR37+4QW1kEp9RN8VmBFexDKUAslKrvOd3gHI/AuoEYX5fFNxXGBJondxyn/COiPIDomK9s8kHMQEqPy42WuWKW3UH4H+JNyQVNkStVe757URkEcYkFBjT8NyUmjlokkJhUfIzgymIa7jChqUxRGia+eDCgq9Zpc3DRNsXEx+o3ydyiIzpRoFN9nc0v72++J/XyCjca+YyTjPCWHx9FGaKU8L7dfG21ChIdS0BoaXdlYsOaBBkSy3ZErzfJ/8l51tVb7u6c7pd2T8c1jHFVtgqW2ce22X77ITVWJ0J9sCe2At7dR6dZ+fN6X1FR5zhzDL7AefjE0NApMc=</latexit>

MSE = E[kẑ� zk22/d]

<latexit sha1_base64="ZN9X69CRyS0DYbjmCZen7tK3NP4="></latexit>

D 2 Zn�1, z 2 Z

<latexit sha1_base64="u2jNes2xoDjHOYfzdLHx+vuF6EE=">AAACKXicbVDLSsNAFJ34rPUVdelmsAgutCRSUVwVdeGygn1gE8tkOmmHTiZhZiLUkN9x46+4UVDUrT/ipA2irQcGzpxzL/fe40WMSmVZH8bM7Nz8wmJhqbi8srq2bm5sNmQYC0zqOGShaHlIEkY5qSuqGGlFgqDAY6TpDc4zv3lHhKQhv1bDiLgB6nHqU4yUljpm1QmQ6mPEkosUOpTDn/9NepvwAzvdh87pWPX85H6qqGOWrLI1Apwmdk5KIEetY7443RDHAeEKMyRl27Yi5SZIKIoZSYtOLEmE8AD1SFtTjgIi3WR0aQp3tdKFfij04wqO1N8dCQqkHAaersxWlJNeJv7ntWPln7gJ5VGsCMfjQX7MoAphFhvsUkGwYkNNEBZU7wpxHwmElQ63qEOwJ0+eJo3Dsl0pH11VStWzPI4C2AY7YA/Y4BhUwSWogTrA4AE8gVfwZjwaz8a78TkunTHyni3wB8bXN9Kwpv8=</latexit>

z

<latexit sha1_base64="d5psrkGugUrZ4GN+oIvGfFi3aC0=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIosuiG5cV7APbUjLpnTY0kxmSjFCH/oUbF4q49W/c+Tdm2llo64HA4Zx7ybnHjwXXxnW/ncLK6tr6RnGztLW9s7tX3j9o6ihRDBssEpFq+1Sj4BIbhhuB7VghDX2BLX98k/mtR1SaR/LeTGLshXQoecAZNVZ66IbUjPwgfZr2yxW36s5AlomXkwrkqPfLX91BxJIQpWGCat3x3Nj0UqoMZwKnpW6iMaZsTIfYsVTSEHUvnSWekhOrDEgQKfukITP190ZKQ60noW8ns4R60cvE/7xOYoKrXsplnBiUbP5RkAhiIpKdTwZcITNiYgllitushI2ooszYkkq2BG/x5GXSPKt659WLu/NK7TqvowhHcAyn4MEl1OAW6tAABhKe4RXeHO28OO/Ox3y04OQ7h/AHzucPAuqRJg==</latexit>
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Data reconstruction is “inevitable”


• For any     , there exists a reconstruction attack          that perfectly recovers


• We focus on unbiased estimators, i.e.

Data Reconstruction Privacy

z

<latexit sha1_base64="d5psrkGugUrZ4GN+oIvGfFi3aC0=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIosuiG5cV7APbUjLpnTY0kxmSjFCH/oUbF4q49W/c+Tdm2llo64HA4Zx7ybnHjwXXxnW/ncLK6tr6RnGztLW9s7tX3j9o6ihRDBssEpFq+1Sj4BIbhhuB7VghDX2BLX98k/mtR1SaR/LeTGLshXQoecAZNVZ66IbUjPwgfZr2yxW36s5AlomXkwrkqPfLX91BxJIQpWGCat3x3Nj0UqoMZwKnpW6iMaZsTIfYsVTSEHUvnSWekhOrDEgQKfukITP190ZKQ60noW8ns4R60cvE/7xOYoKrXsplnBiUbP5RkAhiIpKdTwZcITNiYgllitushI2ooszYkkq2BG/x5GXSPKt659WLu/NK7TqvowhHcAyn4MEl1OAW6tAABhKe4RXeHO28OO/Ox3y04OQ7h/AHzucPAuqRJg==</latexit>

Rz

<latexit sha1_base64="6a7FWihfodPGSi8dxETek5r8S70=">AAAB/3icbVDLSsNAFL2pr1pfUcGNm2ARXJVEKrosunFZxT6gDWEynbRDJ5MwMxFqzMJfceNCEbf+hjv/xkmbhbYeGDiccy/3zPFjRqWy7W+jtLS8srpWXq9sbG5t75i7e20ZJQKTFo5YJLo+koRRTlqKKka6sSAo9Bnp+OOr3O/cEyFpxO/UJCZuiIacBhQjpSXPPOiHSI0wYult5k25H6QPmWdW7Zo9hbVInIJUoUDTM7/6gwgnIeEKMyRlz7Fj5aZIKIoZySr9RJIY4TEakp6mHIVEuuk0f2Yda2VgBZHQjytrqv7eSFEo5ST09WSeUM57ufif10tUcOGmlMeJIhzPDgUJs1Rk5WVYAyoIVmyiCcKC6qwWHiGBsNKVVXQJzvyXF0n7tObUa2c39WrjsqijDIdwBCfgwDk04Bqa0AIMj/AMr/BmPBkvxrvxMRstGcXOPvyB8fkD5U2Wrg==</latexit>

z

<latexit sha1_base64="d5psrkGugUrZ4GN+oIvGfFi3aC0=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIosuiG5cV7APbUjLpnTY0kxmSjFCH/oUbF4q49W/c+Tdm2llo64HA4Zx7ybnHjwXXxnW/ncLK6tr6RnGztLW9s7tX3j9o6ihRDBssEpFq+1Sj4BIbhhuB7VghDX2BLX98k/mtR1SaR/LeTGLshXQoecAZNVZ66IbUjPwgfZr2yxW36s5AlomXkwrkqPfLX91BxJIQpWGCat3x3Nj0UqoMZwKnpW6iMaZsTIfYsVTSEHUvnSWekhOrDEgQKfukITP190ZKQ60noW8ns4R60cvE/7xOYoKrXsplnBiUbP5RkAhiIpKdTwZcITNiYgllitushI2ooszYkkq2BG/x5GXSPKt659WLu/NK7TqvowhHcAyn4MEl1OAW6tAABhKe4RXeHO28OO/Ox3y04OQ7h/AHzucPAuqRJg==</latexit>

Rz(h,D) = z

<latexit sha1_base64="y4RmcAEhaH3vFm2MXJz985mfdcY=">AAACHHicbZDLSsNAFIYnXmu9RV26GSxCBSmJVnQjFHXhsoq9QBvCZDpph04uzEyEGvIgbnwVNy4UceNC8G2cpMFL64GBj/8/hznnd0JGhTSMT21mdm5+YbGwVFxeWV1b1zc2myKIOCYNHLCAtx0kCKM+aUgqGWmHnCDPYaTlDM9Tv3VLuKCBfyNHIbE81PepSzGSSrL1w66H5AAjFl8ndsaOG98l5cE+/HYukj14Cn9MWy8ZFSMrOA1mDiWQV93W37u9AEce8SVmSIiOaYTSihGXFDOSFLuRICHCQ9QnHYU+8oiw4uy4BO4qpQfdgKvnS5ipvydi5Akx8hzVmW4oJr1U/M/rRNI9sWLqh5EkPh5/5EYMygCmScEe5QRLNlKAMKdqV4gHiCMsVZ5FFYI5efI0NA8qZrVydFUt1c7yOApgG+yAMjDBMaiBS1AHDYDBPXgEz+BFe9CetFftbdw6o+UzW+BPaR9fJAaiBA==</latexit>

 A reasonable reconstruction attack should change with    .  z

<latexit sha1_base64="d5psrkGugUrZ4GN+oIvGfFi3aC0=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIosuiG5cV7APbUjLpnTY0kxmSjFCH/oUbF4q49W/c+Tdm2llo64HA4Zx7ybnHjwXXxnW/ncLK6tr6RnGztLW9s7tX3j9o6ihRDBssEpFq+1Sj4BIbhhuB7VghDX2BLX98k/mtR1SaR/LeTGLshXQoecAZNVZ66IbUjPwgfZr2yxW36s5AlomXkwrkqPfLX91BxJIQpWGCat3x3Nj0UqoMZwKnpW6iMaZsTIfYsVTSEHUvnSWekhOrDEgQKfukITP190ZKQ60noW8ns4R60cvE/7xOYoKrXsplnBiUbP5RkAhiIpKdTwZcITNiYgllitushI2ooszYkkq2BG/x5GXSPKt659WLu/NK7TqvowhHcAyn4MEl1OAW6tAABhKe4RXeHO28OO/Ox3y04OQ7h/AHzucPAuqRJg==</latexit>

Eh A(Dtrain)[Att(h,D)] = z

<latexit sha1_base64="FJDyOJiYeZWdfxpAt0e7XVxTI9g="></latexit>
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Lower bound for RDP using the Hammersley-Chapman-Robbins Bound (HCRB)


Bound for Rényi DP

Theorem 1. Let z 2 Z ✓ Rd be a sample in the data space Z, and let Att
be a reconstruction attack that outputs ẑ(h) upon observing the trained model
h  A(Dtrain), with expectation EA(Dtrain)[ẑ(h)] = z. If A is a (2, ✏)-RDP
learning algorithm then:

E[kẑ(h)� zk22/d] �
Pd

i=1 diami(Z)2/4d

e✏ � 1
.

where diami(Z) = supz,z02Z:zj=z0
j8j 6=i |zi � z0i|

<latexit sha1_base64="9Qpn5UO9nk13quZjbOyZvt/hifM="></latexit>
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Lower bound for RDP using the Hammersley-Chapman-Robbins Bound (HCRB)


Observation: Lower bound increases as

• Low      implies less information leakage from training data

• Without information about     , the attacker’s estimate has high variance

Bound for Rényi DP

✏ ! 0

<latexit sha1_base64="sAzoVPVvWh97jzhBX8q5ndxt3is=">AAACMnicbVDLSgNBEJz1GeMrUfDiZTAInsKuRPQoevGoYFRIQpiddLKD81hmepWw5me86tGf0Zt49SOcxD1otGCYoqqb7q44lcJhGL4GM7Nz8wuLpaXy8srq2nqlunHlTGY5NLmRxt7EzIEUGpooUMJNaoGpWMJ1fHs69q/vwDph9CUOU+goNtCiLzhDL3UrW21InZBG07YVgwSZteaeht1KLayHE9C/JCpIjRQ471aDuXbP8EyBRi6Zc60oTLGTM4uCSxiV25mDlPFbNoCWp5opcJ18csCI7nqlR/vG+qeRTtSfHTlTzg1V7CsVw8RNe2PxP6+VYf+okwudZgiafw/qZ5KioeM0aE9Y4CiHnjBuhd+V8oRZxtFnNj0FE+Xv0HCPCRgLKi/+UX5ZkLLPLZpO6S+52q9HjfrBRaN2fFIkWCLbZIfskYgckmNyRs5Jk3DyQB7JE3kOXoK34D34+C6dCYqeTfILwecX0Zaqig==</latexit>

✏

<latexit sha1_base64="PRVpyi0Qj+RbbMEuhEZa35QYdK4=">AAACInicbVDLSgNBEJzVqDG+9ehlMQiewq4oegx68RghL0iCzE563cF5LDO9SljyE1716Nd4E0+CH+Mk2YMmFgxTVHXT3RWlglsMgi9vabm0srpWXq9sbG5t7+zu7betzgyDFtNCm25ELQiuoIUcBXRTA1RGAjrRw/XE7zyCsVyrJo5SGEh6r3jMGUUndfuQWi60ututBrVgCn+RhAWpkgKNuz2v1B9qlklQyAS1thcGKQ5yapAzAeNKP7OQUvZA76HnqKIS7CCfLjz2j50y9GNt3FPoT9XfHTmV1o5k5ColxcTOexPxP6+XYXw5yLlKMwTFZoPiTPio/cn1/pAbYChGjlBmuNvVZwk1lKHLaH4KJtLdoeAJE9AGZF7847xZkIrLLZxPaZG0T2vhWe389qxavyoSLJNDckROSEguSJ3ckAZpEUYEeSYv5NV78969D+9zVrrkFT0H5A+87x9CJaS4</latexit>

z

<latexit sha1_base64="+DWAGwoVYE+aFeq0BW68M4hNeQQ=">AAACJHicbVA9T8MwEHWgfJWvAiNLRIXEVCUIBGMFC2ORWlrRRshxL8TCdiL7AipR/gUrjPwaNsTAwm/BLRmg5STLT+/d6d69MBXcoOd9OnPzlYXFpeWV6ura+sZmbWv7yiSZZtBhiUh0L6QGBFfQQY4CeqkGKkMB3fDufKx370Ebnqg2jlIIJL1VPOKMoqWuB5JiHEb5Y3FTq3sNb1LuLPBLUCdltW62nMpgmLBMgkImqDF930sxyKlGzgQU1UFmIKXsjt5C30JFJZggn1gu3H3LDN0o0fYpdCfs74mcSmNGMrSdY4tmWhuT/2n9DKPTIOcqzRAU+1kUZcLFxB3f7w65BoZiZAFlmluvLouppgxtStNbMJb2DgUPGEOiQeblX+TtElRtbv50SrPg6rDhHzWOL4/qzbMywWWyS/bIAfHJCWmSC9IiHcKIIk/kmbw4r86b8+58/LTOOeXMDvlTztc3JKqltg==</latexit>

Theorem 1. Let z 2 Z ✓ Rd be a sample in the data space Z, and let Att
be a reconstruction attack that outputs ẑ(h) upon observing the trained model
h  A(Dtrain), with expectation EA(Dtrain)[ẑ(h)] = z. If A is a (2, ✏)-RDP
learning algorithm then:

E[kẑ(h)� zk22/d] �
Pd

i=1 diami(Z)2/4d

e✏ � 1
.

where diami(Z) = supz,z02Z:zj=z0
j8j 6=i |zi � z0i|

<latexit sha1_base64="9Qpn5UO9nk13quZjbOyZvt/hifM="></latexit>
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Fisher information loss (FIL) [Hannun et al., 2021] is a more natural framework for 

reconstruction privacy


• Privacy accounting using Fisher information matrix


• Measures the rate of change of       with respect to


Lower bound for FIL using the Cramér-Rao Bound (CRB)

Bound for Fisher Information Loss

Theorem 2. Assume the setup of Theorem 1, and additionally that the log
density function log pA(h|⇣) satisfies some wellness conditions. Then for any
unbiased estimator ẑ(h):

E[kẑ(h)� zk22/d] � d/Tr(Ih(z)).

<latexit sha1_base64="9f578EfUNCQ12IPSYKhVLBh1VhY="></latexit>

Ih(z) = �E[r2
z log pA(h; z)]

<latexit sha1_base64="m5mSSwYPvzRUx8ZSzHmrzJazr+A="></latexit>

A

<latexit sha1_base64="gaM4iiFTMGUtOWO9l6CK+2nUjpc=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxIRZdVNy4r2AdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaTu9zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs5vZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJ56LuNeqXD41a87aoowwncArn4MEVNOEeWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPcuaRXw==</latexit>

z

<latexit sha1_base64="d5psrkGugUrZ4GN+oIvGfFi3aC0=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIosuiG5cV7APbUjLpnTY0kxmSjFCH/oUbF4q49W/c+Tdm2llo64HA4Zx7ybnHjwXXxnW/ncLK6tr6RnGztLW9s7tX3j9o6ihRDBssEpFq+1Sj4BIbhhuB7VghDX2BLX98k/mtR1SaR/LeTGLshXQoecAZNVZ66IbUjPwgfZr2yxW36s5AlomXkwrkqPfLX91BxJIQpWGCat3x3Nj0UqoMZwKnpW6iMaZsTIfYsVTSEHUvnSWekhOrDEgQKfukITP190ZKQ60noW8ns4R60cvE/7xOYoKrXsplnBiUbP5RkAhiIpKdTwZcITNiYgllitushI2ooszYkkq2BG/x5GXSPKt659WLu/NK7TqvowhHcAyn4MEl1OAW6tAABhKe4RXeHO28OO/Ox3y04OQ7h/AHzucPAuqRJg==</latexit>
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Setup: MNIST 0 vs. 1 training using linear logistic regression


• Output perturbation satisfies                             -RDP and Theorem 1 applies


• dFIL denotes                                        so Theorem 2 gives MSE

Experiment

⌘̄2 = Tr(Ih(z))/d

<latexit sha1_base64="Fn/yr2wA3TGsWAI7Ur93lTSNaQo=">AAACIHicbVDJSgNBEO1xN25Rj14ag6CXOCOKXgTRi94UjAqZGGo6NaaxZ6G7RozDfIoXf8WLB0X0pl9jZzm4PWh4/V4VVfWCVElDrvvhDA2PjI6NT0yWpqZnZufK8wtnJsm0wJpIVKIvAjCoZIw1kqTwItUIUaDwPLg+6PrnN6iNTOJT6qTYiOAqlqEUQFZqlrf9AHTuI0FxucF3uU94S/mpLlb9CKgtQOVHRbPd/wVhflesrfF13mqWK27V7YH/Jd6AVNgAx83yu99KRBZhTEKBMXXPTamRgyYpFBYlPzOYgriGK6xbGkOEppH3Diz4ilVaPEy0fTHxnvq9I4fImE4U2Mrunua31xX/8+oZhTuNXMZpRhiL/qAwU5wS3k2Lt6RGQapjCQgt7a5ctEGDIJtpyYbg/T75LznbqHqb1a2Tzcre/iCOCbbEltkq89g222OH7JjVmGD37JE9sxfnwXlyXp23fumQM+hZZD/gfH4B/syi1w==</latexit>

� 1/⌘̄2

<latexit sha1_base64="/a3A5AFff3FEoKjtcQ7kcT/1zLU=">AAAB/HicbVBNS8NAEN34WetXtEcvi0XwVJNS0WPRi8cK9gOaWDbbSbt0s4m7G6GE+le8eFDEqz/Em//GbZuDtj4YeLw3w8y8IOFMacf5tlZW19Y3Ngtbxe2d3b19++CwpeJUUmjSmMeyExAFnAloaqY5dBIJJAo4tIPR9dRvP4JULBZ3epyAH5GBYCGjRBupZ5e8ATxg98wLiMw80GRyX+3ZZafizICXiZuTMsrR6NlfXj+maQRCU06U6rpOov2MSM0oh0nRSxUkhI7IALqGChKB8rPZ8RN8YpQ+DmNpSmg8U39PZCRSahwFpjMieqgWvan4n9dNdXjpZ0wkqQZB54vClGMd42kSuM8kUM3HhhAqmbkV0yGRhGqTV9GE4C6+vExa1Ypbq5zf1sr1qzyOAjpCx+gUuegC1dENaqAmomiMntErerOerBfr3fqYt65Y+UwJ/YH1+QPHeJQ5</latexit>

(2, 4/(n��)2)

<latexit sha1_base64="rFCbk5bf70SzO7zVHfCchcYDn/4=">AAACBHicbVDLSgMxFM3UV62vUZfdBIvQgtSZUtFl0Y3LCvYBnbFkMmkbmmSGJCOUoQs3/oobF4q49SPc+Tem7Sy0eiBwOOcebu4JYkaVdpwvK7eyura+kd8sbG3v7O7Z+wdtFSUSkxaOWCS7AVKEUUFammpGurEkiAeMdILx1czv3BOpaCRu9SQmPkdDQQcUI22kvl0s105g/bQsoMdMKkTQU3TIUeWuVunbJafqzAH/EjcjJZCh2bc/vTDCCSdCY4aU6rlOrP0USU0xI9OClygSIzxGQ9IzVCBOlJ/Oj5jCY6OEcBBJ84SGc/VnIkVcqQkPzCRHeqSWvZn4n9dL9ODCT6mIE00EXiwaJAzqCM4agSGVBGs2MQRhSc1fIR4hibA2vRVMCe7yyX9Ju1Z169Wzm3qpcZnVkQdFcATKwAXnoAGuQRO0AAYP4Am8gFfr0Xq23qz3xWjOyjKH4Besj2/NeJWs</latexit>
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Evaluation of reconstruction attack against GLMs [Balle et al., 2022]


• FIL tightly captures per-sample reconstruction vulnerability

Experiment

pe
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Evaluation of reconstruction attack against GLMs [Balle et al., 2022]


• FIL tightly captures per-sample reconstruction vulnerability

Experiment

Reconstructed

Original

Highest ⌘̄2

<latexit sha1_base64="PVbrB/EjAL9aQNDzTgRXsDHf314=">AAAB83icbVBNS8NAEJ34WetX1aOXxSJ4Kkmp6LHoxWMF+wFNLJPttl262YTdjVBC/4YXD4p49c9489+4bXPQ1gcDj/dmmJkXJoJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVlDVpLGLVCVEzwSVrGm4E6ySKYRQK1g7HtzO//cSU5rF8MJOEBREOJR9wisZKvh+iynxmcPpY7ZXKbsWdg6wSLydlyNHolb78fkzTiElDBWrd9dzEBBkqw6lg06KfapYgHeOQdS2VGDEdZPObp+TcKn0yiJUtachc/T2RYaT1JAptZ4RmpJe9mfif103N4DrIuExSwyRdLBqkgpiYzAIgfa4YNWJiCVLF7a2EjlAhNTamog3BW355lbSqFa9Wubyvles3eRwFOIUzuAAPrqAOd9CAJlBI4Ble4c1JnRfn3flYtK45+cwJ/IHz+QP9aZGp</latexit>

Lowest ⌘̄2

<latexit sha1_base64="PVbrB/EjAL9aQNDzTgRXsDHf314=">AAAB83icbVBNS8NAEJ34WetX1aOXxSJ4Kkmp6LHoxWMF+wFNLJPttl262YTdjVBC/4YXD4p49c9489+4bXPQ1gcDj/dmmJkXJoJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVlDVpLGLVCVEzwSVrGm4E6ySKYRQK1g7HtzO//cSU5rF8MJOEBREOJR9wisZKvh+iynxmcPpY7ZXKbsWdg6wSLydlyNHolb78fkzTiElDBWrd9dzEBBkqw6lg06KfapYgHeOQdS2VGDEdZPObp+TcKn0yiJUtachc/T2RYaT1JAptZ4RmpJe9mfif103N4DrIuExSwyRdLBqkgpiYzAIgfa4YNWJiCVLF7a2EjlAhNTamog3BW355lbSqFa9Wubyvles3eRwFOIUzuAAPrqAOd9CAJlBI4Ble4c1JnRfn3flYtK45+cwJ/IHz+QP9aZGp</latexit>

Reconstructed

Original
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We can also compute Fisher information of gradient w.r.t. training data


• Private SGD [Abadi et al., 2016] adds Gaussian noise to clipped gradient

Fisher Information For Private SGD



17

We can also compute Fisher information of gradient w.r.t. training data


• Private SGD [Abadi et al., 2016] adds Gaussian noise to clipped gradient


• Fisher information is a second-order derivative (easily computable using JAX!)

Fisher Information For Private SGD
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Setup: 10-class MNIST and CIFAR-10


• Convolutional networks with tanh activation [Papernot et al., 2020]

Experiment
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We derive semantic privacy guarantees against data reconstruction attacks


• By connecting DRA to parameter estimation in statistics


• Using both RDP and FIL accounting


• FIL closely captures per-sample vulnerability to DRA and yields better privacy-utility 

trade-off

Conclusion

Bounding Training Data Reconstruction in Private (Deep) Learning
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