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<latexit sha1_base64="S7L73RFM2rKx2g5exwfDoIcPKkY=">AAAB/3icbZBNS8MwGMfT+TbnW1Xw4iU4BA8yWhEVQRh68TjBvcBaS5plW1yaliQVa93Br+LFgyJe/Rre/DamWw+6+UDCj///eciTvx8xKpVlfRuFmdm5+YXiYmlpeWV1zVzfaMgwFpjUcchC0fKRJIxyUldUMdKKBEGBz0jTH1xkfvOOCElDfq2SiLgB6nHapRgpLXnm1oN3e0NPz5z0PoP9JLudoWeWrYo1KjgNdg5lkFfNM7+cTojjgHCFGZKybVuRclMkFMWMDEtOLEmE8AD1SFsjRwGRbjrafwh3tdKB3VDowxUcqb8nUhRImQS+7gyQ6stJLxP/89qx6p64KeVRrAjH44e6MYMqhFkYsEMFwYolGhAWVO8KcR8JhJWOrKRDsCe/PA2Ng4p9VLGuDsvV8zyOItgGO2AP2OAYVMElqIE6wOARPINX8GY8GS/Gu/Exbi0Y+cwm+FPG5w/SLJX6</latexit>

zij := {xi
j , y

i
j}

i-th Client’s j-th data

<latexit sha1_base64="soG3djPWtH/Pv3NzE4Ik6sqWAMo=">AAACInicbZDLSsNAFIYnXmu9RV26GSyioJRExBsIRTcuK9gLNDFMJpN27OTCzEQaQ57Fja/ixoWirgQfxqTNQlt/GPj4zzmcOb8dMiqkpn0pU9Mzs3PzpYXy4tLyyqq6tt4UQcQxaeCABbxtI0EY9UlDUslIO+QEeTYjLbt/mddb94QLGvg3Mg6J6aGuT12KkcwsSz1NHnZS6+6Wnp0bySCHvSQxHMIksmhqDdJ9GE+4cWqkZUutaFVtKDgJegEVUKhuqR+GE+DII77EDAnR0bVQmgnikmJG0rIRCRIi3Edd0snQRx4RZjI8MYXbmeNAN+DZ8yUcur8nEuQJEXt21ukh2RPjtdz8r9aJpHtiJtQPI0l8PFrkRgzKAOZ5QYdygiWLM0CY0+yvEPcQR1hmqeYh6OMnT0LzoKofVbXrw0rtooijBDbBFtgFOjgGNXAF6qABMHgEz+AVvClPyovyrnyOWqeUYmYD/JHy/QOA/aTi</latexit>
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Backdoor Attack against Federated Learning (FL)



Motivation

Robust Federated Learning 

Defenses do exist: robust aggregation methods and empirically robust federated training 

protocols 

...they lack robustness certification and are adaptively attacked again

We provide: 

• The first general framework: train certifiably robust FL models against backdoors. 

• Theoretical analysis: a sample-wise robustness certification on backdoors under certain constraints.

• Empirical study: show robustness certification under different FL parameters.
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CRFL Training: Clipping and Perturbing

<latexit sha1_base64="lUvdz69s+DKWNv2jjt9+QwZYDqE=">AAACA3icbZDLSsNAFIYn9VbrLepON4NFcFFKUkRFEIq6cCWV2gs0IUwm03boJBNmJkIJBTe+ihsXirj1Jdz5Nk7bLLT1h4GP/5zDmfP7MaNSWda3kVtYXFpeya8W1tY3NrfM7Z2m5InApIE546LtI0kYjUhDUcVIOxYEhT4jLX9wNa63HoiQlEf3ahgTN0S9iHYpRkpbnrl3fX7hpHXPLtW9SslhAVdS4y10Rp5ZtMrWRHAe7AyKIFPNM7+cgOMkJJHCDEnZsa1YuSkSimJGRgUnkSRGeIB6pKMxQiGRbjq5YQQPtRPALhf6RQpO3N8TKQqlHIa+7gyR6svZ2tj8r9ZJVPfMTWkUJ4pEeLqomzCoOBwHAgMqCFZsqAFhQfVfIe4jgbDSsRV0CPbsyfPQrJTtk7J1d1ysXmZx5ME+OABHwAanoApuQA00AAaP4Bm8gjfjyXgx3o2PaWvOyGZ2wR8Znz9SY5YM</latexit>

D := {S1, S2, . . . , SN}

<latexit sha1_base64="4/Nxs8b+bvAQh8LrVEaDNuN3lB4="></latexit>
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1, . . . , S

0
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<latexit sha1_base64="mQLtOdzq3n07jLegR9Ee6PFxohk=">AAAB9XicbVDLSsNAFL2pr1pfVZduBotQNyURUZdFXbgRKtgHtLFMppN26GQSZiZKCfkPNy4Uceu/uPNvnLRZaOuBgcM593LPHC/iTGnb/rYKS8srq2vF9dLG5tb2Tnl3r6XCWBLaJCEPZcfDinImaFMzzWknkhQHHqdtb3yV+e1HKhULxb2eRNQN8FAwnxGsjfTQC7AeEcyT27R6fdwvV+yaPQVaJE5OKpCj0S9/9QYhiQMqNOFYqa5jR9pNsNSMcJqWerGiESZjPKRdQwUOqHKTaeoUHRllgPxQmic0mqq/NxIcKDUJPDOZpVTzXib+53Vj7V+4CRNRrKkgs0N+zJEOUVYBGjBJieYTQzCRzGRFZIQlJtoUVTIlOPNfXiStk5pzVrPvTiv1y7yOIhzAIVTBgXOoww00oAkEJDzDK7xZT9aL9W59zEYLVr6zD39gff4A4waSGw==</latexit>

M(D)

<latexit sha1_base64="ENY+KteapRXPBE1InA+eEfshf34=">AAAB+HicbVDLSsNAFL3xWeujUZduBotYNyURUZdFXbgRKtgHtKFMppN26GQSZiZCDf0SNy4UceunuPNvnLRZaOuBgcM593LPHD/mTGnH+baWlldW19YLG8XNre2dkr2711RRIgltkIhHsu1jRTkTtKGZ5rQdS4pDn9OWP7rO/NYjlYpF4kGPY+qFeCBYwAjWRurZpW6I9ZBgnt5NKjfHJz277FSdKdAicXNShhz1nv3V7UckCanQhGOlOq4Tay/FUjPC6aTYTRSNMRnhAe0YKnBIlZdOg0/QkVH6KIikeUKjqfp7I8WhUuPQN5NZTDXvZeJ/XifRwaWXMhEnmgoyOxQkHOkIZS2gPpOUaD42BBPJTFZEhlhiok1XRVOCO//lRdI8rbrnVef+rFy7yusowAEcQgVcuIAa3EIdGkAggWd4hTfryXqx3q2P2eiSle/swx9Ynz+/8pJ9</latexit>

M(D0)

Union of local datasets in all clients

Backdoor Perturbation

<latexit sha1_base64="tHWlL1bXy+ShOOU+hv50So3SDaI=">AAACFXicbVC7TsMwFHXKq5RXgJHFokIwQJUgBF0qVaIDY0H0ITUhchy3NXUe2A5SFeUnWPgVFgYQYkVi429w2gxQOJalc8+5V/Y9bsSokIbxpRXm5hcWl4rLpZXVtfUNfXOrLcKYY9LCIQt510WCMBqQlqSSkW7ECfJdRjru6DzzO/eECxoG13IcEdtHg4D2KUZSSY5+2Ng/gg1Yg1aijkeYRA61Uie5rZnpTXLn0DSraFZdOXrZqBgTwL/EzEkZ5Gg6+qflhTj2SSAxQ0L0TCOSdoK4pJiRtGTFgkQIj9CA9BQNkE+EnUy2SuGeUjzYD7m6gYQT9edEgnwhxr6rOn0kh2LWy8T/vF4s+1U7oUEUSxLg6UP9mEEZwiwi6FFOsGRjRRDmVP0V4iHiCEsVZEmFYM6u/Je0jyvmacW4PCnXq3kcRbADdsEBMMEZqIML0AQtgMEDeAIv4FV71J61N+192lrQ8plt8AvaxzfPV54B</latexit>

D0 �D = {{�i}qij=1}
R
i=1



Model Closeness

<latexit sha1_base64="bXZJ9hFyv8ajMpqFG116Hsat7hI=">AAAB/XicbVDLSgMxFM3UV62v8bFzEyxiuykzIuqyqAs3QgVbC52hZNJMG5pkhiQj1KH4K25cKOLW/3Dn35hpZ6GtBwKHc+7lnpwgZlRpx/m2CguLS8srxdXS2vrG5pa9vdNSUSIxaeKIRbIdIEUYFaSpqWakHUuCeMDIfTC8zPz7ByIVjcSdHsXE56gvaEgx0kbq2nseTyoeR3qAEUtvxpWro2q1a5edmjMBnCduTsogR6Nrf3m9CCecCI0ZUqrjOrH2UyQ1xYyMS16iSIzwEPVJx1CBOFF+Okk/hodG6cEwkuYJDSfq740UcaVGPDCTWU4162Xif14n0eG5n1IRJ5oIPD0UJgzqCGZVwB6VBGs2MgRhSU1WiAdIIqxNYSVTgjv75XnSOq65pzXn9qRcv8jrKIJ9cAAqwAVnoA6uQQM0AQaP4Bm8gjfryXqx3q2P6WjBynd2wR9Ynz/0hJQ+</latexit>

µ(M(D0))

<latexit sha1_base64="MIJzh/JKhXzTyLlRFX/C9xtSIZc=">AAAB/HicbVDLSgMxFM34rPU12qWbYBHaTZkRUZdFXbgRKtgHdIaSSTNtaJIZkowwDPVX3LhQxK0f4s6/MdPOQlsPBA7n3Ms9OUHMqNKO822trK6tb2yWtsrbO7t7+/bBYUdFicSkjSMWyV6AFGFUkLammpFeLAniASPdYHKd+91HIhWNxINOY+JzNBI0pBhpIw3siseTmseRHmPEsrtp7aZeH9hVp+HMAJeJW5AqKNAa2F/eMMIJJ0JjhpTqu06s/QxJTTEj07KXKBIjPEEj0jdUIE6Un83CT+GJUYYwjKR5QsOZ+nsjQ1yplAdmMo+pFr1c/M/rJzq89DMq4kQTgeeHwoRBHcG8CTikkmDNUkMQltRkhXiMJMLa9FU2JbiLX14mndOGe95w7s+qzauijhI4AsegBlxwAZrgFrRAG2CQgmfwCt6sJ+vFerc+5qMrVrFTAX9gff4AjaaUDQ==</latexit>

µ(M(D))

<latexit sha1_base64="mQLtOdzq3n07jLegR9Ee6PFxohk=">AAAB9XicbVDLSsNAFL2pr1pfVZduBotQNyURUZdFXbgRKtgHtLFMppN26GQSZiZKCfkPNy4Uceu/uPNvnLRZaOuBgcM593LPHC/iTGnb/rYKS8srq2vF9dLG5tb2Tnl3r6XCWBLaJCEPZcfDinImaFMzzWknkhQHHqdtb3yV+e1HKhULxb2eRNQN8FAwnxGsjfTQC7AeEcyT27R6fdwvV+yaPQVaJE5OKpCj0S9/9QYhiQMqNOFYqa5jR9pNsNSMcJqWerGiESZjPKRdQwUOqHKTaeoUHRllgPxQmic0mqq/NxIcKDUJPDOZpVTzXib+53Vj7V+4CRNRrKkgs0N+zJEOUVYBGjBJieYTQzCRzGRFZIQlJtoUVTIlOPNfXiStk5pzVrPvTiv1y7yOIhzAIVTBgXOoww00oAkEJDzDK7xZT9aL9W59zEYLVr6zD39gff4A4waSGw==</latexit>

M(D)

<latexit sha1_base64="ENY+KteapRXPBE1InA+eEfshf34=">AAAB+HicbVDLSsNAFL3xWeujUZduBotYNyURUZdFXbgRKtgHtKFMppN26GQSZiZCDf0SNy4UceunuPNvnLRZaOuBgcM593LPHD/mTGnH+baWlldW19YLG8XNre2dkr2711RRIgltkIhHsu1jRTkTtKGZ5rQdS4pDn9OWP7rO/NYjlYpF4kGPY+qFeCBYwAjWRurZpW6I9ZBgnt5NKjfHJz277FSdKdAicXNShhz1nv3V7UckCanQhGOlOq4Tay/FUjPC6aTYTRSNMRnhAe0YKnBIlZdOg0/QkVH6KIikeUKjqfp7I8WhUuPQN5NZTDXvZeJ/XifRwaWXMhEnmgoyOxQkHOkIZS2gPpOUaD42BBPJTFZEhlhiok1XRVOCO//lRdI8rbrnVef+rFy7yusowAEcQgVcuIAa3EIdGkAggWd4hTfryXqx3q2P2eiSle/swx9Ynz+/8pJ9</latexit>

M(D0)

<latexit sha1_base64="/AwMatUgQFIja9fEoUW13DQSLCc=">AAACHXicbZDLSsNAFIYn9VbrLerSzWAR001JpKjLol24ESrYCzQhTKaTdujkwsxEKGlfxI2v4saFIi7ciG/jpM1CW38Y+PnOOcw5vxczKqRpfmuFldW19Y3iZmlre2d3T98/aIso4Zi0cMQi3vWQIIyGpCWpZKQbc4ICj5GON7rO6p0HwgWNwns5jokToEFIfYqRVMjVaw039acGtIPEsAMkhxix9HZqNCoVOJks41PFK65eNqvmTHDZWLkpg1xNV/+0+xFOAhJKzJAQPcuMpZMiLilmZFqyE0FihEdoQHrKhiggwkln103hiSJ96EdcvVDCGf09kaJAiHHgqc5sU7FYy+B/tV4i/UsnpWGcSBLi+Ud+wqCMYBYV7FNOsGRjZRDmVO0K8RBxhKUKtKRCsBZPXjbts6p1XjXvauX6VR5HERyBY2AAC1yAOrgBTdACGDyCZ/AK3rQn7UV71z7mrQUtnzkEf6R9/QDrbZ/n</latexit>

Df (µ(M(D))||µ(M(D0)))

<latexit sha1_base64="OBgrgVA1B5f0FfqV3N+qwqpkvi8=">AAACC3icbVC7SgNBFJ2NrxhfUUubIUFImrArooJNUAsbIYJ5QLIss5PZZMjsg5m7Yli2t/FXbCwUsfUH7PwbJ8kWmnjgwuGce7n3HjcSXIFpfhu5peWV1bX8emFjc2t7p7i711JhLClr0lCEsuMSxQQPWBM4CNaJJCO+K1jbHV1O/PY9k4qHwR2MI2b7ZBBwj1MCWnKKJZwMHZVWej6BISUiuUkrV9XzBycBpiCtYoydYtmsmVPgRWJlpIwyNJziV68f0thnAVBBlOpaZgR2QiRwKlha6MWKRYSOyIB1NQ2Iz5SdTH9J8aFW+tgLpa4A8FT9PZEQX6mx7+rOyclq3puI/3ndGLwzO+FBFAML6GyRFwsMIZ4Eg/tcMgpirAmhkutbMR0SSSjo+Ao6BGv+5UXSOqpZJzXz9rhcv8jiyKMDVEIVZKFTVEfXqIGaiKJH9Ixe0ZvxZLwY78bHrDVnZDP76A+Mzx88A5nh</latexit>

hs(M(D);xtest)

<latexit sha1_base64="Dy3vkaPKhDaKOD9MgcItYJQQED8="></latexit>

hs(M(D0);xtest)

Prediction
Consistency

<latexit sha1_base64="4w/EjHujkE8MlRAKrME/Vsmlczs="></latexit>

H
c
s(w;xtest) = PW⇠µ(w)[h(W ;xtest) = c]

<latexit sha1_base64="A2TBB67aDunDrK6Kd1h07w6iQNw="></latexit>

hs(w;xtest) = argmax
c2Y

H
c
s(w;xtest)
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<latexit sha1_base64="F8G88oUm6th2anBtjxUTSon2KkQ=">AAACE3icbVDLSsNAFJ3UV62vqEs3g0WoIiURUXFVdOOygn1IE8pkOmmHTjJhZqKUkH9w46+4caGIWzfu/BsnbQRtPXDhcM693HuPFzEqlWV9GYW5+YXFpeJyaWV1bX3D3NxqSh4LTBqYMy7aHpKE0ZA0FFWMtCNBUOAx0vKGl5nfuiNCUh7eqFFE3AD1Q+pTjJSWuubB4NwJkBpgxGBSaR2291PoCNofKCQEv4c/ZnKbds2yVbXGgLPEzkkZ5Kh3zU+nx3EckFBhhqTs2Fak3AQJRTEjacmJJYkQHqI+6WgaooBINxn/lMI9rfSgz4WuUMGx+nsiQYGUo8DTndmJctrLxP+8Tqz8MzehYRQrEuLJIj9mUHGYBQR7VBCs2EgThAXVt0I8QAJhpWMs6RDs6ZdnSfOoap9Urevjcu0ij6MIdsAuqAAbnIIauAJ10AAYPIAn8AJejUfj2Xgz3ietBSOf2QZ/YHx8A1m+ndw=</latexit>

h : (W,X ) ! Y
<latexit sha1_base64="92O+IgsqLNXsLR+MzTqZLbVgdrE=">AAACBHicbVDLSsNAFJ3UV62vqMtuBovgopRERN0IxW5cVrAPaUKZTCbt0MkkzEyEErJw46+4caGIWz/CnX/jpM1CWw9cOJxzL/fe48WMSmVZ30ZpZXVtfaO8Wdna3tndM/cPujJKBCYdHLFI9D0kCaOcdBRVjPRjQVDoMdLzJq3c7z0QIWnE79Q0Jm6IRpwGFCOlpaFZdUKkxhix9D67clK77jA/UrIOW042NGtWw5oBLhO7IDVQoD00vxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3nT2RwWOt+DCIhC6u4Ez9PZGiUMpp6OnO/GS56OXif94gUcGlm1IeJ4pwPF8UJAyqCOaJQJ8KghWbaoKwoPpWiMdIIKx0bhUdgr348jLpnjbs84Z1e1ZrXhdxlEEVHIETYIML0AQ3oA06AINH8AxewZvxZLwY78bHvLVkFDOH4A+Mzx/uhpeg</latexit>

Y = {1, . . . , C}

<latexit sha1_base64="haaUbzBCZe4nkm89QnWHy2DtGkc=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilh1Hf9MsVt+rOQVaJl5MK5Gj0y1+9QczSiCtkkhrT9dwE/YxqFEzyaamXGp5QNqZD3rVU0YgbP5ufOiVnVhmQMNa2FJK5+nsio5ExkyiwnRHFkVn2ZuJ/XjfF8NrPhEpS5IotFoWpJBiT2d9kIDRnKCeWUKaFvZWwEdWUoU2nZEPwll9eJa2LqleruveXlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBY/o3X</latexit>

hs

<latexit sha1_base64="aipMN2FdHyDaMk43tI2cXsFTkdM=">AAACEXicbVDLSsNAFJ3UV62vqEs3g0VIQUpSRN0IRTe6kQp9QVPDZDpph84kYWZiKaG/4MZfceNCEbfu3Pk3Th8LbT1w4XDOvdx7jx8zKpVtfxuZpeWV1bXsem5jc2t7x9zdq8soEZjUcMQi0fSRJIyGpKaoYqQZC4K4z0jD71+N/cYDEZJGYVUNY9LmqBvSgGKktOSZlssTa1CAF9DlSPUwYvDWGhynrqRdjrzq6L7k+gG8KXhm3i7aE8BF4sxIHsxQ8cwvtxPhhJNQYYakbDl2rNopEopiRkY5N5EkRriPuqSlaYg4ke108tEIHmmlA4NI6AoVnKi/J1LEpRxyX3eOz5bz3lj8z2slKjhvpzSME0VCPF0UJAyqCI7jgR0qCFZsqAnCgupbIe4hgbDSIeZ0CM78y4ukXio6p0X77iRfvpzFkQUH4BBYwAFnoAyuQQXUAAaP4Bm8gjfjyXgx3o2PaWvGmM3sgz8wPn8Ag6KbkA==</latexit>

µ(w) = N (w,�T
2I)

<latexit sha1_base64="OBgrgVA1B5f0FfqV3N+qwqpkvi8=">AAACC3icbVC7SgNBFJ2NrxhfUUubIUFImrArooJNUAsbIYJ5QLIss5PZZMjsg5m7Yli2t/FXbCwUsfUH7PwbJ8kWmnjgwuGce7n3HjcSXIFpfhu5peWV1bX8emFjc2t7p7i711JhLClr0lCEsuMSxQQPWBM4CNaJJCO+K1jbHV1O/PY9k4qHwR2MI2b7ZBBwj1MCWnKKJZwMHZVWej6BISUiuUkrV9XzBycBpiCtYoydYtmsmVPgRWJlpIwyNJziV68f0thnAVBBlOpaZgR2QiRwKlha6MWKRYSOyIB1NQ2Iz5SdTH9J8aFW+tgLpa4A8FT9PZEQX6mx7+rOyclq3puI/3ndGLwzO+FBFAML6GyRFwsMIZ4Eg/tcMgpirAmhkutbMR0SSSjo+Ao6BGv+5UXSOqpZJzXz9rhcv8jiyKMDVEIVZKFTVEfXqIGaiKJH9Ixe0ZvxZLwY78bHrDVnZDP76A+Mzx88A5nh</latexit>

hs(M(D);xtest)



Certification 

Our certification is in three levels:
feature, sample, and client.

General Robustness Condition

<latexit sha1_base64="tHWlL1bXy+ShOOU+hv50So3SDaI=">AAACFXicbVC7TsMwFHXKq5RXgJHFokIwQJUgBF0qVaIDY0H0ITUhchy3NXUe2A5SFeUnWPgVFgYQYkVi429w2gxQOJalc8+5V/Y9bsSokIbxpRXm5hcWl4rLpZXVtfUNfXOrLcKYY9LCIQt510WCMBqQlqSSkW7ECfJdRjru6DzzO/eECxoG13IcEdtHg4D2KUZSSY5+2Ng/gg1Yg1aijkeYRA61Uie5rZnpTXLn0DSraFZdOX rZqBgTwL/EzEkZ5Gg6+qflhTj2SSAxQ0L0TCOSdoK4pJiRtGTFgkQIj9CA9BQNkE+EnUy2SuGeUjzYD7m6gYQT9edEgnwhxr6rOn0kh2LWy8T/vF4s+1U7oUEUSxLg6UP9mEEZwiwi6FFOsGRjRRDmVP0V4iHiCEsVZEmFYM6u/Je0jyvmacW4PCnXq3kcRbADdsEBMMEZqIML0AQtgMEDeAIv4FV71J61N+192lrQ8plt8AvaxzfPV54B</latexit>

D0 �D = {{�i}qij=1}
R
i=1

Model Closeness

<latexit sha1_base64="/AwMatUgQFIja9fEoUW13DQSLCc=">AAACHXicbZDLSsNAFIYn9VbrLerSzWAR001JpKjLol24ESrYCzQhTKaTdujkwsxEKGlfxI2v4saFIi7ciG/jpM1CW38Y+PnOOcw5vxczKqRpfmuFldW19Y3iZmlre2d3T98/aIso4Zi0cMQi3vWQIIyGpCWpZKQbc4ICj5GON7rO6p0HwgWNwns5jokToEFIfYqRVMjVaw039acGtIPEsAMkhxix9HZqNCoVOJks41PFK65eNqvmTHDZWLkpg1xNV/+0+xFOAhJKzJAQPcuMpZMiLilmZFqyE0FihEdoQHrKhiggwkln103hiSJ96EdcvVDCGf09kaJAiHHgqc5sU7FYy+B/tV4i/UsnpWGcSBLi+Ud+wqCMYBYV7FNOsGRjZRDmVO0K8RBxhKUKtKRCsBZPXjbts6p1XjXvauX6VR5HERyBY2AAC1yAOrgBTdACGDyCZ/AK3rQn7UV71z7mrQUtnzkEf6R9/QDrbZ/n</latexit>

Df (µ(M(D))||µ(M(D0)))

Backdoor Perturbation Prediction Consistency

<latexit sha1_base64="wmXYlbesu63NBZnwuRc3CCFnR+E=">AAACKHicbVDJSgNBEO2JW4zbqEcvjUFMLmFGRAMiBvTgRYhgFkjC0NPpJE16FrprxDDM53jxV7yIKJKrX2JnOcQkDwoe71VRVc8NBVdgWUMjtbK6tr6R3sxsbe/s7pn7B1UVRJKyCg1EIOsuUUxwn1WAg2D1UDLiuYLV3P7tyK89M6l44D/BIGQtj3R93uGUgJYc8wbHPUcluaZHoEeJiB+S3F3+6sWJgSlI8tdL7NMZ3zGzVsEaAy8Se0qyaIqyY3422wGNPOYDFUSphm2F0IqJBE4FSzLNSLGQ0D7psoamPvGYasXjRxN8opU27gRSlw94rM5OxMRTauC5unN0sJr3RuIyrxFBp9iKuR9GwHw6WdSJBIYAj1LDbS4ZBTHQhFDJ9a2Y9ogkFHS2GR2CPf/yIqmeFeyLgvV4ni0Vp3Gk0RE6Rjlko0tUQveojCqIolf0jr7Qt/FmfBg/xnDSmjKmM4foH4zfP7oAplo=</latexit>

hs(M(D);xtest) = hs(M(D0);xtest)⟸ ⟸

Robustness Condition in Feature Level

Certified radius 

When the size of the 
backdoor 
magnitude is the 
same for every 
attackers



Thank you.

More details and results are in our paper:

§ Effects of smoothing level, attacker ability, robust aggregation, client 

number, training rounds, etc. on certified robustness.

Experiments 
Effect of different smoothing levels during training

MNIST LOAN EMNIST


