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Motivation

Backdoor Attack against Federated Learning (FL)
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Motivation

Robust Federated Learning

Defenses do exist: robust aggregation methods and empirically robust federated training

protocols

...they lack robustness certification and are adaptively attacked again
We provide:
* The first general framework: train certifiably robust FL models against backdoors.

* Theoretical analysis: a sample-wise robustness certification on backdoors under certain constraints.

* Empirical study: show robustness certification under different FL parameters.



CRFL Training: Clipping and Perturbing
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CRFL Testing: Parameter Smoothing

Base classifer h: W, X) - Y Y ={1,...,C}

Smoothed classifer hg

Hg(wa xtest) — IEDWN,LL(’U)) [h(Wa xtest) — C]

Votes for classc ~ p(w) = N (w, or’l)

hs(W; Tiest) = argmax HS (w; Tiest)
ce)

The majority vote winner
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Certification
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Our certification is in three levels: Certified radius

feature, sample, and client.



Experiments  Thank you.

Effect of different smoothing levels during training
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More details and results are in our paper:

= Effects of smoothing level, attacker ability, robust aggregation, client

number, training rounds, etc. on certified robustness.



