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Modern data-driven algorithms

@ Promising performance in dozens of safety-critical applications.
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Modern data-driven algorithms

@ Promising performance in dozens of safety-critical applications.

classified as classified as

Stop Sign Max Speed 100

@ Adversarial training is an effective technique to improve robustness

@ Adversarial training degrades the model accuracy on benign test inputs
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Classic supervised learning setup

e Data {z; = (x4, yi) biz1m e P.(Z) on metric space Z and norm d(.,.)

e Parametric loss £(6; z = (z,y)).
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@ Assess model 6 performance:
Standard Risk: SR(0)=E._, ,)~p, [((0; 2)]
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Mohammad Mehrabi (USC) Tradeoffs in adversarial training ICML 2021 3/10



Classic supervised learning setup

e Data {z; = (x4, yi) biz1m e P.(Z) on metric space Z and norm d(.,.)

e Parametric loss £(6; z = (z,y)).

@ Assess model 6 performance:
Standard Risk: SR(0)=E._, ,)~p, [((0; 2)]
Expected loss on a new test data point from training population P,

Model performance when there is a distributional shift=- Adversarial Risk
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Adversarial setup: distributional shift

Game between learner and adversary
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Adversarial setup: distributional shift

Game between learner and adversary

Learner:

@ Access to data generated iid
from P,

o Pick model # ( with empircal
risk minimization, etc.)
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Adversarial setup: distributional shift

Game between learner and adversary

Learner: Adversary:
@ Access to data generated iid @ Access to the training
from P, distribution P, and model 8
e Pick model 6 ( with empircal @ Pick distribution of test data
risk minimization, etc.) from an e-neighborhood of P,

Popular choice for an e-neighborhood of P, is Wasserstein ball: U.(P,).
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Learner: Adversary:
@ Access to data generated iid @ Access to the training
from P, distribution P, and model 8
e Pick model 6 ( with empircal @ Pick distribution of test data
risk minimization, etc.) from an e-neighborhood of P,

Popular choice for an e-neighborhood of P, is Wasserstein ball: U.(P,).
Adversarial risk: AR(0) = sup E._ )~q[l(0;2)]
QeU:(P;)
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Main results

Fundamental question:

With unlimited number of training points and computational power:
Is there a model which is optimal in both standard and adversarial risks?
Is there a fundamental tradeoff between standard and adversarial risks?
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Is there a fundamental tradeoff between standard and adversarial risks?
Main results:

@ For three classes of statistical learning problems, indeed a tradeoff
between standard and adversarial risk is manifested:
i) Linear regression
ii) Binary classification under a Gaussian mixtures model
ii) The problem of learning an unknown function over a high-dimensional
sphere using random features model
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Main results

Fundamental question:

With unlimited number of training points and computational power:
Is there a model which is optimal in both standard and adversarial risks?
Is there a fundamental tradeoff between standard and adversarial risks?
Main results:

@ For three classes of statistical learning problems, indeed a tradeoff
between standard and adversarial risk is manifested:
i) Linear regression
ii) Binary classification under a Gaussian mixtures model
ii) The problem of learning an unknown function over a high-dimensional
sphere using random features model

o Characterize such tradeoffs + effect of a variety of factors on them:
problem dimension, adversary’'s power, complexity of the model class (e.g
number of neurons)
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Pareto-optimal curve: characterization
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Pareto-optimal curve: characterization

Pareto optimal front

Adversarial risk

Standard risk

0, = arg min{ASR(0) + AR(6)}
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Pareto-optimal curve: characterization

Pareto optimal front

Adversarial risk

Standard risk

0, = arg min{ASR(0) + AR(6)}

Pareto optimal front: {(SR(@\),AR(@\)) JA > O}
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Pareto-optimal curve: characterization

Adversarial risk

Standard risk

0, = arg min{ASR(0) + AR(0)}

Pareto optimal front: {(SR(@), AR(@)) A o}
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Adversarial risk: characterization

Adversarial Risk:  AR(0) = sup FE._q )~q[l(0;2)]
QEU:(Py)

(Wasserstein ball) U.(P) ={Q: W(Q,P) <e},

W, . . P) = inf E 2 1/2
(Wasserstein distance) W (Q, P) ﬂec;{l(Q,P)( (21,22)~r|d (21, 22)]) ,

(Metric on data points) d(z,2’) = ||z — '||¢, + oo - Leyzyry
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Adversarial risk: characterization

Adversarial Risk:  AR(0) = sup FE._q )~q[l(0;2)]
QEU:(Py)

(Wasserstein ball) U.(P) ={Q: W(Q,P) <e},

Wasserstein dist W(Q,P)= inf (E a2 (z1, 2)]) V2,
(Wasserstein distance) (Q, P) ﬂEC;)?(Q,P)( (21,20)~mld” (21 22)])

(Metric on data points) d(z,2’) = ||z — '||¢, + oo - Leyzyry

Adversarial Risk dual problem:

wpfe ol vy )

robust surrogate for £(6;z)

Robust surrogate:

O (6;20) = s1€1§ {5(9; 2) — - d*(z, zo)}

Strong duality holds for Polish space Z.
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Pareto-optimal tradeoff: linear regression

y=x"0+N(0,1),

z~N(0,5q), Xy =pl
(square loss) £(0; (z,y)) = (y — 21 0)?
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Pareto-optimal tradeoff: linear regression

y=x"0g+N(0,1), z~N(0,2q), Xy =y

(square loss) £(0; (z,y)) = (y — z'6)?
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(a) Pareto optimal curve for (b) Pareto optimal curve for (c) Pareto optimal curve for
several feature dimensions  several feature dependency several adversary's
d. values p. manipulative power ¢ .
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Pareto-optimal tradeoff: binary classification
y< {+1’ _1}a x~N (yu, Ed), Zij — li—Jl

(linear classifiers) £(6; (z,y)) = I{yz"6 < 0}
(metric on samples) d(z,2') = ||z — ||, + 00 - I{y # '}
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Pareto-optimal tradeoff: binary classification

ye{+1, -1}, z~N(yp L), Ly=p""
(linear classifiers) £(6; (z,y)) = I{yz"6 < 0}
(metric on samples) d(z,2') = ||z — ||, + 00 - I{y # '}
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Pareto-optimal tradeoff: learning non-linear functions

x ~ Unif (Sd_l(\/g)) ,
_ T 182 T 2
f(z)=Bo+Biz+ 7 (:c Gz — tr(G)) +N(0,0?)
—
quadratic with GRN(0,1)

(random features model) {f(x, 0,U)=0To(Ux),U e RV*? g ¢ IRN} , rows of U i s41(1)
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Pareto-optimal tradeoff: learning non-linear functions
@~ Unif (9-1(Vd)) ,
fla)=Bo+Blz+ %2 (27Ga — (@) +N(0,0?)
quadratic with GSN(0,1)

(random features model) {f(;r:, 0,U)=0To(Ux),U e RV*? g ¢ RN} , rows of U i s41(1)
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