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Background

Differential privacy: ‘?AD

p[A(D) = t] 3\5 P[A(D’) = 1]

For all D, D’ that differ in one person’s value,

If A = e-differentially private randomized algorithm, then:

p(A(D —t)’
p(AD) =1)| =

Deep learning with differential privacy: DP-SGD
1. Clip the gradients of individual samples for sensitivity control.
2. Add noise coordinate-wisely to the gradient.

The image is from



https://www.ece.rutgers.edu/~asarwate/nips2017/NIPS17_DPML_Tutorial.pdf
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Challenges of Applying DP-SGD in Large Models

|
Individual gradients 1
DP controls
individual’s contribution |jsd = —) Huge cost
Large model

* High computational cost

* Bad dimensional dependence

noise energy




A Reparametrization approach

Reparametrization:

Low-rank
gradient carriers:

L€ RP*" R € R™*d

W € Rpxd

Forward:

Input: X E [@d
Normal forward: h = Wx

Reparametrized forward:

Residual weight:
W=W—-LR

h = LRx + Wx
Backward:
We show @L and aR naturally satisfy:
dL = (OW)RT
dR = LT(aw)

Construct an update on W from 0L, R via
(0L)R + L(0R) — LLT(AL)R,
Corollary: The above update is equivalent to projecting dW into

the subspace spanned by L and R.




| Why Does Our Approach Work? =

* (Gradients are of low-stable rank. . . Wi esiiat
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* How to generate proper L, R?
* The principal components of the historical updates.
* TFor linear regression, the current gradient stays exactly in the subspace spanned by historical
updates.

* For deep models, most energy of the current gradient also lives in such subspace.
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RGP on Downstream Tasks of BERT

* Experiment architecture: the BERTy 50 model, 110M parameters
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®* Qur source code is available at

https://github.com/dayul1/Differentially-Private-Deep-learning

* If you have any question, please feel free to contact us.

{yuda3@mail2,issjyin@mail}.sysu.edu.cn
thuishuai.zhang,wche, tyliu}@microsoft.com



https://github.com/dayu11/Differentially-Private-Deep-Learning

