Learning And Mining from DatA
http://lamda.nju.edu.cn

BASGD: Buffered Asynchronous
SGD for Byzantine Learning

Yi-Rui Yang, Wu-Jun Li
ICML 2021

National Key Laboratory for Novel Software Technology, Department of
Computer Science and Technology, Nanjing University, China.




Introduction LAMDL\

Learning And Mining from DatA
http://lamda.nju.edu.cn

 Distributed machine learning (DML):

min F(w Z:fwzZ

wERd

» Parameter-server framework:
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Server(s)

Worker_1 Worker 2 | ~ °°°°°° Worker_m

 Traditional distributed learning methods typically
assume no failure or attack.
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Server(s)

Worker 1 | | Worker_2 | ~ °°°°°° Worker_m

 Traditional distributed learning methods typically
assume no failure or attack.

 |In real applications, failure or attack may happen.
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* The first asynchronous DML method that

— can resist malicious attack
— does not need to store instances on server

* Theoretical guarantee of convergence and
robustness

 Significantly better empirical performance
than baselines
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« Buffers: hqy, h,,... ,hg
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Buffers on
the server
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Buffered Asynchronous SGD LA.,M%

« Buffers: hq, h,,... ,hg
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« Store the average value of gradients in buffers

« Update model parameters when all buffers are filled:
— Aggregate: Gt = Aggr([hy, hy,... , hg])
— Execute SGD step: wt*t =wt —n - Gt

« Zero out all buffers after each SGD step

Buffers on
the server
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« Buffer reassignment:
Improve the performance in extreme cases

Buffer_0O Buffer_1 Buffer_2 Buffer_3 Buffer 4
the server
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Convergence LAIA.,“P?‘,A
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New asynchronous methods can be obtained
from synchronous ones when using BASGD.
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Experiment LA.,MP?:

Settings:

« Baselines: Asynchronous SGD & Kardam

« Attacks:
— No attack
— Negative-gradient (NG) attack

(a typical kind of malicious attack)

— Random-disturbance (RD) attack

(can be seen as accidental failure)
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CIFAR-10, ResNet-20 (no attack):

951

o
o
|

o o1 O

O NN

(63

—0—BASGD with median (B=5)
——BASGD with median (B=10)
—+—BASGD with median (B=15)
—6—BASGD with median (B=30)
~%- Kardam (y=2)
7% Kardam (y=10)

Average Top-1 Accuracy
5 &8 & 3

| |

AN
o

0 20 40 60 80 100 120 140 160
Epoch

http://lamda.nju.edu.cn



Experiment

LAVIDA

Learning And Mining from DatA
http://lamda.nju.edu.cn

CIFAR-10, ResNet-20 (no attack):
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CIFAR-10, ResNet-20 (6 malicious workers, RD-attack):
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CIFAR-10, ResNet-20 (6 malicious workers, NG-attack):
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WikiText-2, LSTM (1 malicious worker, RD-attack):
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(b) RD-attack (magnified)
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WikiText-2, LSTM (1 malicious worker, NG-attack):
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Buffered Asynchronous SGD:

* The first asynchronous DML method that
— can resist malicious attack
— does not need to store instances on server

* Theoretical guarantee of convergence and robustness

 Significantly better empirical performance than baselines
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