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l Adversarial Attack for Segmentation




I Randomized Smoothing [Cohen et al.]

f(x) = argmaxP(f(x + €) = ¢)
ceElY
for classifier f, noise e ~ N (0, 5%1)

Then f(x) = f(x + §) for ||6]], <R.
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In pratice, approximated via sampling:
f(x)=f(x+96)for||6], < O'CI)_l(p_A) with
confidence 1 — «a.
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I Randomized Smoothing [Cohen et al.]
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I Randomized Smoothing [Cohen et al.]
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l Segmentation

f(x+0)




I Naive Randomized Smoothing for Segmentation

fx) — flx+e) fxte) fxt+e) f(x+e) .. flxte)

-

v

Q) - l

abstain




I Key Challenges

Bad Components: a single component that is unstable under noise,
can cause abstention or dominate radius R

Multiple Testing: as individual results only hold w.h.p, obtaining
high overall confidence is challenging



I Randomized Smoothing for Segmentation

-~ _|c ifP(filx+e)=c)>7
fi(x) = {@ else

for segmentation model f,
noise e ~ N (0,041)



I Randomized Smoothing for Segmentation

-~ _|c ifP(filx+e)=c)>7
fi(x) = {@ else

for segmentation model f,
noise e ~ N (0,041)

Then ff(x) = ff(x+6),iel, ={|ffx) =D}
for [|6]l, <R = ocd (7).



I Randomized Smoothing for Segmentation

—  (c
fir &) = {@ else

for segmentation model f,
noise e ~ N (0,041)

ifP(fi(x+e)=c)>r1

function SEGCERTIFY(f, o, @, n, ng, T, @)

cntsd,..., cnts? « SAMPLE(f, z, ng, o)
CRE S wan s cntsy < SAMPLE(f, x, n, 0)
fori « {1,..., N}:

¢; + top index in cnts!?

n; < cnts;[é]

pv; <~ BINPVALUE(n;, n, <, 7)
Tlyenn, rn < FWERCONTROL(«, pvy, ..., PUN)
fori « {1,..., N}:

if r;: ¢, O
R+ oc® (1)
returnci,..., CNlt

Then ff(x) = ff(x+6),iel, ={|ffx) =D}

for [|6]l, <R = ocd (7).

In pratice, via sampling obtain I, s.t. with confidence 1 —a, I, € I,.



I Randomized Smoothing for Segmentation

function S_EGCERTIFY( f, o, @, n, ng, T, @)
cntsd,..., cnts? « SAMPLE(f, z, ng, o)
. CRE S wan s cntsy < SAMPLE(f, x, n, 0)
- ~_|c ifP(filx+e)=c)>1 fori « {1,...,N}:
fi (X) — é; < top index in cnts?
%) else x :
n; < cnts;[é]
pv; <—BINPVALUE(n;, n, <, 7)
Tlyen., rn < FWERCONTROL(a, pvy, ..., puN) |

for segmentation model f, Lfori<—{1,,__,]\/'}:
. 2 if r;: ¢, O
noise e ~ N (0,0°I) R+ 0®1(r)

return ¢y, ..., cn, R

Then ff(x) = ff(x+6),iel, ={|ffx) =D}
for [|6]l, <R = ocd (7).

In pratice, via sampling obtain I, s.t. with confidence 1 —a, I, € I,.
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I Randomized Smoothing for Segmentation

fx) — flx+e) fxte) fxt+e) f(x+e) .. flxte)

-

| %
EEN
HEE

<

robustness radius R
with confidence1l — «

15



I Semantic Segmentation

non-robust . 0.96 0.76
base model . 0.89 0.51 -
certified 0.34 0.86 0.54 0.10

HrNetV2 on Cityscapes evaluated on 100 images,
o = 0.5, n =100 samples, scale 0.5

16



I Point Cloud Part Segmentation

£y

=

non-robust - 0.91 -
base model - 0.86 .
certified 0.26 0.71 0.25

PointNetV2 on ShapeNet evaluated on 100 inputs,
o = 0.25,n = 1000 samples
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I Point Cloud Part Segmentation, Rotation

< R
2 o e, 20t
non-robust - 0.91 -
base model - 0.77 -

certified 0.26 0.69 0.16

PointNetV2 on ShapeNet evaluated on 100 inputs,
g = 0.125, n = 1000 samples
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the paper

= Motiation & Derivation
= Further results
= Effect of different FWER schemes

= Allowing error budgets
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