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Anomaly Detection

Many applications in ML and statistics:
• Real-time system monitoring
• identifying anomalies in real-time data (ML model 

data, sensors, …)

• Healthcare/biological data
• identifying groups of patients with anomalous 

reactions to certain drugs

• Anomaly detection in graphs
• identifying disease outbreak regions (e.g. COVID) 

or anomalous activity in social networks

The identification of rare, irregular, or otherwise aberrant patterns (i.e. anomalies) in data



Structured Anomaly Detection

• Real-time system monitor
• Identifying anomalies in real-time data

• Healthcare/biological data
• Identifying drugs w/ anomalous 

reactions for specific groups of patients

• Anomalies in graphs
• Identifying disease outbreak hotspots 

or anomalous activity in social 
networks

Depending on type of data, anomaly often has specific structure 
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Submatrix family

Structured Anomaly Detection

• Real-time system monitor
• Identifying anomalies in real-time data

• Healthcare/biological data
• Identifying drugs w/ anomalous 

reactions for specific groups of patients

• Anomalies in graphs
• Identifying disease outbreak hotspots 

or anomalous activity in social 
networks

Depending on type of data, anomaly often has specific structure 
described by an anomaly family or set of all possible anomalies
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0 µ
X1 X2 X3 · · · Xn

Structured Normal Means Setting
Data                          independently distributed asX1, . . . , Xn
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(
N(µ, 1) if i 2 A

N(0, 1) otherwise
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where anomaly is a member of anomaly family



0 µ
X1 X2 X3 · · · Xn

Structured Normal Means Setting
Data                          independently distributed asX1, . . . , Xn
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Normal means settings have a long history in statistics, with classical methods using the 
normal means to model unstructured anomalies in p-value data

• Localfdr/empirical Bayes methods by Efron et al, Higher criticism by Donoho and Jin, …

Recent work in ML/stats study structured normal means settings for different anomaly families
• Intervals: Jeng et al (JASA 2010)
• Submatrices: Kolar et al (NeurIPS 2011), Chen and Xu (ICML 2014), Brennan et al (COLT 2018), Liu and A-C (KDD 2019)
• Connected subgraphs: Qian et al (NeurIPS 2014), Aksoylar et al (ICML 2017), Cadena et al (AAAI 2018/TKDD 2019)
• Subgraphs w/ small cut: Sharpnack et al (NeurIPS 2013/AISTATS 2013) 
• Other: Brennan et al (ICML 2020)
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N(µ, 1) if i 2 A

N(0, 1) otherwise
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where anomaly is a member of anomaly family



Standard approach for anomaly detection is to compute the MLE
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Xi ⇠
(
N(µ, 1) if i 2 A

N(0, 1) otherwise
<latexit sha1_base64="fqm2Jvhbzsl4oGfwEs8ndgtxdP0="></latexit>

where anomaly is a member of 
anomaly family
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bAMLE = argmax
S2S

1p
|S|

X

i2S

Xi

<latexit sha1_base64="8nHrsIvGbrd9O/eUvnw/vdn1bDw="></latexit>

Maximum Likelihood Estimator (MLE):

Many papers focus on efficient algorithms for (approximately) computing 
the MLE. 

However statistical properties of the MLE are not as well understood



The MLE is (near-)optimal for some anomaly families…
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Maximum Likelihood Estimator (MLE):

• Jeng et al (JASA 2010) show 
(asymptotic) “near-optimality” for 
interval family         

• Liu and A-C (KDD 2019) show similar 
guarantees for submatrix family 
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S = MN
<latexit sha1_base64="qIFQyOtD6W5mjTAW3xLvT2fwFvk=">AAACAnicbZDLSsNAFIZPvNZ6i7oSN4NFcFWSKuhGKLpxo1S0F2hDmEwn7dDJhZmJUEJw46u4caGIW5/CnW/jtA2irT8MfPznHOac34s5k8qyvoy5+YXFpeXCSnF1bX1j09zabsgoEYTWScQj0fKwpJyFtK6Y4rQVC4oDj9OmN7gY1Zv3VEgWhXdqGFMnwL2Q+YxgpS3X3O0EWPUJ5ultdvbDV5l77Zolq2yNhWbBzqEEuWqu+dnpRiQJaKgIx1K2bStWToqFYoTTrNhJJI0xGeAebWsMcUClk45PyNCBdrrIj4R+oUJj9/dEigMph4GnO0dLyunayPyv1k6Uf+qkLIwTRUMy+chPOFIRGuWBukxQovhQAyaC6V0R6WOBidKpFXUI9vTJs9ColO2jcuXmuFQ9z+MowB7swyHYcAJVuIQa1IHAAzzBC7waj8az8Wa8T1rnjHxmB/7I+PgGm2eXjw==</latexit>



… but MLE is not optimal for other anomaly families

0 µ
X1 X2 X3 · · · Xn

Data                        distributed asX1, . . . , Xn
<latexit sha1_base64="0IfTjFLebn5+4PnhFSFaL0C+Yx0=">AAAB+HicbVDLSgNBEOyNrxgfiXr0MhgEDyHsRkGPQS8eI5i4kCzL7GQ2GTL7YKZXiCFf4sWDIl79FG/+jZNkD5pYMFBUddE9FaRSaLTtb6uwtr6xuVXcLu3s7u2XKweHHZ1kivE2S2Si3IBqLkXM2yhQcjdVnEaB5A/B6GbmPzxypUUS3+M45V5EB7EIBaNoJL9Sdn2nRnr9BHWNuL5RqnbdnoOsEicnVcjR8itfJsyyiMfIJNW669gpehOqUDDJp6VepnlK2YgOeNfQmEZce5P54VNyapQ+CRNlXoxkrv5OTGik9TgKzGREcaiXvZn4n9fNMLzyJiJOM+QxWywKM0kwIbMWSF8ozlCODaFMCXMrYUOqKEPTVcmU4Cx/eZV0GnXnvN64u6g2r/M6inAMJ3AGDlxCE26hBW1gkMEzvMKb9WS9WO/Wx2K0YOWZI/gD6/MH+guSAA==</latexit>

Xi ⇠
(
N(µ, 1) if i 2 A

N(0, 1) otherwise
<latexit sha1_base64="fqm2Jvhbzsl4oGfwEs8ndgtxdP0="></latexit>

where anomaly is a member of 
anomaly family

A 2 S
<latexit sha1_base64="jsdSv9V1FKE+69xTTRvIoDOmi5I=">AAAB+nicbVC7TsMwFL0pr1JeKYwsFhUSU5UUJBgLLIxF0IfURJXjuq1Vx4lsB1SFfgoLAwix8iVs/A1OmwFajmTp6Jx7dY9PEHOmtON8W4WV1bX1jeJmaWt7Z3fPLu+3VJRIQpsk4pHsBFhRzgRtaqY57cSS4jDgtB2MrzO//UClYpG415OY+iEeCjZgBGsj9ezyJfKYQF6I9Yhgnt5Ne3bFqTozoGXi5qQCORo9+8vrRyQJqdCEY6W6rhNrP8VSM8LptOQlisaYjPGQdg0VOKTKT2fRp+jYKH00iKR5QqOZ+nsjxaFSkzAwk1lEtehl4n9eN9GDCz9lIk40FWR+aJBwpCOU9YD6TFKi+cQQTCQzWREZYYmJNm2VTAnu4peXSatWdU+rtduzSv0qr6MIh3AEJ+DCOdThBhrQBAKP8Ayv8GY9WS/Wu/UxHy1Y+c4B/IH1+QOOuJOO</latexit>

S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

bAMLE = argmax
S2S

1p
|S|

X

i2S

Xi

<latexit sha1_base64="8nHrsIvGbrd9O/eUvnw/vdn1bDw="></latexit>

Maximum Likelihood Estimator (MLE):

• Jeng et al (JASA 2010) show 
(asymptotic) “near-optimality” for 
interval family         

• Liu and A-C (KDD 2019) show similar 
guarantees for submatrix family 

In recent prior work, we (RECOMB 
2020) observed that MLE is a biased
estimator for the connected family                     
S = CG

<latexit sha1_base64="TfnfnMSAKE6r1C5Vc+FK1F8YheE=">AAACAnicbZDLSsNAFIZP6q3WW9SVuBksgquSVEE3QrELXVa0rdCGMJlO2qGTCzMToYTixldx40IRtz6FO9/GSRtEW38Y+PjPOcw5vxdzJpVlfRmFhcWl5ZXiamltfWNzy9zeackoEYQ2ScQjcedhSTkLaVMxxeldLCgOPE7b3rCe1dv3VEgWhbdqFFMnwP2Q+YxgpS3X3OsGWA0I5unN+PyH62P30jXLVsWaCM2DnUMZcjVc87Pbi0gS0FARjqXs2FasnBQLxQin41I3kTTGZIj7tKMxxAGVTjo5YYwOtdNDfiT0CxWauL8nUhxIOQo83ZktKWdrmflfrZMo/8xJWRgnioZk+pGfcKQilOWBekxQovhIAyaC6V0RGWCBidKplXQI9uzJ89CqVuzjSvX6pFy7yOMowj4cwBHYcAo1uIIGNIHAAzzBC7waj8az8Wa8T1sLRj6zC39kfHwDgYWXfg==</latexit>

S = In
<latexit sha1_base64="0F4BnttSOEGyFx2LehXyIzdSYDc=">AAACAnicbZDLSsNAFIZP6q3WW9WVuBksgquSVEE3QtGN7iraC7ShTKbTduhkEmYmQgnBja/ixoUibn0Kd76NkzaIth4Y+Pj/c5hzfi/kTGnb/rJyC4tLyyv51cLa+sbmVnF7p6GCSBJaJwEPZMvDinImaF0zzWkrlBT7HqdNb3SZ+s17KhULxJ0eh9T18UCwPiNYG6lb3Ov4WA8J5vFtcv7D10nXeCW7bE8KzYOTQQmyqnWLn51eQCKfCk04Vqrt2KF2Yyw1I5wmhU6kaIjJCA9o26DAPlVuPDkhQYdG6aF+IM0TGk3U3xMx9pUa+57pTJdUs14q/ue1I90/c2MmwkhTQaYf9SOOdIDSPFCPSUo0HxvARDKzKyJDLDHRJrWCCcGZPXkeGpWyc1yu3JyUqhdZHHnYhwM4AgdOoQpXUIM6EHiAJ3iBV+vRerberPdpa87KZnbhT1kf38XLl6s=</latexit>

S = MN
<latexit sha1_base64="qIFQyOtD6W5mjTAW3xLvT2fwFvk=">AAACAnicbZDLSsNAFIZPvNZ6i7oSN4NFcFWSKuhGKLpxo1S0F2hDmEwn7dDJhZmJUEJw46u4caGIW5/CnW/jtA2irT8MfPznHOac34s5k8qyvoy5+YXFpeXCSnF1bX1j09zabsgoEYTWScQj0fKwpJyFtK6Y4rQVC4oDj9OmN7gY1Zv3VEgWhXdqGFMnwL2Q+YxgpS3X3O0EWPUJ5ultdvbDV5l77Zolq2yNhWbBzqEEuWqu+dnpRiQJaKgIx1K2bStWToqFYoTTrNhJJI0xGeAebWsMcUClk45PyNCBdrrIj4R+oUJj9/dEigMph4GnO0dLyunayPyv1k6Uf+qkLIwTRUMy+chPOFIRGuWBukxQovhQAyaC6V0R6WOBidKpFXUI9vTJs9ColO2jcuXmuFQ9z+MowB7swyHYcAJVuIQa1IHAAzzBC7waj8az8Wa8T1rnjHxmB/7I+PgGm2eXjw==</latexit>



MLE is biased for connected subgraphs

Connected anomaly A of size |A|=11 is 
implanted in graph of NEast USA 
(Standard benchmark for spatial scan 
statistics)

0 µ
X1 X2 X3 · · · Xn

Data                        distributed asX1, . . . , Xn
<latexit sha1_base64="0IfTjFLebn5+4PnhFSFaL0C+Yx0=">AAAB+HicbVDLSgNBEOyNrxgfiXr0MhgEDyHsRkGPQS8eI5i4kCzL7GQ2GTL7YKZXiCFf4sWDIl79FG/+jZNkD5pYMFBUddE9FaRSaLTtb6uwtr6xuVXcLu3s7u2XKweHHZ1kivE2S2Si3IBqLkXM2yhQcjdVnEaB5A/B6GbmPzxypUUS3+M45V5EB7EIBaNoJL9Sdn2nRnr9BHWNuL5RqnbdnoOsEicnVcjR8itfJsyyiMfIJNW669gpehOqUDDJp6VepnlK2YgOeNfQmEZce5P54VNyapQ+CRNlXoxkrv5OTGik9TgKzGREcaiXvZn4n9fNMLzyJiJOM+QxWywKM0kwIbMWSF8ozlCODaFMCXMrYUOqKEPTVcmU4Cx/eZV0GnXnvN64u6g2r/M6inAMJ3AGDlxCE26hBW1gkMEzvMKb9WS9WO/Wx2K0YOWZI/gD6/MH+guSAA==</latexit>

Xi ⇠
(
N(µ, 1) if i 2 A

N(0, 1) otherwise
<latexit sha1_base64="fqm2Jvhbzsl4oGfwEs8ndgtxdP0="></latexit>

where anomaly is a member of 
anomaly family

A 2 S
<latexit sha1_base64="jsdSv9V1FKE+69xTTRvIoDOmi5I=">AAAB+nicbVC7TsMwFL0pr1JeKYwsFhUSU5UUJBgLLIxF0IfURJXjuq1Vx4lsB1SFfgoLAwix8iVs/A1OmwFajmTp6Jx7dY9PEHOmtON8W4WV1bX1jeJmaWt7Z3fPLu+3VJRIQpsk4pHsBFhRzgRtaqY57cSS4jDgtB2MrzO//UClYpG415OY+iEeCjZgBGsj9ezyJfKYQF6I9Yhgnt5Ne3bFqTozoGXi5qQCORo9+8vrRyQJqdCEY6W6rhNrP8VSM8LptOQlisaYjPGQdg0VOKTKT2fRp+jYKH00iKR5QqOZ+nsjxaFSkzAwk1lEtehl4n9eN9GDCz9lIk40FWR+aJBwpCOU9YD6TFKi+cQQTCQzWREZYYmJNm2VTAnu4peXSatWdU+rtduzSv0qr6MIh3AEJ+DCOdThBhrQBAKP8Ayv8GY9WS/Wu/UxHy1Y+c4B/IH1+QOOuJOO</latexit>

S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>
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For connected family         
MLE is biased estimator of size |A| of 
anomaly, i.e. on average 

MLE
<latexit sha1_base64="UBiLhGdvPt0+vM5Ywdbk0lwtuwo=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRV0GNRBA8KFewHtqFstpt26WYTdidiCf0XXjwo4tV/481/47bNQVsfDDzem2Fmnh8LrtFxvq3c0vLK6lp+vbCxubW9U9zda+goUZTVaSQi1fKJZoJLVkeOgrVixUjoC9b0h5cTv/nIlOaRvMdRzLyQ9CUPOCVopIcOsidMb2+uxt1iySk7U9iLxM1ICTLUusWvTi+iScgkUkG0brtOjF5KFHIq2LjQSTSLCR2SPmsbKknItJdOLx7bR0bp2UGkTEm0p+rviZSEWo9C33SGBAd63puI/3ntBINzL+UyTpBJOlsUJMLGyJ68b/e4YhTFyBBCFTe32nRAFKFoQiqYENz5lxdJo1J2T8qVu9NS9SKLIw8HcAjH4MIZVOEaalAHChKe4RXeLG29WO/Wx6w1Z2Uz+/AH1ucPkxuQ2Q==</latexit>

| bAMLE| >> |A|
<latexit sha1_base64="tTBa6r7jXaebZ7f2izlh0/UJo2k=">AAACCnicbVDJSgNBEO1xN25Rj15ag+ApzKigp+CC4EFBwSRCEoaenopp0rPQXaOGyZy9+CtePCji1S/w5t/YWQ4afVDweK+KqnpeLIVG2/6yxsYnJqemZ2Zzc/MLi0v55ZWKjhLFocwjGalrj2mQIoQyCpRwHStggSeh6rWPe371FpQWUXiFnRgaAbsJRVNwhkZy8+vd+p3wocUwPczctI5wj+n52UmWdWmpRLuHXTdfsIt2H/QvcYakQIa4cPOfdT/iSQAhcsm0rjl2jI2UKRRcQparJxpixtvsBmqGhiwA3Uj7r2R00yg+bUbKVIi0r/6cSFmgdSfwTGfAsKVHvZ74n1dLsLnfSEUYJwghHyxqJpJiRHu5UF8o4Cg7hjCuhLmV8hZTjKNJL2dCcEZf/ksq20Vnp7h9uVs4OBrGMUPWyAbZIg7ZIwfklFyQMuHkgTyRF/JqPVrP1pv1Pmgds4Yzq+QXrI9vZ4qarw==</latexit>

S = CG
<latexit sha1_base64="TfnfnMSAKE6r1C5Vc+FK1F8YheE=">AAACAnicbZDLSsNAFIZP6q3WW9SVuBksgquSVEE3QrELXVa0rdCGMJlO2qGTCzMToYTixldx40IRtz6FO9/GSRtEW38Y+PjPOcw5vxdzJpVlfRmFhcWl5ZXiamltfWNzy9zeackoEYQ2ScQjcedhSTkLaVMxxeldLCgOPE7b3rCe1dv3VEgWhbdqFFMnwP2Q+YxgpS3X3OsGWA0I5unN+PyH62P30jXLVsWaCM2DnUMZcjVc87Pbi0gS0FARjqXs2FasnBQLxQin41I3kTTGZIj7tKMxxAGVTjo5YYwOtdNDfiT0CxWauL8nUhxIOQo83ZktKWdrmflfrZMo/8xJWRgnioZk+pGfcKQilOWBekxQovhIAyaC6V0RGWCBidKplXQI9uzJ89CqVuzjSvX6pFy7yOMowj4cwBHYcAo1uIIGNIHAAzzBC7waj8az8Wa8T1sLRj6zC39kfHwDgYWXfg==</latexit>



Questions
1. For which anomaly families      is the MLE              biased?

2. For anomaly families      where MLE               is biased, is there a better 
estimator?

S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

bAMLE
<latexit sha1_base64="wkUszxK9xldXTxqN4FbSdxltw2o=">AAACAXicbVDJSgNBEO2JW4xb1IvgZTAInsJMFPQYFcGDQgSzQGYIPZ1K0qRnobtGDcN48Ve8eFDEq3/hzb+xsxw08UHB470qqup5keAKLevbyMzNLywuZZdzK6tr6xv5za2aCmPJoMpCEcqGRxUIHkAVOQpoRBKo7wmoe/3zoV+/A6l4GNziIALXp92AdzijqKVWfse5523oUUxO01biIDxgcn11kaatfMEqWiOYs8SekAKZoNLKfzntkMU+BMgEVappWxG6CZXImYA058QKIsr6tAtNTQPqg3KT0Qepua+VttkJpa4AzZH6eyKhvlID39OdPsWemvaG4n9eM8bOiZvwIIoRAjZe1ImFiaE5jMNscwkMxUATyiTXt5qsRyVlqEPL6RDs6ZdnSa1UtA+LpZujQvlsEkeW7JI9ckBsckzK5JJUSJUw8kieySt5M56MF+Pd+Bi3ZozJzDb5A+PzB0NIl2g=</latexit>

bAMLE
<latexit sha1_base64="wkUszxK9xldXTxqN4FbSdxltw2o=">AAACAXicbVDJSgNBEO2JW4xb1IvgZTAInsJMFPQYFcGDQgSzQGYIPZ1K0qRnobtGDcN48Ve8eFDEq3/hzb+xsxw08UHB470qqup5keAKLevbyMzNLywuZZdzK6tr6xv5za2aCmPJoMpCEcqGRxUIHkAVOQpoRBKo7wmoe/3zoV+/A6l4GNziIALXp92AdzijqKVWfse5523oUUxO01biIDxgcn11kaatfMEqWiOYs8SekAKZoNLKfzntkMU+BMgEVappWxG6CZXImYA058QKIsr6tAtNTQPqg3KT0Qepua+VttkJpa4AzZH6eyKhvlID39OdPsWemvaG4n9eM8bOiZvwIIoRAjZe1ImFiaE5jMNscwkMxUATyiTXt5qsRyVlqEPL6RDs6ZdnSa1UtA+LpZujQvlsEkeW7JI9ckBsckzK5JJUSJUw8kieySt5M56MF+Pd+Bi3ZozJzDb5A+PzB0NIl2g=</latexit>
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0.35 Interval Family In

Submatrix Family MN

Connected Family CG

Unstructured Family Pn

Our Contributions

1. For which anomaly families      is the MLE              biased?S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

bAMLE
<latexit sha1_base64="wkUszxK9xldXTxqN4FbSdxltw2o=">AAACAXicbVDJSgNBEO2JW4xb1IvgZTAInsJMFPQYFcGDQgSzQGYIPZ1K0qRnobtGDcN48Ve8eFDEq3/hzb+xsxw08UHB470qqup5keAKLevbyMzNLywuZZdzK6tr6xv5za2aCmPJoMpCEcqGRxUIHkAVOQpoRBKo7wmoe/3zoV+/A6l4GNziIALXp92AdzijqKVWfse5523oUUxO01biIDxgcn11kaatfMEqWiOYs8SekAKZoNLKfzntkMU+BMgEVappWxG6CZXImYA058QKIsr6tAtNTQPqg3KT0Qepua+VttkJpa4AzZH6eyKhvlID39OdPsWemvaG4n9eM8bOiZvwIIoRAjZe1ImFiaE5jMNscwkMxUATyiTXt5qsRyVlqEPL6RDs6ZdnSa1UtA+LpZujQvlsEkeW7JI9ckBsckzK5JJUSJUw8kieySt5M56MF+Pd+Bi3ZozJzDb5A+PzB0NIl2g=</latexit>

Our conjecture: MLE is biased ↔ number of sets in anomaly family      
that contain the anomaly A is exponential

S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

(→) We prove. Generalizes previous results on 
interval/submatrix family, which have sub-exponential size

(←) Give partial proof/empirical evidence

0 µ
X1 X2 X3 · · · Xn

Data                        distributed asX1, . . . , Xn
<latexit sha1_base64="0IfTjFLebn5+4PnhFSFaL0C+Yx0=">AAAB+HicbVDLSgNBEOyNrxgfiXr0MhgEDyHsRkGPQS8eI5i4kCzL7GQ2GTL7YKZXiCFf4sWDIl79FG/+jZNkD5pYMFBUddE9FaRSaLTtb6uwtr6xuVXcLu3s7u2XKweHHZ1kivE2S2Si3IBqLkXM2yhQcjdVnEaB5A/B6GbmPzxypUUS3+M45V5EB7EIBaNoJL9Sdn2nRnr9BHWNuL5RqnbdnoOsEicnVcjR8itfJsyyiMfIJNW669gpehOqUDDJp6VepnlK2YgOeNfQmEZce5P54VNyapQ+CRNlXoxkrv5OTGik9TgKzGREcaiXvZn4n9fNMLzyJiJOM+QxWywKM0kwIbMWSF8ozlCODaFMCXMrYUOqKEPTVcmU4Cx/eZV0GnXnvN64u6g2r/M6inAMJ3AGDlxCE26hBW1gkMEzvMKb9WS9WO/Wx2K0YOWZI/gD6/MH+guSAA==</latexit>

Xi ⇠
(
N(µ, 1) if i 2 A

N(0, 1) otherwise
<latexit sha1_base64="fqm2Jvhbzsl4oGfwEs8ndgtxdP0="></latexit>

where anomaly is a member of 
anomaly family

A 2 S
<latexit sha1_base64="jsdSv9V1FKE+69xTTRvIoDOmi5I=">AAAB+nicbVC7TsMwFL0pr1JeKYwsFhUSU5UUJBgLLIxF0IfURJXjuq1Vx4lsB1SFfgoLAwix8iVs/A1OmwFajmTp6Jx7dY9PEHOmtON8W4WV1bX1jeJmaWt7Z3fPLu+3VJRIQpsk4pHsBFhRzgRtaqY57cSS4jDgtB2MrzO//UClYpG415OY+iEeCjZgBGsj9ezyJfKYQF6I9Yhgnt5Ne3bFqTozoGXi5qQCORo9+8vrRyQJqdCEY6W6rhNrP8VSM8LptOQlisaYjPGQdg0VOKTKT2fRp+jYKH00iKR5QqOZ+nsjxaFSkzAwk1lEtehl4n9eN9GDCz9lIk40FWR+aJBwpCOU9YD6TFKi+cQQTCQzWREZYYmJNm2VTAnu4peXSatWdU+rtduzSv0qr6MIh3AEJ+DCOdThBhrQBAKP8Ayv8GY9WS/Wu/UxHy1Y+c4B/IH1+QOOuJOO</latexit>

S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit> µ

B
ia
s
of

M
L
E

<latexit sha1_base64="m0d+Rxu8DHvXH403R+updxcfKtU=">AAAB+3icbVDLSsNAFJ3UV62vWJduBovgqiRV0GWpCC4UKtgHtKFMppN26CQTZm6kJeRX3LhQxK0/4s6/cfpYaOuBC4dz7uXee/xYcA2O823l1tY3Nrfy24Wd3b39A/uw2NQyUZQ1qBRStX2imeARawAHwdqxYiT0BWv5o+up33piSnMZPcIkZl5IBhEPOCVgpJ5d7AIbQ1rjRGMZ4Pu7m6xnl5yyMwNeJe6ClNAC9Z791e1LmoQsAiqI1h3XicFLiQJOBcsK3USzmNARGbCOoREJmfbS2e0ZPjVKHwdSmYoAz9TfEykJtZ6EvukMCQz1sjcV//M6CQRXXsqjOAEW0fmiIBEYJJ4GgftcMQpiYgihiptbMR0SRSiYuAomBHf55VXSrJTd83Ll4aJUrS3iyKNjdILOkIsuURXdojpqIIrG6Bm9ojcrs16sd+tj3pqzFjNH6A+szx9EiJPu</latexit>



2.    For anomaly families      where MLE               is biased, is there a better estimator?S
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

bAMLE
<latexit sha1_base64="wkUszxK9xldXTxqN4FbSdxltw2o=">AAACAXicbVDJSgNBEO2JW4xb1IvgZTAInsJMFPQYFcGDQgSzQGYIPZ1K0qRnobtGDcN48Ve8eFDEq3/hzb+xsxw08UHB470qqup5keAKLevbyMzNLywuZZdzK6tr6xv5za2aCmPJoMpCEcqGRxUIHkAVOQpoRBKo7wmoe/3zoV+/A6l4GNziIALXp92AdzijqKVWfse5523oUUxO01biIDxgcn11kaatfMEqWiOYs8SekAKZoNLKfzntkMU+BMgEVappWxG6CZXImYA058QKIsr6tAtNTQPqg3KT0Qepua+VttkJpa4AzZH6eyKhvlID39OdPsWemvaG4n9eM8bOiZvwIIoRAjZe1ImFiaE5jMNscwkMxUATyiTXt5qsRyVlqEPL6RDs6ZdnSa1UtA+LpZujQvlsEkeW7JI9ckBsckzK5JJUSJUw8kieySt5M56MF+Pd+Bi3ZozJzDb5A+PzB0NIl2g=</latexit>

3
2
1
0

NetMix (α = 0.05)

Our Estimator
<latexit sha1_base64="QWyIT8PToVgjZQ3EgDUsPj9G1pY=">AAAB/XicbVDLSgMxFM34rPU1PnZugkVwVWaqoMuiCO6sYB/QDiWTZtrQTDIkd8Q6FH/FjQtF3Pof7vwb08dCWw8EDufcyz05YSK4Ac/7dhYWl5ZXVnNr+fWNza1td2e3ZlSqKatSJZRuhMQwwSWrAgfBGolmJA4Fq4f9y5Ffv2facCXvYJCwICZdySNOCVip7e63gD1AdpNqfGWAxwSUHrbdglf0xsDzxJ+SApqi0na/Wh1F05hJoIIY0/S9BIKMaOBUsGG+lRqWENonXda0VJKYmSAbpx/iI6t0cKS0fRLwWP29kZHYmEEc2kkbr2dmvZH4n9dMIToPMi6TFJikk0NRKjAoPKoCd7hmFMTAEkI1t1kx7RFNKNjC8rYEf/bL86RWKvonxdLtaaF8Ma0jhw7QITpGPjpDZXSNKqiKKHpEz+gVvTlPzovz7nxMRhec6c4e+gPn8wcQmZWe</latexit>

3
2
1
0

SS (α = 0.05) 3
2
1
0

SS (α = 0.05)

3
2
1
0

SS (α = 0.05)

TP

FN

FP

3
2
1
0

SS (α = 0.05)

MLE
<latexit sha1_base64="UBiLhGdvPt0+vM5Ywdbk0lwtuwo=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRV0GNRBA8KFewHtqFstpt26WYTdidiCf0XXjwo4tV/481/47bNQVsfDDzem2Fmnh8LrtFxvq3c0vLK6lp+vbCxubW9U9zda+goUZTVaSQi1fKJZoJLVkeOgrVixUjoC9b0h5cTv/nIlOaRvMdRzLyQ9CUPOCVopIcOsidMb2+uxt1iySk7U9iLxM1ICTLUusWvTi+iScgkUkG0brtOjF5KFHIq2LjQSTSLCR2SPmsbKknItJdOLx7bR0bp2UGkTEm0p+rviZSEWo9C33SGBAd63puI/3ntBINzL+UyTpBJOlsUJMLGyJ68b/e4YhTFyBBCFTe32nRAFKFoQiqYENz5lxdJo1J2T8qVu9NS9SKLIw8HcAjH4MIZVOEaalAHChKe4RXeLG29WO/Wx6w1Z2Uz+/AH1ucPkxuQ2Q==</latexit>

Key idea: Estimate anomaly size |A| by fitting data to mixture model

Our Contributions

Our work: asymptotically unbiased estimator for all anomaly familiesS
<latexit sha1_base64="s0ORvqxeEX0PpYtJdKPahu55m4g=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFNy4r2gdMh5JJM21oJhmSjFCGfoYbF4q49Wvc+Tdm2llo64HA4Zx7ybknTDjTxnW/ndLa+sbmVnm7srO7t39QPTzqaJkqQttEcql6IdaUM0HbhhlOe4miOA457YaT29zvPlGlmRSPZprQIMYjwSJGsLGS34+xGRPMs4fZoFpz6+4caJV4BalBgdag+tUfSpLGVBjCsda+5yYmyLAyjHA6q/RTTRNMJnhEfUsFjqkOsnnkGTqzyhBFUtknDJqrvzcyHGs9jUM7mUfUy14u/uf5qYmug4yJJDVUkMVHUcqRkSi/Hw2ZosTwqSWYKGazIjLGChNjW6rYErzlk1dJp1H3LuqN+8ta86aoowwncArn4MEVNOEOWtAGAhKe4RXeHOO8OO/Ox2K05BQ7x/AHzucPjPaRbQ==</latexit>

MLE
<latexit sha1_base64="UBiLhGdvPt0+vM5Ywdbk0lwtuwo=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRV0GNRBA8KFewHtqFstpt26WYTdidiCf0XXjwo4tV/481/47bNQVsfDDzem2Fmnh8LrtFxvq3c0vLK6lp+vbCxubW9U9zda+goUZTVaSQi1fKJZoJLVkeOgrVixUjoC9b0h5cTv/nIlOaRvMdRzLyQ9CUPOCVopIcOsidMb2+uxt1iySk7U9iLxM1ICTLUusWvTi+iScgkUkG0brtOjF5KFHIq2LjQSTSLCR2SPmsbKknItJdOLx7bR0bp2UGkTEm0p+rviZSEWo9C33SGBAd63puI/3ntBINzL+UyTpBJOlsUJMLGyJ68b/e4YhTFyBBCFTe32nRAFKFoQiqYENz5lxdJo1J2T8qVu9NS9SKLIw8HcAjH4MIZVOEaalAHChKe4RXeLG29WO/Wx6w1Z2Uz+/AH1ucPkxuQ2Q==</latexit>

Our Estimator
<latexit sha1_base64="QWyIT8PToVgjZQ3EgDUsPj9G1pY=">AAAB/XicbVDLSgMxFM34rPU1PnZugkVwVWaqoMuiCO6sYB/QDiWTZtrQTDIkd8Q6FH/FjQtF3Pof7vwb08dCWw8EDufcyz05YSK4Ac/7dhYWl5ZXVnNr+fWNza1td2e3ZlSqKatSJZRuhMQwwSWrAgfBGolmJA4Fq4f9y5Ffv2facCXvYJCwICZdySNOCVip7e63gD1AdpNqfGWAxwSUHrbdglf0xsDzxJ+SApqi0na/Wh1F05hJoIIY0/S9BIKMaOBUsGG+lRqWENonXda0VJKYmSAbpx/iI6t0cKS0fRLwWP29kZHYmEEc2kkbr2dmvZH4n9dMIToPMi6TFJikk0NRKjAoPKoCd7hmFMTAEkI1t1kx7RFNKNjC8rYEf/bL86RWKvonxdLtaaF8Ma0jhw7QITpGPjpDZXSNKqiKKHpEz+gVvTlPzovz7nxMRhec6c4e+gPn8wcQmZWe</latexit>

Simulated Data Real Data (Breast Cancer in NYC)



Thank you for listening!

If you have any questions or comments, stop by the 
poster session J
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