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Adversarial purification

Adversarial attack

 An image containing a small perturbation to human completely changes the prediction 
results

Adversarial training

 Train a neural network with adversarial images

Adversarial purification

 Defend a trained classifiers by using an additional purifier network

 Consider purification as denoising of the adversarial attacks



Adaptive Denoising Purification (ADP)

Our defense strategy, ADP, consists of 3 steps:

 Screening attacked images by random noise

 Purification by deterministic updates

 Merging duplicate of purified images and predict
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Adversarial attacks against ADP

The list of adversarial attacks designed to break ADP
1. Classifier PGD (Preprocessor-blind) [Madry et al., 2015]
2. BPDA+EOT attack (Strong adaptive) [Athalye et al., 2018]
3. SPSA attack (Score-based black-box) [Uesato et al., 2018]
For all attacks, the threat models are fixed to ℓ∞ 𝜀𝜀-ball with 𝜀𝜀 = 8/255.



Experiment results

CIFAR-10, Strong adaptive attack CIFAR-10, Preprocessor-blind attack



Conclusion

 EBM trained with denoising score matching quickly purifies attacked images with 
deterministic short-run updates.

 Our DSM-based purification shows superior performance compared to existing methods.

 Some further directions

 Certified robustness: As a generative randomized smoothing classifier, further investigation on 
denoising-based adversarial purification will shed light on certified robustness that can also be achieved 
empirically. A brief analysis is introduced in our main paper.

 Scalability: Recent progress on score-based generative modelling and diffusion model can also facilitate 
adversarial purification for larger-scale images
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