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Adversairal Training

- Adversarial data can easily fool the standard trained classifier.

* Adversarial training is one of the most effective methods to
obtain the adversarial robustness for the trained classifier.
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Conventional Adversarial Training

* Minimax formulation:

argminE, y.p {maéx L(6,z + e, y)} ,
0 €c

* Projected gradient descent (PGD) formulates the problem of
finding the most adversarial data as a constrained optimization

problem. Namely, given a starting point x*€S, and step size q,
PGD works as followed:

1 = TIg, (¢ + a- sen(V,L(z!, 4 0)).



Feature Scattering based Adversarial
Training (FS)

- Maxmize the wesserstein distance of outputs of clean and
perturbed data (inter sample relationship is considerred).
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N are two discrete distributions for natural examples
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to measure the feature similarity.



Generalization Issue of Adversarial
Training

* While previous methods achieve impressive robustness
performance, there still exists a big robust generalization gap
between training and test sets.

* The robust generalization gap (training accuracy - test accuracy)
of AT is around 40% and FS is around 20%.



Analysis for Generalization Issue

* Visualization for output feautures and effect of adversarial
perturbations on feature shifts.

- Adversarial perturbations cause the different feature shifts for
test and training data and lead to generalization issue.
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(a) FS w/ clean data (b) FS w/ adversarial data (a) FS training shifts (b) FS test shifts



Theoretical Analysis for Robust
Generalization

* Relationship between robust generalization and standard
generalization. (Difference is feature shift inconsistancy)
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do(z,Ci) =E[fp(z°%) - fo(2)|z € Ci]



Theoretical Analysis for Robust
Generalization

* Relationship between robust generalization and feature shift

inconsistancy. (The changes of the shift inconsistency and gap
difference RGE-GE are consistent.)
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Adversarial Training with Shift
Consistency Regularization

To consider different types of

¢ Penallze the feature Shlft InCOnSIStency attacks, we penalize the upper

n bound of shift inconsistency:

min | ) [L(x",y; 0)]
= max Eﬁl(“{f’; x;, N;).
.r]l. = — d ::' €54 i .
2D D SO, X Ny |
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s.t. xfd” = arg max L(x;, yi; 9). We approximate test feature

X} ESx; shft with average feature shift

over training data.
SfC‘(x?ﬂT”, x1, Nj) = ||d,g(x}1d”) — do(x1, N3, -
) y SiC(af, ps) = |do(a) — pill3
where do(x““") = fo(x™7) = fo(x)

dp(z,Ci) = B[ fo(2°") - fy(2)|z € Ci]



Some Results

Table 1. Accuracy under white-box attacks on CIFAR-10

ACCURACY UNDER WHITE-BOX ATTACK (e = 8)

MODELS CLEAN

FGSM PGD20 PGD40 PGDI00O CW20 CW40 CWI00
STANDARD 95.60 36.90 ().00 (.00 0.00 (.00 (.00 .00
AT 85.70) 54.90 44 .90 44 80 44 80 45.70  45.60 45.40
TLA 80.21 58.88 51.59 - - - - -
LAT &87.80) - 53.54 - 53.04 - - -
BILATERAL  91.20 70.70 57.50 - 55.20 56.20 - 53.80
FS 90.00 78.40 70.50 70.30 68.60 62.40  62.10 60.60
RST-AWP 88.25 67.94 63.73 - 03.58 61.62 - -
RLFAT 8§2.72 - 58.75 - - 51.94 - -
RLFAT 84.77 53.97 - - 52.40 -

F5-5CR 92.70 89.87 76.45 71.60 67.79 75.42 72.69 69.79




Some Results

Table 2. Accuracy under different white-box attack on CIFAR-100 and SVHN

MODELS CIFAR-100{e = 8) SVHN({e = 8)
CLEAN FGSM  PGD20  PGDIOOD CW20 CWI00 CLEAN FGSM  PGD20O PGDIDD CW20 CWI00D

STANDARD 79.00 10.00 0.00 .00 000 0.00 97.20 53.00 0.30 0.10 (.30 0.10
AT 59.90 28.50 22.60 22.30 23.20 23.00 93.90 68,40 47.90 46.00 48.70 47.30
LAT 60.94 - 27.03 26.41 - - 610.94 - 60.23 59.97 - -
BILATERAL 68.20 6. 80 26.70 25.30 - 22.10 94.10 H9.80 53.90 300,30 - 48.90
F§ 73.90 61.00 47.20 46.20 34.60 30.60 96.20 83.50 62.90 52.00 61.30 50.80
AT-AWP - - 3071 - - - - - 39,12 - - -
RLFAT 58.96 - 31.63 - 27.54 - - - - - - -
RLFAT p 536.70 - 31.99 - 29.04 - - - - - - -

F5-5CR 74.20) 72.19 48.487 47.34 3890 33.60 96.60 92,52 70,24 60.72 64.62 54.90




Some Results
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(c) FS-SCR training shifts
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Thanks for your attention



