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Background

ML systems are fragile, susceptible to attacks.

Types of attacks
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* In this work, we focus on data poisoning attacks.



Data poisoning attack

* [he adversary manipulates the training data.

& ={xp )l —

Data poisoning attacks

-

Backdoor attack Clean label attack Label flip attack

Label; Fish Label: Fish

A small
periurbation
1o one
training
example

STOP STOP STOP STOP!

Can change
multiplo tost
predictions

N

Clean Yellow Square 4 Bomb & Flower

Orig (confidence): Dog (97%) Dog (98%) 0.2 04 086 08 1
New (confidence) Fieh (97%) Figh (93%) ish (B7% Fish (63%) Fish (52%) (e) Far-rotate

[Gu et al., 2017] [Koh & Liang, 2017] [Chan et al., 2021]



Data poisoning attack

* [he adversary manipulates the training data.
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We focus on the latter two cases:|X; = X, +0,V,=Yy; |; |X;,=X;,y,=—Yy;w.p.p




Convex learning problem

Goal: solve the stochastic optimization problem
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Convex learning problem

Goal: solve the stochastic optimization problem

min F(w) := ‘(X,y)N@[f()’f(XQ w))l,

wew

where W is a convex set, £ is convex in w.

Standard approach is to use SGD, where the learner takes w and gets access to a first
order stochastic oracle for g(w) € dF(w).

Observation: data poisoning attacks (0,) can be viewed as oracle poisoning attacks ({)).

. ;= 8(w;) — g(w,).
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Convex learning problem

Goal: solve the stochastic optimization problem

min F(w) := ‘(X,y)N@[f()’f(XQ w))l,

wew

where W is a convex set, £ is convex in w.

Main Result: Excess risk bound for clean label attacks:

DN [
[F(W)] = F(ws) € O(—= +————)
n
Remark: 1. Z ||| = @(\/ﬁ) gives no significant statistical overhead.

<n

2. The above upper bound is tight in an information-theoretic sense (see paper for a lower
bound).



W=[w,...,w,]€R> a=][q,...,a,] €R”

Two-layer neural networks

» Atwo-layer ReLU net parameterized by (a, W),
|
fix;a, W) := —— Z a.6(wWIx), 6(z) is ReLU.

m ¢

* Trained by online SGD using logistic loss.

hidden layer output layer

» Goal: minimize L(W) := P ) o(f(x;a, W) <0).

Assumption: The data distribution is separable by a

positive margin y in the reproducing kernel Hilbert space

induced by the gradient of the infinite-width network at
initialization, [(Du et al., 2018), (Ji & Telgarsky, 2019)].




Main Result

Regime A (clean label attacks)

Theorem: With probability at least 1 — 6, we show the following for the iterates of SGD:
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provided that B < @(y/\/c_z’), @(—8) <m< 0O( :;2). O hides poly-logarithmic dependence on n.
Y Y

Remark: 1. B is per-sample perturbation; § is overall perturbation; m is the network width.

2.5 < y2 n to allow a non-empty width range.

3. Theorem implies SGD can handle large per-sample perturbation, as long as overall perturbation is small.

For other regimes like small per-sample perturbation with large overall perturbation setting (Regime B),
and label flip attack (Regime C), check our paper for details.



Experiments

 Main takeaway: networks that are extremely over-parameterized are more
susceptible to attacks.
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Figure: Clean test accuracy as a function of network width under clean data setting and poisoned data setting on MNIST (left) and CIFAR10 (right).
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