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• Repeated game between an agent and an environment
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• Model
§ At each (discrete) time t, the agent plays action At from a set of K actions
§ The agent receives reward         , drawn from unknown distribution At

What are bandits?
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• Regret lower bounds
§ Problem-dependent:                                               where     is expected reward  
§ Problem-independent: 

• Performance measure
§ Regret(loss)

§ Minimize regret = maximize total reward

• Popular algorithms
§ Upper Confidence Bounds (UCB), Thompson Sampling, epsilon-greedy
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• Adversarial learning is well studied in deep learning
• How robust are bandits? 
• Many applications

§ Clinical trials
§ Recommendation systems
§ Ad placement
§ A/B test
§ A component of game-playing algorithms (MCTS), e.g. AlphaGo
§ Resource allocation

• If under stealthy attack, hard to detect (due to limited feedback)

Motivations



Offline model

• Distributed system
• Algorithm updates in batches

§ Yahoo! Front Page (daily)

• Attacker manipulates the 
rewards       by adding 
• Target arm      , sub-optimal 
• Goal: bandit plays      with 

high prob.               at T+1
• Cost: 
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<latexit sha1_base64="vrhJq5VuMJ2Go9kg8pT6KTGsLgQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxorGFNpTNdtMu3WzC7kQooT/BiwcVr/4jb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bo0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqAccpD2I6UCISjKKV7nUPe9WaW3dnIMvEK0gNCjR71a9uP2FZzBUySY3peG6KQU41Cib5pNLNDE8pG9EB71iqaMxNkM9OnZATq/RJlGhbCslM/T2R09iYcRzazpji0Cx6U/E/r5NhdBnkQqUZcsXmi6JMEkzI9G/SF5ozlGNLKNPC3krYkGrK0KZTsSF4iy8vE/+sflV3785rjesijTIcwTGcggcX0IBbaIIPDAbwDK/w5kjnxXl3PuatJaeYOYQ/cD5/ANQajaw=</latexit><latexit sha1_base64="vrhJq5VuMJ2Go9kg8pT6KTGsLgQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxorGFNpTNdtMu3WzC7kQooT/BiwcVr/4jb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bo0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqAccpD2I6UCISjKKV7nUPe9WaW3dnIMvEK0gNCjR71a9uP2FZzBUySY3peG6KQU41Cib5pNLNDE8pG9EB71iqaMxNkM9OnZATq/RJlGhbCslM/T2R09iYcRzazpji0Cx6U/E/r5NhdBnkQqUZcsXmi6JMEkzI9G/SF5ozlGNLKNPC3krYkGrK0KZTsSF4iy8vE/+sflV3785rjesijTIcwTGcggcX0IBbaIIPDAbwDK/w5kjnxXl3PuatJaeYOYQ/cD5/ANQajaw=</latexit><latexit sha1_base64="vrhJq5VuMJ2Go9kg8pT6KTGsLgQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxorGFNpTNdtMu3WzC7kQooT/BiwcVr/4jb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bo0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqAccpD2I6UCISjKKV7nUPe9WaW3dnIMvEK0gNCjR71a9uP2FZzBUySY3peG6KQU41Cib5pNLNDE8pG9EB71iqaMxNkM9OnZATq/RJlGhbCslM/T2R09iYcRzazpji0Cx6U/E/r5NhdBnkQqUZcsXmi6JMEkzI9G/SF5ozlGNLKNPC3krYkGrK0KZTsSF4iy8vE/+sflV3785rjesijTIcwTGcggcX0IBbaIIPDAbwDK/w5kjnxXl3PuatJaeYOYQ/cD5/ANQajaw=</latexit>

a⇤
<latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit>

a⇤
<latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit>

✏t
<latexit sha1_base64="RSxk6TusV/Fv1+1J9e4RqUxSIfI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxgrHFNpTNdtMu3WzC7kQoof/CiwcVr/4cb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bg0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqHscpD2I6UCISjKKVHrs8NUImqoe9as2tuzOQZeIVpAYFmr3qV7efsCzmCpmkxnQ8N8UgpxoFk3xS6WaGp5SN6IB3LFU05ibIZxdPyIlV+iRKtC2FZKb+nshpbMw4Dm1nTHFoFr2p+J/XyTC6DHKh0gy5YvNFUSYJJmT6PukLzRnKsSWUaWFvJWxINWVoQ6rYELzFl5eJf1a/qrt357XGdZFGGY7gGE7BgwtowC00wQcGCp7hFd4c47w4787HvLXkFDOH8AfO5w9Gw5DW</latexit><latexit sha1_base64="RSxk6TusV/Fv1+1J9e4RqUxSIfI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxgrHFNpTNdtMu3WzC7kQoof/CiwcVr/4cb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bg0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqHscpD2I6UCISjKKVHrs8NUImqoe9as2tuzOQZeIVpAYFmr3qV7efsCzmCpmkxnQ8N8UgpxoFk3xS6WaGp5SN6IB3LFU05ibIZxdPyIlV+iRKtC2FZKb+nshpbMw4Dm1nTHFoFr2p+J/XyTC6DHKh0gy5YvNFUSYJJmT6PukLzRnKsSWUaWFvJWxINWVoQ6rYELzFl5eJf1a/qrt357XGdZFGGY7gGE7BgwtowC00wQcGCp7hFd4c47w4787HvLXkFDOH8AfO5w9Gw5DW</latexit><latexit sha1_base64="RSxk6TusV/Fv1+1J9e4RqUxSIfI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxgrHFNpTNdtMu3WzC7kQoof/CiwcVr/4cb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bg0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqHscpD2I6UCISjKKVHrs8NUImqoe9as2tuzOQZeIVpAYFmr3qV7efsCzmCpmkxnQ8N8UgpxoFk3xS6WaGp5SN6IB3LFU05ibIZxdPyIlV+iRKtC2FZKb+nshpbMw4Dm1nTHFoFr2p+J/XyTC6DHKh0gy5YvNFUSYJJmT6PukLzRnKsSWUaWFvJWxINWVoQ6rYELzFl5eJf1a/qrt357XGdZFGGY7gGE7BgwtowC00wQcGCp7hFd4c47w4787HvLXkFDOH8AfO5w9Gw5DW</latexit>

C(T )2 =
TX

t=1

✏2t =
X

a2A
||~✏a||22.

<latexit sha1_base64="TzvrnV2ABs04AoKf2GIxptEliwU="></latexit><latexit sha1_base64="TzvrnV2ABs04AoKf2GIxptEliwU="></latexit><latexit sha1_base64="TzvrnV2ABs04AoKf2GIxptEliwU="></latexit>

1� �
<latexit sha1_base64="xY/UUKVehusCScHupSrlRJwdFqE=">AAAB7nicbVBNS8NAEN34WetX1aOXxSJ4sSQiqBcpePFYwdpCG8pmM2mXbjZxdyKU0D/hxYOKV3+PN/+N2zYHbX0w8Hhvhpl5QSqFQdf9dpaWV1bX1ksb5c2t7Z3dyt7+g0kyzaHJE5nodsAMSKGgiQIltFMNLA4ktILhzcRvPYE2IlH3OErBj1lfiUhwhlZqe6fdECSyXqXq1twp6CLxClIlBRq9ylc3THgWg0IumTEdz03Rz5lGwSWMy93MQMr4kPWhY6liMRg/n947psdWCWmUaFsK6VT9PZGz2JhRHNjOmOHAzHsT8T+vk2F06edCpRmC4rNFUSYpJnTyPA2FBo5yZAnjWthbKR8wzTjaiMo2BG/+5UXSPKtd1dy782r9ukijRA7JETkhHrkgdXJLGqRJOJHkmbySN+fReXHenY9Z65JTzByQP3A+fwDW1I9d</latexit><latexit sha1_base64="xY/UUKVehusCScHupSrlRJwdFqE=">AAAB7nicbVBNS8NAEN34WetX1aOXxSJ4sSQiqBcpePFYwdpCG8pmM2mXbjZxdyKU0D/hxYOKV3+PN/+N2zYHbX0w8Hhvhpl5QSqFQdf9dpaWV1bX1ksb5c2t7Z3dyt7+g0kyzaHJE5nodsAMSKGgiQIltFMNLA4ktILhzcRvPYE2IlH3OErBj1lfiUhwhlZqe6fdECSyXqXq1twp6CLxClIlBRq9ylc3THgWg0IumTEdz03Rz5lGwSWMy93MQMr4kPWhY6liMRg/n947psdWCWmUaFsK6VT9PZGz2JhRHNjOmOHAzHsT8T+vk2F06edCpRmC4rNFUSYpJnTyPA2FBo5yZAnjWthbKR8wzTjaiMo2BG/+5UXSPKtd1dy782r9ukijRA7JETkhHrkgdXJLGqRJOJHkmbySN+fReXHenY9Z65JTzByQP3A+fwDW1I9d</latexit><latexit sha1_base64="xY/UUKVehusCScHupSrlRJwdFqE=">AAAB7nicbVBNS8NAEN34WetX1aOXxSJ4sSQiqBcpePFYwdpCG8pmM2mXbjZxdyKU0D/hxYOKV3+PN/+N2zYHbX0w8Hhvhpl5QSqFQdf9dpaWV1bX1ksb5c2t7Z3dyt7+g0kyzaHJE5nodsAMSKGgiQIltFMNLA4ktILhzcRvPYE2IlH3OErBj1lfiUhwhlZqe6fdECSyXqXq1twp6CLxClIlBRq9ylc3THgWg0IumTEdz03Rz5lGwSWMy93MQMr4kPWhY6liMRg/n947psdWCWmUaFsK6VT9PZGz2JhRHNjOmOHAzHsT8T+vk2F06edCpRmC4rNFUSYpJnTyPA2FBo5yZAnjWthbKR8wzTjaiMo2BG/+5UXSPKtd1dy782r9ukijRA7JETkhHrkgdXJLGqRJOJHkmbySN+fReXHenY9Z65JTzByQP3A+fwDW1I9d</latexit>



Offline model: epsilon greedy algorithm

• Optimal para:
• Post-attack empirical mean:
• Attack error tolerance:
• Quadratic program with linear constraints

at =

(
A, ↵t

argmaxa2A µ̃a(t� 1),
.

<latexit sha1_base64="ss/s649NGgNEhPhJti5/EgIjwkg="></latexit><latexit sha1_base64="ss/s649NGgNEhPhJti5/EgIjwkg="></latexit><latexit sha1_base64="ss/s649NGgNEhPhJti5/EgIjwkg="></latexit>

↵t = ⇥(1/t)
<latexit sha1_base64="k6b3Axd6rHkN65OK/kKjS8M9u9c=">AAAB/nicbVA9SwNBEN2LXzF+RQUbm8UgxCbeiaAWSsDGMkLOBHIhzG32kiV7H+zOCSGm8K/YWKjY+jvs/Ddukis0+mDg8d4MM/P8RAqNtv1l5RYWl5ZX8quFtfWNza3i9s6djlPFuMtiGaumD5pLEXEXBUreTBSH0Je84Q+uJ37jnist4qiOw4S3Q+hFIhAM0Eid4p4HMulDB+kl9ep9jlB2jvGoUyzZFXsK+pc4GSmRDLVO8dPrxiwNeYRMgtYtx06wPQKFgkk+Lnip5gmwAfR4y9AIQq7bo+n9Y3polC4NYmUqQjpVf06MINR6GPqmMwTs63lvIv7ntVIMztsjESUp8ojNFgWppBjTSRi0KxRnKIeGAFPC3EpZHxQwNJEVTAjO/Mt/iXtSuajYt6el6lWWRp7skwNSJg45I1VyQ2rEJYw8kCfyQl6tR+vZerPeZ605K5vZJb9gfXwDQyKUfw==</latexit><latexit sha1_base64="k6b3Axd6rHkN65OK/kKjS8M9u9c=">AAAB/nicbVA9SwNBEN2LXzF+RQUbm8UgxCbeiaAWSsDGMkLOBHIhzG32kiV7H+zOCSGm8K/YWKjY+jvs/Ddukis0+mDg8d4MM/P8RAqNtv1l5RYWl5ZX8quFtfWNza3i9s6djlPFuMtiGaumD5pLEXEXBUreTBSH0Je84Q+uJ37jnist4qiOw4S3Q+hFIhAM0Eid4p4HMulDB+kl9ep9jlB2jvGoUyzZFXsK+pc4GSmRDLVO8dPrxiwNeYRMgtYtx06wPQKFgkk+Lnip5gmwAfR4y9AIQq7bo+n9Y3polC4NYmUqQjpVf06MINR6GPqmMwTs63lvIv7ntVIMztsjESUp8ojNFgWppBjTSRi0KxRnKIeGAFPC3EpZHxQwNJEVTAjO/Mt/iXtSuajYt6el6lWWRp7skwNSJg45I1VyQ2rEJYw8kCfyQl6tR+vZerPeZ605K5vZJb9gfXwDQyKUfw==</latexit><latexit sha1_base64="k6b3Axd6rHkN65OK/kKjS8M9u9c=">AAAB/nicbVA9SwNBEN2LXzF+RQUbm8UgxCbeiaAWSsDGMkLOBHIhzG32kiV7H+zOCSGm8K/YWKjY+jvs/Ddukis0+mDg8d4MM/P8RAqNtv1l5RYWl5ZX8quFtfWNza3i9s6djlPFuMtiGaumD5pLEXEXBUreTBSH0Je84Q+uJ37jnist4qiOw4S3Q+hFIhAM0Eid4p4HMulDB+kl9ep9jlB2jvGoUyzZFXsK+pc4GSmRDLVO8dPrxiwNeYRMgtYtx06wPQKFgkk+Lnip5gmwAfR4y9AIQq7bo+n9Y3polC4NYmUqQjpVf06MINR6GPqmMwTs63lvIv7ntVIMztsjESUp8ojNFgWppBjTSRi0KxRnKIeGAFPC3EpZHxQwNJEVTAjO/Mt/iXtSuajYt6el6lWWRp7skwNSJg45I1VyQ2rEJYw8kCfyQl6tR+vZerPeZ605K5vZJb9gfXwDQyKUfw==</latexit>

µ̃a(t)
<latexit sha1_base64="kwFjXRmo/MBs6D0W3D4itR/9BvI=">AAAB+HicbVBNS8NAEN3Ur1q/oh69LBahXkoqgnqRghePFYwtNCFsNpt26W4SdieFEvpPvHhQ8epP8ea/cdvmoK0PBh7vzTAzL8wE1+A431ZlbX1jc6u6XdvZ3ds/sA+PnnSaK8pcmopU9UKimeAJc4GDYL1MMSJDwbrh6G7md8dMaZ4mjzDJmC/JIOExpwSMFNi2B1xErPBkPg1IA84Du+40nTnwKmmVpI5KdAL7y4tSmkuWABVE637LycAviAJOBZvWvFyzjNARGbC+oQmRTPvF/PIpPjNKhONUmUoAz9XfEwWRWk9kaDolgaFe9mbif14/h/jaL3iS5cASulgU5wJDimcx4IgrRkFMDCFUcXMrpkOiCAUTVs2E0Fp+eZW4F82bpvNwWW/flmlU0Qk6RQ3UQleoje5RB7mIojF6Rq/ozSqsF+vd+li0Vqxy5hj9gfX5A8FEk0M=</latexit><latexit sha1_base64="kwFjXRmo/MBs6D0W3D4itR/9BvI=">AAAB+HicbVBNS8NAEN3Ur1q/oh69LBahXkoqgnqRghePFYwtNCFsNpt26W4SdieFEvpPvHhQ8epP8ea/cdvmoK0PBh7vzTAzL8wE1+A431ZlbX1jc6u6XdvZ3ds/sA+PnnSaK8pcmopU9UKimeAJc4GDYL1MMSJDwbrh6G7md8dMaZ4mjzDJmC/JIOExpwSMFNi2B1xErPBkPg1IA84Du+40nTnwKmmVpI5KdAL7y4tSmkuWABVE637LycAviAJOBZvWvFyzjNARGbC+oQmRTPvF/PIpPjNKhONUmUoAz9XfEwWRWk9kaDolgaFe9mbif14/h/jaL3iS5cASulgU5wJDimcx4IgrRkFMDCFUcXMrpkOiCAUTVs2E0Fp+eZW4F82bpvNwWW/flmlU0Qk6RQ3UQleoje5RB7mIojF6Rq/ozSqsF+vd+li0Vqxy5hj9gfX5A8FEk0M=</latexit><latexit sha1_base64="kwFjXRmo/MBs6D0W3D4itR/9BvI=">AAAB+HicbVBNS8NAEN3Ur1q/oh69LBahXkoqgnqRghePFYwtNCFsNpt26W4SdieFEvpPvHhQ8epP8ea/cdvmoK0PBh7vzTAzL8wE1+A431ZlbX1jc6u6XdvZ3ds/sA+PnnSaK8pcmopU9UKimeAJc4GDYL1MMSJDwbrh6G7md8dMaZ4mjzDJmC/JIOExpwSMFNi2B1xErPBkPg1IA84Du+40nTnwKmmVpI5KdAL7y4tSmkuWABVE637LycAviAJOBZvWvFyzjNARGbC+oQmRTPvF/PIpPjNKhONUmUoAz9XfEwWRWk9kaDolgaFe9mbif14/h/jaL3iS5cASulgU5wJDimcx4IgrRkFMDCFUcXMrpkOiCAUTVs2E0Fp+eZW4F82bpvNwWW/flmlU0Qk6RQ3UQleoje5RB7mIojF6Rq/ozSqsF+vd+li0Vqxy5hj9gfX5A8FEk0M=</latexit>

� =
K � 1

K
↵T+1

<latexit sha1_base64="p4h3IJ7vs4VkZTfSmhtoOm2MOkI=">AAACCnicbVDLSsNAFJ3UV62vqks3Q4sgiCURQV0oBTdCNxUaW2hCuJlO2qGTBzMToYTs3fgrblyouPUL3Pk3Th8LbT1w4XDOvdx7j59wJpVpfhuFpeWV1bXiemljc2t7p7y7dy/jVBBqk5jHouODpJxF1FZMcdpJBIXQ57TtD2/GfvuBCsniqKVGCXVD6EcsYASUlrxyxelRrgBfYScQQLLGiZVnjdwBngzAy1rHVu6Vq2bNnAAvEmtGqmiGplf+cnoxSUMaKcJByq5lJsrNQChGOM1LTippAmQIfdrVNIKQSjeb/JLjQ630cBALXZHCE/X3RAahlKPQ150hqIGc98bif143VcGFm7EoSRWNyHRRkHKsYjwOBveYoETxkSZABNO3YjIAnYnS8ZV0CNb8y4vEPq1d1sy7s2r9epZGER2gCjpCFjpHdXSLmshGBD2iZ/SK3own48V4Nz6mrQVjNrOP/sD4/AEFbZn2</latexit><latexit sha1_base64="p4h3IJ7vs4VkZTfSmhtoOm2MOkI=">AAACCnicbVDLSsNAFJ3UV62vqks3Q4sgiCURQV0oBTdCNxUaW2hCuJlO2qGTBzMToYTs3fgrblyouPUL3Pk3Th8LbT1w4XDOvdx7j59wJpVpfhuFpeWV1bXiemljc2t7p7y7dy/jVBBqk5jHouODpJxF1FZMcdpJBIXQ57TtD2/GfvuBCsniqKVGCXVD6EcsYASUlrxyxelRrgBfYScQQLLGiZVnjdwBngzAy1rHVu6Vq2bNnAAvEmtGqmiGplf+cnoxSUMaKcJByq5lJsrNQChGOM1LTippAmQIfdrVNIKQSjeb/JLjQ630cBALXZHCE/X3RAahlKPQ150hqIGc98bif143VcGFm7EoSRWNyHRRkHKsYjwOBveYoETxkSZABNO3YjIAnYnS8ZV0CNb8y4vEPq1d1sy7s2r9epZGER2gCjpCFjpHdXSLmshGBD2iZ/SK3own48V4Nz6mrQVjNrOP/sD4/AEFbZn2</latexit><latexit sha1_base64="p4h3IJ7vs4VkZTfSmhtoOm2MOkI=">AAACCnicbVDLSsNAFJ3UV62vqks3Q4sgiCURQV0oBTdCNxUaW2hCuJlO2qGTBzMToYTs3fgrblyouPUL3Pk3Th8LbT1w4XDOvdx7j59wJpVpfhuFpeWV1bXiemljc2t7p7y7dy/jVBBqk5jHouODpJxF1FZMcdpJBIXQ57TtD2/GfvuBCsniqKVGCXVD6EcsYASUlrxyxelRrgBfYScQQLLGiZVnjdwBngzAy1rHVu6Vq2bNnAAvEmtGqmiGplf+cnoxSUMaKcJByq5lJsrNQChGOM1LTippAmQIfdrVNIKQSjeb/JLjQ630cBALXZHCE/X3RAahlKPQ150hqIGc98bif143VcGFm7EoSRWNyHRRkHKsYjwOBveYoETxkSZABNO3YjIAnYnS8ZV0CNb8y4vEPq1d1sy7s2r9epZGER2gCjpCFjpHdXSLmshGBD2iZ/SK3own48V4Nz6mrQVjNrOP/sD4/AEFbZn2</latexit>

P1 : min
~✏a:a2A

X

a2A
||~✏a||22

s.t. µ̃a⇤(T ) � µ̃a(T ) + ⇠, 8a 6= a⇤
<latexit sha1_base64="dIwav9begNyInh9BdiF4uFStNnk="></latexit><latexit sha1_base64="dIwav9begNyInh9BdiF4uFStNnk="></latexit><latexit sha1_base64="dIwav9begNyInh9BdiF4uFStNnk="></latexit>



Offline model: UCB algorithm

• Attack error tolerance: 
• Conditional “deterministic” algorithm
• Quadratic program with linear constraints

P2 : min
~✏a:a2A

X

a2A
||~✏a||22

s.t. ua⇤(T + 1) � ua(T + 1) + ⇠, 8a 6= a⇤
<latexit sha1_base64="j1/Tpg50boGqOaxH2e4Eg0KXhTs="></latexit><latexit sha1_base64="j1/Tpg50boGqOaxH2e4Eg0KXhTs="></latexit><latexit sha1_base64="j1/Tpg50boGqOaxH2e4Eg0KXhTs="></latexit>

at = argmax

a2A
ua(t) := µ̃a(t� 1) + 3�

s
log t

Na(t� 1)

.
<latexit sha1_base64="/mQRMGAmxSs+Wv2L77AZTKDabTk="></latexit><latexit sha1_base64="/mQRMGAmxSs+Wv2L77AZTKDabTk="></latexit><latexit sha1_base64="/mQRMGAmxSs+Wv2L77AZTKDabTk="></latexit>

� = 0
<latexit sha1_base64="BOHPRlRGv1vY0mJoqrq7oAf76Ls=">AAAB8nicbVBNS8NAEN3Urxq/qh69LBbBU0lEUA9KwYvHCsYWmlA2m027dLMJuxOhhP4NLx5UvPprvPlv3LQ5aOuDgcd7M8zMCzPBNTjOt1VbWV1b36hv2lvbO7t7jf2DR53mijKPpiJVvZBoJrhkHnAQrJcpRpJQsG44vi397hNTmqfyASYZCxIylDzmlICRfD9iAgi+xo5tDxpNp+XMgJeJW5EmqtAZNL78KKV5wiRQQbTuu04GQUEUcCrY1PZzzTJCx2TI+oZKkjAdFLObp/jEKBGOU2VKAp6pvycKkmg9SULTmRAY6UWvFP/z+jnEl0HBZZYDk3S+KM4FhhSXAeCIK0ZBTAwhVHFzK6YjoggFE1MZgrv48jLxzlpXLef+vNm+qdKooyN0jE6Riy5QG92hDvIQRRl6Rq/ozcqtF+vd+pi31qxq5hD9gfX5Aw7Ij+g=</latexit><latexit sha1_base64="BOHPRlRGv1vY0mJoqrq7oAf76Ls=">AAAB8nicbVBNS8NAEN3Urxq/qh69LBbBU0lEUA9KwYvHCsYWmlA2m027dLMJuxOhhP4NLx5UvPprvPlv3LQ5aOuDgcd7M8zMCzPBNTjOt1VbWV1b36hv2lvbO7t7jf2DR53mijKPpiJVvZBoJrhkHnAQrJcpRpJQsG44vi397hNTmqfyASYZCxIylDzmlICRfD9iAgi+xo5tDxpNp+XMgJeJW5EmqtAZNL78KKV5wiRQQbTuu04GQUEUcCrY1PZzzTJCx2TI+oZKkjAdFLObp/jEKBGOU2VKAp6pvycKkmg9SULTmRAY6UWvFP/z+jnEl0HBZZYDk3S+KM4FhhSXAeCIK0ZBTAwhVHFzK6YjoggFE1MZgrv48jLxzlpXLef+vNm+qdKooyN0jE6Riy5QG92hDvIQRRl6Rq/ozcqtF+vd+pi31qxq5hD9gfX5Aw7Ij+g=</latexit><latexit sha1_base64="BOHPRlRGv1vY0mJoqrq7oAf76Ls=">AAAB8nicbVBNS8NAEN3Urxq/qh69LBbBU0lEUA9KwYvHCsYWmlA2m027dLMJuxOhhP4NLx5UvPprvPlv3LQ5aOuDgcd7M8zMCzPBNTjOt1VbWV1b36hv2lvbO7t7jf2DR53mijKPpiJVvZBoJrhkHnAQrJcpRpJQsG44vi397hNTmqfyASYZCxIylDzmlICRfD9iAgi+xo5tDxpNp+XMgJeJW5EmqtAZNL78KKV5wiRQQbTuu04GQUEUcCrY1PZzzTJCx2TI+oZKkjAdFLObp/jEKBGOU2VKAp6pvycKkmg9SULTmRAY6UWvFP/z+jnEl0HBZZYDk3S+KM4FhhSXAeCIK0ZBTAwhVHFzK6YjoggFE1MZgrv48jLxzlpXLef+vNm+qdKooyN0jE6Riy5QG92hDvIQRRl6Rq/ozcqtF+vd+pi31qxq5hD9gfX5Aw7Ij+g=</latexit>



Offline model: Thompson Sampling

• Bayesian algorithm: prior-posterior, prob. matching
• Quadratic program with convex constraints

at = argmax

a2A
✓a(t) ⇠ N (µ̃a(t� 1)/�2,�2/Na(t� 1))

<latexit sha1_base64="Kjn5FzVaFbg2yYz5xHfqPfaoZDI="></latexit><latexit sha1_base64="Kjn5FzVaFbg2yYz5xHfqPfaoZDI="></latexit><latexit sha1_base64="Kjn5FzVaFbg2yYz5xHfqPfaoZDI="></latexit>

P3 : min
~✏a:a2A

X

a2A
||~✏a||22

s.t.
X

a 6=a⇤

�

 
µ̃a(T )� µ̃a⇤(T )

�3
p
1/ma + 1/ma⇤

!
 �

µ̃a(T )� µ̃a⇤(T )  0, 8a 6= a⇤
<latexit sha1_base64="KRRihKP4kNpndsdpEftrUJGwJ2k="></latexit><latexit sha1_base64="KRRihKP4kNpndsdpEftrUJGwJ2k="></latexit><latexit sha1_base64="KRRihKP4kNpndsdpEftrUJGwJ2k="></latexit>



Online model

• Algorithm updates online
• Attacker manipulates the 

rewards       by adding 
• Target arm      , sub-optimal 
• Goal: bandit plays       in       

with high prob. 
• Cost: 

rt
<latexit sha1_base64="vrhJq5VuMJ2Go9kg8pT6KTGsLgQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxorGFNpTNdtMu3WzC7kQooT/BiwcVr/4jb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bo0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqAccpD2I6UCISjKKV7nUPe9WaW3dnIMvEK0gNCjR71a9uP2FZzBUySY3peG6KQU41Cib5pNLNDE8pG9EB71iqaMxNkM9OnZATq/RJlGhbCslM/T2R09iYcRzazpji0Cx6U/E/r5NhdBnkQqUZcsXmi6JMEkzI9G/SF5ozlGNLKNPC3krYkGrK0KZTsSF4iy8vE/+sflV3785rjesijTIcwTGcggcX0IBbaIIPDAbwDK/w5kjnxXl3PuatJaeYOYQ/cD5/ANQajaw=</latexit><latexit sha1_base64="vrhJq5VuMJ2Go9kg8pT6KTGsLgQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxorGFNpTNdtMu3WzC7kQooT/BiwcVr/4jb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bo0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqAccpD2I6UCISjKKV7nUPe9WaW3dnIMvEK0gNCjR71a9uP2FZzBUySY3peG6KQU41Cib5pNLNDE8pG9EB71iqaMxNkM9OnZATq/RJlGhbCslM/T2R09iYcRzazpji0Cx6U/E/r5NhdBnkQqUZcsXmi6JMEkzI9G/SF5ozlGNLKNPC3krYkGrK0KZTsSF4iy8vE/+sflV3785rjesijTIcwTGcggcX0IBbaIIPDAbwDK/w5kjnxXl3PuatJaeYOYQ/cD5/ANQajaw=</latexit><latexit sha1_base64="vrhJq5VuMJ2Go9kg8pT6KTGsLgQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxorGFNpTNdtMu3WzC7kQooT/BiwcVr/4jb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bo0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqAccpD2I6UCISjKKV7nUPe9WaW3dnIMvEK0gNCjR71a9uP2FZzBUySY3peG6KQU41Cib5pNLNDE8pG9EB71iqaMxNkM9OnZATq/RJlGhbCslM/T2R09iYcRzazpji0Cx6U/E/r5NhdBnkQqUZcsXmi6JMEkzI9G/SF5ozlGNLKNPC3krYkGrK0KZTsSF4iy8vE/+sflV3785rjesijTIcwTGcggcX0IBbaIIPDAbwDK/w5kjnxXl3PuatJaeYOYQ/cD5/ANQajaw=</latexit>

a⇤
<latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit>

a⇤
<latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit><latexit sha1_base64="eIrVhlCND1+kHEgBlcAOJ1KYMvg=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBZBPJRUBPUiBS8eKxpbaGOZbDft0s0m7G6EEvoTvHhQ8eo/8ua/cdvmoK0PBh7vzTAzL0gE18Z1v53C0vLK6lpxvbSxubW9U97de9BxqijzaCxi1QpQM8El8ww3grUSxTAKBGsGw+uJ33xiSvNY3ptRwvwI+5KHnKKx0h0+nnTLFbfqTkEWSS0nFcjR6Ja/Or2YphGThgrUul1zE+NnqAyngo1LnVSzBOkQ+6xtqcSIaT+bnjomR1bpkTBWtqQhU/X3RIaR1qMosJ0RmoGe9ybif147NeGFn3GZpIZJOlsUpoKYmEz+Jj2uGDViZAlSxe2thA5QITU2nZINoTb/8iLxTquXVff2rFK/ytMowgEcwjHU4BzqcAMN8IBCH57hFd4c4bw4787HrLXg5DP78AfO5w9I441Q</latexit>

✏t
<latexit sha1_base64="RSxk6TusV/Fv1+1J9e4RqUxSIfI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxgrHFNpTNdtMu3WzC7kQoof/CiwcVr/4cb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bg0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqHscpD2I6UCISjKKVHrs8NUImqoe9as2tuzOQZeIVpAYFmr3qV7efsCzmCpmkxnQ8N8UgpxoFk3xS6WaGp5SN6IB3LFU05ibIZxdPyIlV+iRKtC2FZKb+nshpbMw4Dm1nTHFoFr2p+J/XyTC6DHKh0gy5YvNFUSYJJmT6PukLzRnKsSWUaWFvJWxINWVoQ6rYELzFl5eJf1a/qrt357XGdZFGGY7gGE7BgwtowC00wQcGCp7hFd4c47w4787HvLXkFDOH8AfO5w9Gw5DW</latexit><latexit sha1_base64="RSxk6TusV/Fv1+1J9e4RqUxSIfI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxgrHFNpTNdtMu3WzC7kQoof/CiwcVr/4cb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bg0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqHscpD2I6UCISjKKVHrs8NUImqoe9as2tuzOQZeIVpAYFmr3qV7efsCzmCpmkxnQ8N8UgpxoFk3xS6WaGp5SN6IB3LFU05ibIZxdPyIlV+iRKtC2FZKb+nshpbMw4Dm1nTHFoFr2p+J/XyTC6DHKh0gy5YvNFUSYJJmT6PukLzRnKsSWUaWFvJWxINWVoQ6rYELzFl5eJf1a/qrt357XGdZFGGY7gGE7BgwtowC00wQcGCp7hFd4c47w4787HvLXkFDOH8AfO5w9Gw5DW</latexit><latexit sha1_base64="RSxk6TusV/Fv1+1J9e4RqUxSIfI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUC9S8OKxgrHFNpTNdtMu3WzC7kQoof/CiwcVr/4cb/4bt20O2vpg4PHeDDPzwlQKg6777ZRWVtfWN8qbla3tnd296v7Bg0kyzbjPEpnodkgNl0JxHwVK3k41p3EoeSsc3Uz91hPXRiTqHscpD2I6UCISjKKVHrs8NUImqoe9as2tuzOQZeIVpAYFmr3qV7efsCzmCpmkxnQ8N8UgpxoFk3xS6WaGp5SN6IB3LFU05ibIZxdPyIlV+iRKtC2FZKb+nshpbMw4Dm1nTHFoFr2p+J/XyTC6DHKh0gy5YvNFUSYJJmT6PukLzRnKsSWUaWFvJWxINWVoQ6rYELzFl5eJf1a/qrt357XGdZFGGY7gGE7BgwtowC00wQcGCp7hFd4c47w4787HvLXkFDOH8AfO5w9Gw5DW</latexit>

1� �
<latexit sha1_base64="xY/UUKVehusCScHupSrlRJwdFqE=">AAAB7nicbVBNS8NAEN34WetX1aOXxSJ4sSQiqBcpePFYwdpCG8pmM2mXbjZxdyKU0D/hxYOKV3+PN/+N2zYHbX0w8Hhvhpl5QSqFQdf9dpaWV1bX1ksb5c2t7Z3dyt7+g0kyzaHJE5nodsAMSKGgiQIltFMNLA4ktILhzcRvPYE2IlH3OErBj1lfiUhwhlZqe6fdECSyXqXq1twp6CLxClIlBRq9ylc3THgWg0IumTEdz03Rz5lGwSWMy93MQMr4kPWhY6liMRg/n947psdWCWmUaFsK6VT9PZGz2JhRHNjOmOHAzHsT8T+vk2F06edCpRmC4rNFUSYpJnTyPA2FBo5yZAnjWthbKR8wzTjaiMo2BG/+5UXSPKtd1dy782r9ukijRA7JETkhHrkgdXJLGqRJOJHkmbySN+fReXHenY9Z65JTzByQP3A+fwDW1I9d</latexit><latexit sha1_base64="xY/UUKVehusCScHupSrlRJwdFqE=">AAAB7nicbVBNS8NAEN34WetX1aOXxSJ4sSQiqBcpePFYwdpCG8pmM2mXbjZxdyKU0D/hxYOKV3+PN/+N2zYHbX0w8Hhvhpl5QSqFQdf9dpaWV1bX1ksb5c2t7Z3dyt7+g0kyzaHJE5nodsAMSKGgiQIltFMNLA4ktILhzcRvPYE2IlH3OErBj1lfiUhwhlZqe6fdECSyXqXq1twp6CLxClIlBRq9ylc3THgWg0IumTEdz03Rz5lGwSWMy93MQMr4kPWhY6liMRg/n947psdWCWmUaFsK6VT9PZGz2JhRHNjOmOHAzHsT8T+vk2F06edCpRmC4rNFUSYpJnTyPA2FBo5yZAnjWthbKR8wzTjaiMo2BG/+5UXSPKtd1dy782r9ukijRA7JETkhHrkgdXJLGqRJOJHkmbySN+fReXHenY9Z65JTzByQP3A+fwDW1I9d</latexit><latexit sha1_base64="xY/UUKVehusCScHupSrlRJwdFqE=">AAAB7nicbVBNS8NAEN34WetX1aOXxSJ4sSQiqBcpePFYwdpCG8pmM2mXbjZxdyKU0D/hxYOKV3+PN/+N2zYHbX0w8Hhvhpl5QSqFQdf9dpaWV1bX1ksb5c2t7Z3dyt7+g0kyzaHJE5nodsAMSKGgiQIltFMNLA4ktILhzcRvPYE2IlH3OErBj1lfiUhwhlZqe6fdECSyXqXq1twp6CLxClIlBRq9ylc3THgWg0IumTEdz03Rz5lGwSWMy93MQMr4kPWhY6liMRg/n947psdWCWmUaFsK6VT9PZGz2JhRHNjOmOHAzHsT8T+vk2F06edCpRmC4rNFUSYpJnTyPA2FBo5yZAnjWthbKR8wzTjaiMo2BG/+5UXSPKtd1dy782r9ukijRA7JETkhHrkgdXJLGqRJOJHkmbySN+fReXHenY9Z65JTzByQP3A+fwDW1I9d</latexit>

bandit
environment

attacker

bandit
algorithm

at
<latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit><latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit><latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit>

rt
<latexit sha1_base64="aJWoNEKSmfY/GuVKx+UT0c8QNVQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile93DXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8f1eiNsg==</latexit><latexit sha1_base64="aJWoNEKSmfY/GuVKx+UT0c8QNVQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile93DXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8f1eiNsg==</latexit><latexit sha1_base64="aJWoNEKSmfY/GuVKx+UT0c8QNVQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile93DXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8f1eiNsg==</latexit>

r0t
<latexit sha1_base64="M4U/nIcl+4wFd/lEwQX+vN/2DtA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbRU0lFUG8FPXisYGyhDWWz3bRLd5OwOxFK6F/w4kHFq7/Im//GTZuDtj4YeLw3w8y8IJHCoOt+O6WV1bX1jfJmZWt7Z3evun/waOJUM+6xWMa6E1DDpYi4hwIl7ySaUxVI3g7GN7nffuLaiDh6wEnCfUWHkQgFo5hL+rSP/WrNrbszkGXSKEgNCrT61a/eIGap4hEySY3pNtwE/YxqFEzyaaWXGp5QNqZD3rU0ooobP5vdOiUnVhmQMNa2IiQz9fdERpUxExXYTkVxZBa9XPzP66YYXvmZiJIUecTmi8JUEoxJ/jgZCM0ZyokllGlhbyVsRDVlaOOp2BAaiy8vE++8fl137y9qzdsijTIcwTGcQQMuoQl30AIPGIzgGV7hzVHOi/PufMxbS04xcwh/4Hz+ADaTjeM=</latexit><latexit sha1_base64="M4U/nIcl+4wFd/lEwQX+vN/2DtA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbRU0lFUG8FPXisYGyhDWWz3bRLd5OwOxFK6F/w4kHFq7/Im//GTZuDtj4YeLw3w8y8IJHCoOt+O6WV1bX1jfJmZWt7Z3evun/waOJUM+6xWMa6E1DDpYi4hwIl7ySaUxVI3g7GN7nffuLaiDh6wEnCfUWHkQgFo5hL+rSP/WrNrbszkGXSKEgNCrT61a/eIGap4hEySY3pNtwE/YxqFEzyaaWXGp5QNqZD3rU0ooobP5vdOiUnVhmQMNa2IiQz9fdERpUxExXYTkVxZBa9XPzP66YYXvmZiJIUecTmi8JUEoxJ/jgZCM0ZyokllGlhbyVsRDVlaOOp2BAaiy8vE++8fl137y9qzdsijTIcwTGcQQMuoQl30AIPGIzgGV7hzVHOi/PufMxbS04xcwh/4Hz+ADaTjeM=</latexit><latexit sha1_base64="M4U/nIcl+4wFd/lEwQX+vN/2DtA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbRU0lFUG8FPXisYGyhDWWz3bRLd5OwOxFK6F/w4kHFq7/Im//GTZuDtj4YeLw3w8y8IJHCoOt+O6WV1bX1jfJmZWt7Z3evun/waOJUM+6xWMa6E1DDpYi4hwIl7ySaUxVI3g7GN7nffuLaiDh6wEnCfUWHkQgFo5hL+rSP/WrNrbszkGXSKEgNCrT61a/eIGap4hEySY3pNtwE/YxqFEzyaaWXGp5QNqZD3rU0ooobP5vdOiUnVhmQMNa2IiQz9fdERpUxExXYTkVxZBa9XPzP66YYXvmZiJIUecTmi8JUEoxJ/jgZCM0ZyokllGlhbyVsRDVlaOOp2BAaiy8vE++8fl137y9qzdsijTIcwTGcQQMuoQl30AIPGIzgGV7hzVHOi/PufMxbS04xcwh/4Hz+ADaTjeM=</latexit>

✏t
<latexit sha1_base64="C0DSr42QQirtGnNmo4v9xBW/bPQ=">AAAB8HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUG8FPXisYGyxDWWznbRLN5uwOxFK6L/w4kHFqz/Hm//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/wYJJMc/B5IhPdDpkBKRT4KFBCO9XA4lBCKxxdT/3WE2gjEnWP4xSCmA2UiARnaKXHLqRGyET1sFetuXV3BrpMvILUSIFmr/rV7Sc8i0Ehl8yYjuemGORMo+ASJpVuZiBlfMQG0LFUsRhMkM8untATq/RplGhbCulM/T2Rs9iYcRzazpjh0Cx6U/E/r5NhdBnkQqUZguLzRVEmKSZ0+j7tCw0c5dgSxrWwt1I+ZJpxtCFVbAje4svLxD+rX9Xdu/Na46ZIo0yOyDE5JR65IA1yS5rEJ5wo8kxeyZtjnBfn3fmYt5acYuaQ/IHz+QNIkZDc</latexit><latexit sha1_base64="C0DSr42QQirtGnNmo4v9xBW/bPQ=">AAAB8HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUG8FPXisYGyxDWWznbRLN5uwOxFK6L/w4kHFqz/Hm//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/wYJJMc/B5IhPdDpkBKRT4KFBCO9XA4lBCKxxdT/3WE2gjEnWP4xSCmA2UiARnaKXHLqRGyET1sFetuXV3BrpMvILUSIFmr/rV7Sc8i0Ehl8yYjuemGORMo+ASJpVuZiBlfMQG0LFUsRhMkM8untATq/RplGhbCulM/T2Rs9iYcRzazpjh0Cx6U/E/r5NhdBnkQqUZguLzRVEmKSZ0+j7tCw0c5dgSxrWwt1I+ZJpxtCFVbAje4svLxD+rX9Xdu/Na46ZIo0yOyDE5JR65IA1yS5rEJ5wo8kxeyZtjnBfn3fmYt5acYuaQ/IHz+QNIkZDc</latexit><latexit sha1_base64="C0DSr42QQirtGnNmo4v9xBW/bPQ=">AAAB8HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUG8FPXisYGyxDWWznbRLN5uwOxFK6L/w4kHFqz/Hm//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/wYJJMc/B5IhPdDpkBKRT4KFBCO9XA4lBCKxxdT/3WE2gjEnWP4xSCmA2UiARnaKXHLqRGyET1sFetuXV3BrpMvILUSIFmr/rV7Sc8i0Ehl8yYjuemGORMo+ASJpVuZiBlfMQG0LFUsRhMkM8untATq/RplGhbCulM/T2Rs9iYcRzazpjh0Cx6U/E/r5NhdBnkQqUZguLzRVEmKSZ0+j7tCw0c5dgSxrWwt1I+ZJpxtCFVbAje4svLxD+rX9Xdu/Na46ZIo0yOyDE5JR65IA1yS5rEJ5wo8kxeyZtjnBfn3fmYt5acYuaQ/IHz+QNIkZDc</latexit>

⇥(T )
<latexit sha1_base64="IjvvIhjFAux8y/9cAGMZWNzR1oU=">AAAB73icbVBNS8NAEN34WetX1aOXxSLUS0lFUC9S8OKxQmMrbSib7aRdutmE3YlQQn+FFw8qXv073vw3btsctPXBwOO9GWbmBYkUBl3321lZXVvf2CxsFbd3dvf2SweHDyZONQePxzLW7YAZkEKBhwIltBMNLAoktILR7dRvPYE2IlZNHCfgR2ygRCg4Qys9dptDQFZpnvVKZbfqzkCXSS0nZZKj0St9dfsxTyNQyCUzplNzE/QzplFwCZNiNzWQMD5iA+hYqlgExs9mB0/oqVX6NIy1LYV0pv6eyFhkzDgKbGfEcGgWvan4n9dJMbzyM6GSFEHx+aIwlRRjOv2e9oUGjnJsCeNa2FspHzLNONqMijaE2uLLy8Q7r15X3fuLcv0mT6NAjskJqZAauSR1ckcaxCOcROSZvJI3RzsvzrvzMW9dcfKZI/IHzucPTd2Pmg==</latexit><latexit sha1_base64="IjvvIhjFAux8y/9cAGMZWNzR1oU=">AAAB73icbVBNS8NAEN34WetX1aOXxSLUS0lFUC9S8OKxQmMrbSib7aRdutmE3YlQQn+FFw8qXv073vw3btsctPXBwOO9GWbmBYkUBl3321lZXVvf2CxsFbd3dvf2SweHDyZONQePxzLW7YAZkEKBhwIltBMNLAoktILR7dRvPYE2IlZNHCfgR2ygRCg4Qys9dptDQFZpnvVKZbfqzkCXSS0nZZKj0St9dfsxTyNQyCUzplNzE/QzplFwCZNiNzWQMD5iA+hYqlgExs9mB0/oqVX6NIy1LYV0pv6eyFhkzDgKbGfEcGgWvan4n9dJMbzyM6GSFEHx+aIwlRRjOv2e9oUGjnJsCeNa2FspHzLNONqMijaE2uLLy8Q7r15X3fuLcv0mT6NAjskJqZAauSR1ckcaxCOcROSZvJI3RzsvzrvzMW9dcfKZI/IHzucPTd2Pmg==</latexit><latexit sha1_base64="IjvvIhjFAux8y/9cAGMZWNzR1oU=">AAAB73icbVBNS8NAEN34WetX1aOXxSLUS0lFUC9S8OKxQmMrbSib7aRdutmE3YlQQn+FFw8qXv073vw3btsctPXBwOO9GWbmBYkUBl3321lZXVvf2CxsFbd3dvf2SweHDyZONQePxzLW7YAZkEKBhwIltBMNLAoktILR7dRvPYE2IlZNHCfgR2ygRCg4Qys9dptDQFZpnvVKZbfqzkCXSS0nZZKj0St9dfsxTyNQyCUzplNzE/QzplFwCZNiNzWQMD5iA+hYqlgExs9mB0/oqVX6NIy1LYV0pv6eyFhkzDgKbGfEcGgWvan4n9dJMbzyM6GSFEHx+aIwlRRjOv2e9oUGjnJsCeNa2FspHzLNONqMijaE2uLLy8Q7r15X3fuLcv0mT6NAjskJqZAauSR1ckcaxCOcROSZvJI3RzsvzrvzMW9dcfKZI/IHzucPTd2Pmg==</latexit>

C(T ) =
TX

t=1

|✏t|
<latexit sha1_base64="Tb5BNAV3Q4MstqYNodlmQoYURQw=">AAACCXicbVA9SwNBEN3zM8avU0ub1SDEJtyJoBaRQBrLCDkTyMWwt9lLlux9sDsnhEtqG/+KjYWKrf/Azn/jJrlCEx8MPN6bYWaeFwuuwLK+jaXlldW19dxGfnNre2fX3Nu/U1EiKXNoJCLZ9IhigofMAQ6CNWPJSOAJ1vAG1YnfeGBS8SiswzBm7YD0Qu5zSkBLHfOoWqyf4jJ2VRJ0Uijb4/s6HrksVlxoH/CoYxaskjUFXiR2RgooQ61jfrndiCYBC4EKolTLtmJop0QCp4KN826iWEzogPRYS9OQBEy10+krY3yilS72I6krBDxVf0+kJFBqGHi6MyDQV/PeRPzPayXgX7ZTHsYJsJDOFvmJwBDhSS64yyWjIIaaECq5vhXTPpGEgk4vr0Ow519eJM5Z6apk3Z4XKtdZGjl0iI5REdnoAlXQDaohB1H0iJ7RK3oznowX4934mLUuGdnMAfoD4/MHlHOZJg==</latexit><latexit sha1_base64="Tb5BNAV3Q4MstqYNodlmQoYURQw=">AAACCXicbVA9SwNBEN3zM8avU0ub1SDEJtyJoBaRQBrLCDkTyMWwt9lLlux9sDsnhEtqG/+KjYWKrf/Azn/jJrlCEx8MPN6bYWaeFwuuwLK+jaXlldW19dxGfnNre2fX3Nu/U1EiKXNoJCLZ9IhigofMAQ6CNWPJSOAJ1vAG1YnfeGBS8SiswzBm7YD0Qu5zSkBLHfOoWqyf4jJ2VRJ0Uijb4/s6HrksVlxoH/CoYxaskjUFXiR2RgooQ61jfrndiCYBC4EKolTLtmJop0QCp4KN826iWEzogPRYS9OQBEy10+krY3yilS72I6krBDxVf0+kJFBqGHi6MyDQV/PeRPzPayXgX7ZTHsYJsJDOFvmJwBDhSS64yyWjIIaaECq5vhXTPpGEgk4vr0Ow519eJM5Z6apk3Z4XKtdZGjl0iI5REdnoAlXQDaohB1H0iJ7RK3oznowX4934mLUuGdnMAfoD4/MHlHOZJg==</latexit><latexit sha1_base64="Tb5BNAV3Q4MstqYNodlmQoYURQw=">AAACCXicbVA9SwNBEN3zM8avU0ub1SDEJtyJoBaRQBrLCDkTyMWwt9lLlux9sDsnhEtqG/+KjYWKrf/Azn/jJrlCEx8MPN6bYWaeFwuuwLK+jaXlldW19dxGfnNre2fX3Nu/U1EiKXNoJCLZ9IhigofMAQ6CNWPJSOAJ1vAG1YnfeGBS8SiswzBm7YD0Qu5zSkBLHfOoWqyf4jJ2VRJ0Uijb4/s6HrksVlxoH/CoYxaskjUFXiR2RgooQ61jfrndiCYBC4EKolTLtmJop0QCp4KN826iWEzogPRYS9OQBEy10+krY3yilS72I6krBDxVf0+kJFBqGHi6MyDQV/PeRPzPayXgX7ZTHsYJsJDOFvmJwBDhSS64yyWjIIaaECq5vhXTPpGEgk4vr0Ow519eJM5Z6apk3Z4XKtdZGjl0iI5REdnoAlXQDaohB1H0iJ7RK3oznowX4934mLUuGdnMAfoD4/MHlHOZJg==</latexit>



Online model: Oracle attacks

• Attack against any bandit algorithm
• Not practical: unknown expectations

✏t = � {at 6= a⇤}[µat � µa⇤ + ⇠]+
<latexit sha1_base64="oLjYcq/TgQTxex/C5HtkmBozcWo="></latexit><latexit sha1_base64="oLjYcq/TgQTxex/C5HtkmBozcWo="></latexit><latexit sha1_base64="oLjYcq/TgQTxex/C5HtkmBozcWo="></latexit>

O(log T )
⇠ > 0 E[Na⇤

(T )] = T � o(T )
O(

P
i 6=a⇤ [µi � µa⇤

+ ⇠]+ log T )
<latexit sha1_base64="TraauIZECVVZwyco15V4o+csEf0="></latexit><latexit sha1_base64="TraauIZECVVZwyco15V4o+csEf0="></latexit><latexit sha1_base64="TraauIZECVVZwyco15V4o+csEf0="></latexit>



Adaptive attacks by constant Estimation (ACE)

• where                                               is decreasing in n  
• Pre-attack empirical mean:
• Attack against any bandit algorithm
• Adaptive and efficient: estimation
• How: concentration inequality + union bound

✏t = � {at 6= a⇤}[µ̂at(t)� µ̂a⇤(t) + �(Nat(t)) + �(Na⇤(t))]+
<latexit sha1_base64="OSMEuliGVNn/M6xCKUHqmWjMJ5k="></latexit><latexit sha1_base64="OSMEuliGVNn/M6xCKUHqmWjMJ5k="></latexit><latexit sha1_base64="OSMEuliGVNn/M6xCKUHqmWjMJ5k="></latexit>

�(n) =

r
2�2

n
log

⇡2Kn2

3�
<latexit sha1_base64="704RSO87BGFrtUUlAG+9/YH5whU="></latexit><latexit sha1_base64="704RSO87BGFrtUUlAG+9/YH5whU="></latexit><latexit sha1_base64="704RSO87BGFrtUUlAG+9/YH5whU="></latexit>

µ̂a(t)
<latexit sha1_base64="FOsQ3n5fdyAewn4TyIe2bCbMz6U=">AAAB9HicbVBNS8NAEN34WetX1aOXxSLUS0lE0N4KXjxWMLbQxLLZbtqlu5uwO1FK6P/w4kHFqz/Gm//GbZuDtj4YeLw3w8y8KBXcgOt+Oyura+sbm6Wt8vbO7t5+5eDw3iSZpsyniUh0JyKGCa6YDxwE66SaERkJ1o5G11O//ci04Ym6g3HKQkkGisecErDSQzAkkAcym/RIDc56lapbd2fAy8QrSBUVaPUqX0E/oZlkCqggxnQ9N4UwJxo4FWxSDjLDUkJHZMC6lioimQnz2dUTfGqVPo4TbUsBnqm/J3IijRnLyHZKAkOz6E3F/7xuBvFVmHOVZsAUnS+KM4EhwdMIcJ9rRkGMLSFUc3srpkOiCQUbVNmG4C2+vEz883qj7t5eVJuNIo0SOkYnqIY8dIma6Aa1kI8o0ugZvaI358l5cd6dj3nrilPMHKE/cD5/AK/VkiQ=</latexit><latexit sha1_base64="FOsQ3n5fdyAewn4TyIe2bCbMz6U=">AAAB9HicbVBNS8NAEN34WetX1aOXxSLUS0lE0N4KXjxWMLbQxLLZbtqlu5uwO1FK6P/w4kHFqz/Gm//GbZuDtj4YeLw3w8y8KBXcgOt+Oyura+sbm6Wt8vbO7t5+5eDw3iSZpsyniUh0JyKGCa6YDxwE66SaERkJ1o5G11O//ci04Ym6g3HKQkkGisecErDSQzAkkAcym/RIDc56lapbd2fAy8QrSBUVaPUqX0E/oZlkCqggxnQ9N4UwJxo4FWxSDjLDUkJHZMC6lioimQnz2dUTfGqVPo4TbUsBnqm/J3IijRnLyHZKAkOz6E3F/7xuBvFVmHOVZsAUnS+KM4EhwdMIcJ9rRkGMLSFUc3srpkOiCQUbVNmG4C2+vEz883qj7t5eVJuNIo0SOkYnqIY8dIma6Aa1kI8o0ugZvaI358l5cd6dj3nrilPMHKE/cD5/AK/VkiQ=</latexit><latexit sha1_base64="FOsQ3n5fdyAewn4TyIe2bCbMz6U=">AAAB9HicbVBNS8NAEN34WetX1aOXxSLUS0lE0N4KXjxWMLbQxLLZbtqlu5uwO1FK6P/w4kHFqz/Gm//GbZuDtj4YeLw3w8y8KBXcgOt+Oyura+sbm6Wt8vbO7t5+5eDw3iSZpsyniUh0JyKGCa6YDxwE66SaERkJ1o5G11O//ci04Ym6g3HKQkkGisecErDSQzAkkAcym/RIDc56lapbd2fAy8QrSBUVaPUqX0E/oZlkCqggxnQ9N4UwJxo4FWxSDjLDUkJHZMC6lioimQnz2dUTfGqVPo4TbUsBnqm/J3IijRnLyHZKAkOz6E3F/7xuBvFVmHOVZsAUnS+KM4EhwdMIcJ9rRkGMLSFUc3srpkOiCQUbVNmG4C2+vEz883qj7t5eVJuNIo0SOkYnqIY8dIma6Aa1kI8o0ugZvaI358l5cd6dj3nrilPMHKE/cD5/AK/VkiQ=</latexit>

� 2 (0, 1) P(E) > 1� �

E = {8a 2 A, 8t : |µ̂a(t)� µa| < �(Na(t))}.
<latexit sha1_base64="Nl2m4SV9jCXSC3fsuykBKdXy1JA="></latexit><latexit sha1_base64="Nl2m4SV9jCXSC3fsuykBKdXy1JA="></latexit><latexit sha1_base64="Nl2m4SV9jCXSC3fsuykBKdXy1JA="></latexit>



Online model: ACE attacks

✏t = � {at 6= a⇤}[µ̂at(t)� µ̂a⇤(t) + �(Nat(t)) + �(Na⇤(t))]+
<latexit sha1_base64="OSMEuliGVNn/M6xCKUHqmWjMJ5k="></latexit><latexit sha1_base64="OSMEuliGVNn/M6xCKUHqmWjMJ5k="></latexit><latexit sha1_base64="OSMEuliGVNn/M6xCKUHqmWjMJ5k="></latexit>
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<latexit sha1_base64="RQZ00po+IMsBjYIReuZ3L0pc3t0="></latexit><latexit sha1_base64="RQZ00po+IMsBjYIReuZ3L0pc3t0="></latexit><latexit sha1_base64="RQZ00po+IMsBjYIReuZ3L0pc3t0="></latexit>

• Tight to oracle attack (with some additive constant)



Simulation results: offline model

• Gaussian distributions with random drawn expectations
• Parameters:
• Poisoning effort ratio:

K = 5,� = 0.1, T = 1000, � = 0.05
<latexit sha1_base64="9G7fT/AM9IFlTRbSQzBX9+VOSZ8=">AAACC3icbVBPS8MwHE39O+e/qUcvxU3wMEY6GLrDYOBF8DJhdYO1jDRNt7A0LUkqjLIP4MWv4sWDile/gDe/jenWg24+CHm8934kv+fFjEoF4bextr6xubVd2Cnu7u0fHJaOju9llAhMbByxSPQ9JAmjnNiKKkb6sSAo9BjpeZPrzO89ECFpxLtqGhM3RCNOA4qR0tKwVK7cthpVR9JRiFqwZlW7LQtCWHV8wlSmwEZFp/Q9h7lKrJyUQY7OsPTl+BFOQsIVZkjKgQVj5aZIKIoZmRWdRJIY4QkakYGmHIVEuul8mZl5rhXfDCKhD1fmXP09kaJQymno6WSI1Fgue5n4nzdIVHDlppTHiSIcLx4KEmaqyMyaMX0qCFZsqgnCguq/mniMBMJK91fUJVjLK68Su15r1uBdvdxu5m0UwCk4AxfAApegDW5AB9gAg0fwDF7Bm/FkvBjvxsciumbkMyfgD4zPH/lKl0s=</latexit><latexit sha1_base64="9G7fT/AM9IFlTRbSQzBX9+VOSZ8=">AAACC3icbVBPS8MwHE39O+e/qUcvxU3wMEY6GLrDYOBF8DJhdYO1jDRNt7A0LUkqjLIP4MWv4sWDile/gDe/jenWg24+CHm8934kv+fFjEoF4bextr6xubVd2Cnu7u0fHJaOju9llAhMbByxSPQ9JAmjnNiKKkb6sSAo9BjpeZPrzO89ECFpxLtqGhM3RCNOA4qR0tKwVK7cthpVR9JRiFqwZlW7LQtCWHV8wlSmwEZFp/Q9h7lKrJyUQY7OsPTl+BFOQsIVZkjKgQVj5aZIKIoZmRWdRJIY4QkakYGmHIVEuul8mZl5rhXfDCKhD1fmXP09kaJQymno6WSI1Fgue5n4nzdIVHDlppTHiSIcLx4KEmaqyMyaMX0qCFZsqgnCguq/mniMBMJK91fUJVjLK68Su15r1uBdvdxu5m0UwCk4AxfAApegDW5AB9gAg0fwDF7Bm/FkvBjvxsciumbkMyfgD4zPH/lKl0s=</latexit><latexit sha1_base64="9G7fT/AM9IFlTRbSQzBX9+VOSZ8=">AAACC3icbVBPS8MwHE39O+e/qUcvxU3wMEY6GLrDYOBF8DJhdYO1jDRNt7A0LUkqjLIP4MWv4sWDile/gDe/jenWg24+CHm8934kv+fFjEoF4bextr6xubVd2Cnu7u0fHJaOju9llAhMbByxSPQ9JAmjnNiKKkb6sSAo9BjpeZPrzO89ECFpxLtqGhM3RCNOA4qR0tKwVK7cthpVR9JRiFqwZlW7LQtCWHV8wlSmwEZFp/Q9h7lKrJyUQY7OsPTl+BFOQsIVZkjKgQVj5aZIKIoZmRWdRJIY4QkakYGmHIVEuul8mZl5rhXfDCKhD1fmXP09kaJQymno6WSI1Fgue5n4nzdIVHDlppTHiSIcLx4KEmaqyMyaMX0qCFZsqgnCguq/mniMBMJK91fUJVjLK68Su15r1uBdvdxu5m0UwCk4AxfAApegDW5AB9gAg0fwDF7Bm/FkvBjvxsciumbkMyfgD4zPH/lKl0s=</latexit>
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<latexit sha1_base64="eilBeCWWCEGLnbPDIoUbGpDLZuY="></latexit><latexit sha1_base64="eilBeCWWCEGLnbPDIoUbGpDLZuY="></latexit><latexit sha1_base64="eilBeCWWCEGLnbPDIoUbGpDLZuY="></latexit>
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Epsilon-greedy UCB Thompson Sampling



Simulation results: online model

• Gaussian distributions with random drawn expectations
• Parameters:
• 3 cases:
• Jun’s attack is optimized if the bandit algo. is known (esp. deterministic).

Epsilon-greedy UCB Thompson Sampling
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K = 2,� = 0.1, T = 105, � = 0.05
<latexit sha1_base64="cFEu3+MjER9GgdnCxz2WN7vM4GE=">AAACC3icbVBPS8MwHE3nvzn/TT16CW6ChzHawdAdBgMvgpcJqxusdaRptoUlbUlSYZR9AC9+FS8eVLz6Bbz5bUy3HnTzQcjjvfcj+T0vYlQq0/w2cmvrG5tb+e3Czu7e/kHx8OhOhrHAxMYhC0XPQ5IwGhBbUcVILxIEcY+Rrje5Sv3uAxGShkFHTSPicjQK6JBipLQ0KJbKN81axZF0xFHTrFqVTtMy7+sVxydMpYpZL+uUvueAq8TKSAlkaA+KX44f4piTQGGGpOxbZqTcBAlFMSOzghNLEiE8QSPS1zRAnEg3mS8zg2da8eEwFPoECs7V3xMJ4lJOuaeTHKmxXPZS8T+vH6vhpZvQIIoVCfDioWHMoAph2gz0qSBYsakmCAuq/wrxGAmEle6voEuwlldeJXat2qiat7VSq5G1kQcn4BScAwtcgBa4Bm1gAwwewTN4BW/Gk/FivBsfi2jOyGaOwR8Ynz9EUZd7</latexit><latexit sha1_base64="cFEu3+MjER9GgdnCxz2WN7vM4GE=">AAACC3icbVBPS8MwHE3nvzn/TT16CW6ChzHawdAdBgMvgpcJqxusdaRptoUlbUlSYZR9AC9+FS8eVLz6Bbz5bUy3HnTzQcjjvfcj+T0vYlQq0/w2cmvrG5tb+e3Czu7e/kHx8OhOhrHAxMYhC0XPQ5IwGhBbUcVILxIEcY+Rrje5Sv3uAxGShkFHTSPicjQK6JBipLQ0KJbKN81axZF0xFHTrFqVTtMy7+sVxydMpYpZL+uUvueAq8TKSAlkaA+KX44f4piTQGGGpOxbZqTcBAlFMSOzghNLEiE8QSPS1zRAnEg3mS8zg2da8eEwFPoECs7V3xMJ4lJOuaeTHKmxXPZS8T+vH6vhpZvQIIoVCfDioWHMoAph2gz0qSBYsakmCAuq/wrxGAmEle6voEuwlldeJXat2qiat7VSq5G1kQcn4BScAwtcgBa4Bm1gAwwewTN4BW/Gk/FivBsfi2jOyGaOwR8Ynz9EUZd7</latexit><latexit sha1_base64="cFEu3+MjER9GgdnCxz2WN7vM4GE=">AAACC3icbVBPS8MwHE3nvzn/TT16CW6ChzHawdAdBgMvgpcJqxusdaRptoUlbUlSYZR9AC9+FS8eVLz6Bbz5bUy3HnTzQcjjvfcj+T0vYlQq0/w2cmvrG5tb+e3Czu7e/kHx8OhOhrHAxMYhC0XPQ5IwGhBbUcVILxIEcY+Rrje5Sv3uAxGShkFHTSPicjQK6JBipLQ0KJbKN81axZF0xFHTrFqVTtMy7+sVxydMpYpZL+uUvueAq8TKSAlkaA+KX44f4piTQGGGpOxbZqTcBAlFMSOzghNLEiE8QSPS1zRAnEg3mS8zg2da8eEwFPoECs7V3xMJ4lJOuaeTHKmxXPZS8T+vH6vhpZvQIIoVCfDioWHMoAph2gz0qSBYsakmCAuq/wrxGAmEle6voEuwlldeJXat2qiat7VSq5G1kQcn4BScAwtcgBa4Bm1gAwwewTN4BW/Gk/FivBsfi2jOyGaOwR8Ynz9EUZd7</latexit>

µ1 = �, µ2 = 0
<latexit sha1_base64="+U8w8q3tk39MeA+1DqOVBo9yz0w=">AAAB/nicbVDLSsNAFJ3UV62vqODGzWAruJCSdKNdFAq6cFnB2EITwmQ6aYfOJGFmIpTYhb/ixoWKW7/DnX/jpM1CWw9cOHPOvcy9J0gYlcqyvo3Syura+kZ5s7K1vbO7Z+4f3Ms4FZg4OGax6AVIEkYj4iiqGOklgiAeMNINxle5330gQtI4ulOThHgcDSMaUoyUlnzzqOby1Ldb7jVhCp3nj0bLqvlm1apbM8BlYhekCgp0fPPLHcQ45SRSmCEp+7aVKC9DQlHMyLTippIkCI/RkPQ1jRAn0stm+0/hqVYGMIyFrkjBmfp7IkNcygkPdCdHaiQXvVz8z+unKrz0MholqSIRnn8UpgyqGOZhwAEVBCs20QRhQfWuEI+QQFjpyCo6BHvx5GXiNOrNunXbqLabRRplcAxOwBmwwQVogxvQAQ7A4BE8g1fwZjwZL8a78TFvLRnFzCH4A+PzBwBClFA=</latexit><latexit sha1_base64="+U8w8q3tk39MeA+1DqOVBo9yz0w=">AAAB/nicbVDLSsNAFJ3UV62vqODGzWAruJCSdKNdFAq6cFnB2EITwmQ6aYfOJGFmIpTYhb/ixoWKW7/DnX/jpM1CWw9cOHPOvcy9J0gYlcqyvo3Syura+kZ5s7K1vbO7Z+4f3Ms4FZg4OGax6AVIEkYj4iiqGOklgiAeMNINxle5330gQtI4ulOThHgcDSMaUoyUlnzzqOby1Ldb7jVhCp3nj0bLqvlm1apbM8BlYhekCgp0fPPLHcQ45SRSmCEp+7aVKC9DQlHMyLTippIkCI/RkPQ1jRAn0stm+0/hqVYGMIyFrkjBmfp7IkNcygkPdCdHaiQXvVz8z+unKrz0MholqSIRnn8UpgyqGOZhwAEVBCs20QRhQfWuEI+QQFjpyCo6BHvx5GXiNOrNunXbqLabRRplcAxOwBmwwQVogxvQAQ7A4BE8g1fwZjwZL8a78TFvLRnFzCH4A+PzBwBClFA=</latexit><latexit sha1_base64="+U8w8q3tk39MeA+1DqOVBo9yz0w=">AAAB/nicbVDLSsNAFJ3UV62vqODGzWAruJCSdKNdFAq6cFnB2EITwmQ6aYfOJGFmIpTYhb/ixoWKW7/DnX/jpM1CWw9cOHPOvcy9J0gYlcqyvo3Syura+kZ5s7K1vbO7Z+4f3Ms4FZg4OGax6AVIEkYj4iiqGOklgiAeMNINxle5330gQtI4ulOThHgcDSMaUoyUlnzzqOby1Ldb7jVhCp3nj0bLqvlm1apbM8BlYhekCgp0fPPLHcQ45SRSmCEp+7aVKC9DQlHMyLTippIkCI/RkPQ1jRAn0stm+0/hqVYGMIyFrkjBmfp7IkNcygkPdCdHaiQXvVz8z+unKrz0MholqSIRnn8UpgyqGOZhwAEVBCs20QRhQfWuEI+QQFjpyCo6BHvx5GXiNOrNunXbqLabRRplcAxOwBmwwQVogxvQAQ7A4BE8g1fwZjwZL8a78TFvLRnFzCH4A+PzBwBClFA=</latexit>



• Negative results: bandits are vulnerable!
§ Algorithm-specific attacks on 3 popular bandits in offline model
§ Adaptive attacks on any bandit in online model

• Any hope to build a robust world?
• Crack the model

§ Encrypt decision
§ Replicate reward records

• Detect by distribution outlier detection

Conclusions and discussions



Thanks!

End


