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finding adversarial examples
[Szegedy et al., 2013]

finding adversarial examples 
using a generator [Song et al., 2018]

differencing neural networks
[Pei et al., 2017]
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find i[32, 32, 3]
where i in [0, 1],

class(NN1(i)) = dog,
class(NN2(i)) = cat,
i – image ! < 2
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finding adversarial examples 
using a generator [Song et al., 2018]

differencing neural networks
[Pei et al., 2017]

finding inputs that deactivates 
neurons

find i[100]
where i in [-1, 1], 

class(NN(GEN(i, cat))) = dog
return GEN(i, cat) 

find i[224, 224, 3]
where i in [0, 1],

class(NN1(i)) = dog,
i – image " < 25

find i[32, 32, 3]
where i in [0, 1],

NN(i).l3[17] = 0,
class(NN(i)) = cat,
i – image # < 100
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find i[32, 32, 3]
where i in [0, 1],

class(NN1(i)) = dog,
class(NN2(i)) = cat,
i – image ! < 2

finding adversarial examples
[Szegedy et al., 2013]

finding adversarial examples 
using a generator [Song et al., 2018]

differencing neural networks
[Pei et al., 2017]

finding inputs that deactivates 
neurons

find i[100]
where i in [-1, 1], 

class(NN(GEN(i, cat))) = dog
return GEN(i, cat) 

find i[224, 224, 3]
where i in [0, 1],

class(NN1(i)) = dog,
i – image " < 25

find i[32, 32, 3]
where i in [0, 1],

NN(i).l3[17] = 0,
class(NN(i)) = cat,
i – image # < 100



find i[32, 32, 3]
where i in [0, 1],

class(NN1(i)) = dog,
class(NN2(i)) = cat,
i – image ! < 2,
NN1(i).p[dog] > 0.8,
NN1(i).p[cat] < 0.1

finding adversarial examples
[Szegedy et al., 2013]

finding adversarial examples 
using a generator [Song et al., 2018]

differencing neural networks
[Pei et al., 2017]

finding inputs that deactivates 
neurons

find i[100]
where i in [-1, 1], 

class(NN1(GEN(i, cat))) = dog,
class(NN2(GEN(i, cat))) = car

return GEN(i, cat) 

find i[224, 224, 3]
where i in [0, 1],

class(NN1(i)) = dog,
i – image " < 25,
i – image " > 5

find i[32, 32, 3]
where i in [0, 1],

NN(i).l3[17] = 0,
class(NN(i)) = cat,
i – image # < 100,
i[:8, :8, :] = image[:8, :8, :]



find i[100]
where i in [-1, 1], 
class(NN(GEN(i, cat))) = dog
return GEN(i, cat) 

query
L(') � 0
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differentiable loss minimize loss

DL2 Querying

Theorem:

logical formula '
<latexit sha1_base64="CcFtO9a/hhN1DG9LDZQUwxMEn/w="></latexit>

L(') = 0 if and only if ' is satisfied
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' :=

0

@
100̂

j=1

(�1  ij ^ ij  1)

1

A

^
 

^

k2classes
k 6=dog

logitNN(GEN(i, cat))k

< logitNN(GEN(i, cat))dog

!

<latexit sha1_base64="k3vypAInlAp+A2CQfh8fN5UKLU8="></latexit>

argmin
i2[�1,1]100

X

k2classes
k 6=dog

max
�
logitNN(GEN(i, cat))i�

logitNN(GEN(i, cat))dog, 0
�

<latexit sha1_base64="CrZWmjgsGvR/zUZD9IXXyGOaZzE="></latexit>



Goal:      holds for all inputs'
<latexit sha1_base64="CcFtO9a/hhN1DG9LDZQUwxMEn/w="></latexit>

generalizes adversarial robustness training
generalizes previous work for training with constraints
applicable to supervised, semi-supervised and unsupervised training

train with violation query for violation

z⇤
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z⇤
<latexit sha1_base64="LCQ3p2IoRJUs/BI39n3ioDDi5iw="></latexit>

argmin
✓

L(')(x, z⇤, ✓)
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✓
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= argmin
z2A

L(¬')(x, z, ✓)
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DL2 Training



“A car should be considered more similar to a truck than a dog.”
8z 2 B✏(x) \ [0, 1]d.y = car =) logit✓(z)truck > logit✓(z)dog + �
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Supervised Training Example

Resnet-18 on CIFAR-10

standard
training

DL2
training

0

20

40

60

80

100

Constraint Accuracy

50.47

99.42

standard
training

DL2
training

0

20

40

60

80

100

Prediction Accuracy

91.89 88.99



“A car should be considered more similar to a truck than a dog.”
8z 2 B✏(x) \ [0, 1]d.y = car =) logit✓(z)truck > logit✓(z)dog + �

<latexit sha1_base64="vPjx4m4qvdq4E0n1yK/fxZ5mgek="></latexit>

Supervised Training Example

Resnet-18 on CIFAR-10

standard
training

DL2
training

0

20

40

60

80

100

Constraint Accuracy

50.47

99.42

standard
training

DL2
training

0

20

40

60

80

100

Prediction Accuracy

91.89 88.99



“A car should be considered more similar to a truck than a dog.”
8z 2 B✏(x) \ [0, 1]d.y = car =) logit✓(z)truck > logit✓(z)dog + �

<latexit sha1_base64="vPjx4m4qvdq4E0n1yK/fxZ5mgek="></latexit>

Supervised Training Example

Resnet-18 on CIFAR-10

standard
training

DL2
training

0

20

40

60

80

100

Constraint Accuracy

50.47

99.42

standard
training

DL2
training

0

20

40

60

80

100

Prediction Accuracy

91.89 88.99



github.com/eth-sri/dl2

DL2: Training and Querying
Neural Networks with Logic

find i[32, 32, 3]
where i in [0, 1],

class(NN1(i)) = dog,
class(NN2(i)) = cat,
i – image ! < 2,
NN1(i).p[7] > 0.8
NN1(i).p[1] < 0.1

Querying Training

generalizes adversarial robustness training
generalizes previous work for training with constraints
applicable to supervised, semi-supervised and unsupervised training

http://github.com/eth-sri/dl2

