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Adversarial Example
• Generative model:

• Objective: 𝑝𝜃(𝑥) → 𝑝𝑑𝑎𝑡𝑎(𝑥)
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• Adversarial example for generative model:
• Characteristics:

• Human eye: almost the same as real images

• Definition: 𝑥′￼≔ argmin
𝑥′￼

𝑝𝜃(𝑥′￼) 𝑥∼𝑝𝑑𝑎𝑡𝑎(𝑥),   𝑥 − 𝑥′￼
∞

< 𝜀
• Model: not recognized as real images and not able to be sampled 



Adversarial Example for Diffusion Models
• Diffusion Model: 

• Forward process : perturb an image with Gaussian noise step by step
• Reverse process : recover an image from Gaussian noise step by step

•
Objective: 

𝑞
𝑝𝜃

min
θ

ℒDM = min
𝜃

−log
𝑝𝜃(𝑥0:𝑇)

𝑞(𝑥1:𝑇 𝑥0)
   → min

𝜃
𝔼𝑡∼𝒰(1, 𝑇 ), 𝜖~𝒩(0,1) | |𝜖𝜃(𝑥𝑡,  𝑡) − 𝜖 | |  
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𝜖𝜃(𝑥𝑡,  𝑡)

𝜖𝑡

 (latent variable)𝑥1:𝑇(image)𝑥0 



Adversarial Example for Diffusion Models
• Adversarial example for Diffusion Model:

• 


•  is given by the reverse process in Diffusion Model.


𝑥′￼≔ argmin
𝑥′￼

𝑝𝜃(𝑥′￼) 𝑥∼𝑝𝑑𝑎𝑡𝑎(𝑥),   𝑥 − 𝑥′￼
∞

< 𝜀

𝑝𝜃



Generating Adversarial Examples for Diffusion Model 
• Optimization goal:

• 𝑥′￼≔ argmin
𝑥′￼

𝑝𝜃(𝑥′￼),   𝑥 − 𝑥′￼ ≤ 𝜖, 𝑥 ∼ 𝑝𝑑𝑎𝑡𝑎(𝑥)

• Expand  over diffusion latent variables: 𝑝 𝜃 𝑝𝜃(𝑥) = ∫ 𝑝𝜃(𝑥0:𝑇)𝑑𝑥1:𝑇

• Minimize   Minimize   Maximize 𝑝𝜃(𝑥) → 𝔼𝑥1:𝑇∼𝑢(𝑥1:𝑇)𝑝𝜃(𝑥0:𝑇 ) → 𝔼𝑥1:𝑇∼𝑢(𝑥1:𝑇)[ − log𝑝𝜃(𝑥0:𝑇)]

• Transform the optimization goal into the loss term of the diffusion model

•
  

• Trick: add reverse process  to the optimization goal
•  is a series of conditional Gaussians and approximately constant when optimizing , for .


•  is set as the default distribution of latent variable  in Diffusion Model

max
𝑥′￼

𝔼𝑥1:𝑇 ∼𝑢(𝑥1:𝑇)[ − log𝑝𝜃(𝑥0:𝑇)] ≈ max
𝑥′￼

𝔼𝑥1:𝑇 ∼𝑢(𝑥1:𝑇) −log
𝑝𝜃(𝑥0:𝑇)

𝑞(𝑥1:𝑇 𝑥0)
= :max

𝑥′￼
ℒ𝐷𝑀 

𝑞(𝑥1:𝑇 |𝑥0)
𝑞(𝑥1:𝑇 |𝑥0) 𝑥′￼ 𝑥′￼≈ 𝑥

𝑢(𝑥1:𝑇) 𝑥1:𝑇



Generating Adversarial Examples for Diffusion Model 

•  Objective of adversarial examples:


•   x′￼= arg min
x′￼

pθ(x′￼) = arg max
x′￼

ℒDM(x′￼), | |x − x′￼| | ≤ ϵ

• Algorithm AdvDM: optimize  with Monte-Carlo
• Step 1: Sample . Sample 
• Step 2: Maximize with  as the variable for one step

𝑝𝜃(𝑥′￼)
𝑡 ∼ 𝒰(1, 𝑇 ) 𝜖 ∼ 𝒩(0,  1)

| |εθ(x′￼t, t) − ϵ | | 𝑥′￼



Evaluation

pθ(x |cg) = pθ(x)
pθ(cg |x)
pθ(cg)

≥ pθ(x)

 in most cases≥ 1
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Experimental Results

• Qualitative results: Style Transferring

• Quantitative results:



Experimental Results
• Quantitative results: Image Editing

• Comparison with other possible attacks

• Qualitative results: Text2Image



For More Details

• Github:
• https://github.com/mist-project/mist

• Project homepage:
• https://mist-project.github.io/

• Documentation:
• https://mist-documentation.readthedocs.io/
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