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Motivation

• Certified defense provides a promising method for adaptive attacks

• Certified defense calculates a radius that the worst case classifier is still right

• Then for the corrupted 𝑥′ we have

• Can we defense semantic transformations certifiably ?
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GSmooth: Generalized Randomized Smoothing 

• We define the smoothed classifier for a soft classifier 𝑓 and semantic transformation 𝜏 as

• Restate the  certified bound for resolvable transformations, where 𝛾 𝜃, 𝜉 is the new parameter under 
composition
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GSmooth: Generalized Randomized Smoothing

• The  generalized smoothed classifier is,

• We design a surrogate neural network to simulate the transformations

• Illustration of the method
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GSmooth: Generalized Randomized Smoothing

• Main theorem for the Generalized Randomized Smoothing
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Experimental Results

• Certified Accuracy of several types of semantic transformations on CIFAR-10 and CIFAR-100

• Competitive results on resolvable cases

• Non-resolvable cases 
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Experimental Results

• Empirical accuracy under adaptive attacks

• Empirical accuracy on subsets of CIFAR-10-C
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Thanks !
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