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Differential Privacy mworketal]

(e, d)-Differential Privacy
[Dwork et al.’"06]
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Differential Privacy: Central Model /pworket al]

(e, d)-Differential Privacy
The output of the [Dwork et al.'06]
analyzer must be For all S, and two neighboring X, X’
—> —>
% User 1 Ys differentially private Pr[A(X) € S] < e*-Pr[A(X’) €S] +
x, = User2 |» Y, .
Estimate of
. Analyzer X, + X, + ... +
: X

n

» e-Central DP Algorithms:
Error ©(1/e) by Laplace
Mechanism

[Dwork et al."06, Ghosh et al.’12]

X —+»{ Usernp»>Yy

e-DP = (¢,0)-DP
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Differential Privacy: Local Model [kasiviswanathan et al]

Each message has to (e, 8)-Differential Privacy
be differentially private [Dwork et al."06]
| U 1 > For all S, and two neighboring X, X’
X; Ser Yi PrIA(X) € S] < ef-PrIAXX) € 5] + B
x, = User2 |» Y, .
Estimate of
] Analyzer Px. +Xx, + ... +
: X

n

e-Local DP Algorithms:
Error ©_(Vn) by randomized

response [Warner'65,
Beimel et al.’08, Chan et al.’12]

X —+»{ Usernp»>Yy
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Differential Privacy: Shuffled Model sittauet al, Erlingsson et al.]

Shuffled messages have == Multiset of messages have

n to be differentially private ™ to be differentially private

x, = User1 p»y

1 Yr)

e Anonymous Model [Ishai et al.]
e Encode-Shuffle-Analyze
X, = User2 =Y, Yr@) Architecture [Bittau et al.]
e Shuffled/Shuffle Model
. Analyzer [Cheu et al., Erlingsson et al.]

Amplification by Shuffling (Informal)
Yo | [Erlingsson et al., Balle et al.]

n) Any & -local DP algorithm is (e, 8)-shuffled DP
fore £ €, and for reasonable value of o.

X —+»{ Usernf»y
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Real Summation

ge-Central DP

e-Local DP

(g,0)-Shuffled DP

Laplace Mechanism
[Dwork et al.’"06, Ghosh et al.’12]

Randomized Response
[Warner'65, Beimel et al.’"08]

[Balle et al.” 19]

Error

O(1/g)
©.(Vn)
@g(nVé)

# messages Bits per

per user message
1 O(log n)
1 O(log n)
1 O(log n)
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Shuffled Model: Multi-Message Setting

TC
—J» Y11 y“(1) \

X, > User 1 : Yoy N

Y, Estimate of

. Analyzer —
X, —> User 2 : Y X, X, + e + X

/ Shuffled messages have
x_— Usern : to be differentially private
Yrm)
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Real Summation Error #messages  Bits per

per user message
e-Central DP | R ety ©(1E) 1 Oflog n)
_ Randomized Response
e-Local DP [Warner’é5, Beimel et al.’08] @s(\[n) 1 O(|Og n)
[Balle et al.” 19] @g(nVé) 1 O(|Og n)
[Cheu et al.’19] O( Iog(1/6) ) O (\fn) 1

(€,5)-Shuffled DP & el T

[Balle et al.’20, Ghazietal’ 201 Q(1/€) 0(1 + cl)g ) O(log n)
ogn

log(1/0

This work O(1/g) 1 "'Og( 3(n ) ) O(log n)
e-Shuffled DP | [Ghazietal20] O(1/e) O (log®n)  O(loglogn)

Longer talk available here
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https://www.youtube.com/watch?v=6n4Wjmyc5wk&t=1s

